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1. MACHHOPT PABOYEM IMPOI'PAMMBI TIPO®ECCHUOHAJIBHOTI'O MOJIYJISI

IIMO1. SKCIINIYATALUA ABTOMATU3NPOBAHHBIX (MH®OPMALIMOHHBIX) CUCTEM
B 3SAIIMINEHHOM UCIIOJIHEHUUN

1.1. ObaacTe npuMeHeHHus1 padoyeii NpPOrpaMmbl

Pabouas nmporpamma npodeccruoHaibHOro Moayis (manee - nporpamMa I[IM) sBnsiercs yacTbio
IpoTrpaMMbl TIOATOTOBKM CHEIMAIMCTOB cpenHero 3BeHa mo crenuanbHoct 10.02.05 O6Gecnieuenue
UH(POPMALIMOHHON 0€30MacHOCTH aBTOMATH3UPOBAHHBIX CUCTEM 0a30BOW IMOATOTOBKH, pa3zpabOTaHHOMN
B I'BIIOY «'K r. Cpi3panu» B 4YacTH OCBOCHHMM OCHOBHOTO BHJA JEATECIBHOCTH: OKCILTyaTalys
aBTOMATU3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3alUILEHHOM HCIIOJIHEHHUH.

Pabowas mnporpamMa TpoQecCHOHATBHOTO MOIYJAS MOXKET OBITh HCIONb30BaHA B
npodeCCHOHATBPHON IMOATOTOBKE MO crenuanbHoctd OOecrnedenne MHOOPMAIIMOHHON 0€301MacHOCTH

ABTOMATHU3HUPOBAHHBIX CUCTCM U B JOIIOJIHUTEILHOM MOJATOTOBKE Ha KypcCax IMOBBIIICHUSA KBaJ'II/I(l)I/IKaI_II/II/I.

1.2. Henu u 3aga4u npodeccuoHAIBLHOT0 MOIYJIs

Q0s13aTenpHad 4YacTh

C penpl0  OBIaZEHUs  YKa3aHHBIM  BHUJOM  NPO(PECCUOHATIBHON  JEATEIBHOCTH U
COOTBETCTBYIOLIUMH  NPOPECCHOHATBHBIMU  KOMIETEHIUSAMH OOy4arolUMics B XOAE OCBOCHUS
npo¢eCCHOHATBHOTO MOAYIIS JOKEH
HMeTh NMPAKTUYECKHUIi ONBIT B!

YCTAaHOBKM W HACTPOMKH KOMITOHEHTOB CHCTEM 3allUTHl HMH(POPMAIMM aBTOMATH3MPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CHCTEM,;

a/IMAHUCTPUPOBAHMS ABTOMAaTHU3UPOBAHHBIX CUCTEM B 3all[UIIIEHHOM HCIIOJIHEHHH;

9KCIUTyaTaIlliil KOMIIOHEHTOB CUCTEM 3alIUThl MHPOPMALIUK aBTOMATH3HUPOBAHHBIX CUCTEM;

JMarHOCTUKA KOMIIOHEHTOB CHCTEM 3alUTHl WH(OpMAIMH aBTOMATH3MPOBAHHBIX CHCTEM, YCTpPaHEHHUS
OTKa30B U BOCCTaHOBJIEHUS PabOTOCIIOCOOHOCTH aBTOMATH3MPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B
3aLIUIEHHOM HCIIOJTHEHUN

yMeTh:

OCYIIECTBIISITh KOMITJICKTOBaHUE, KOH(GUTYPUPOBaHHME, HACTPOHKY aBTOMATH3MPOBAHHBIX CHCTEM B
3aLIUIEHHOM HCIIOJTHEHUH KOMIIOHEHT CHCTEM 3alllUThl HHPOPMAILIMU aBTOMATU3UPOBAHHBIX CUCTEM;
OpraHU30BBIBATh, KOH(PUTYPUPOBATH, TPOMU3BOIUTH MOHTAX, OCYILECTBIIATH AUATHOCTUKY U YCTPAHSATh
HEHCIIPAaBHOCTH KOMITBIOTEPHBIX CETeH, paboTaTh C CETEBBIMHU MPOTOKOJIAMH Pa3HBIX YPOBHEH;
OCYIIECTBIISATh ~ KOHQUTYpHUPOBaHWE, HACTPOHKY KOMIIOHEHT CHCTEM  3alluThl  MH()OPMAIUH
ABTOMATH3UPOBAHHBIX CHCTEM;

NPOM3BOJIUTH YCTAHOBKY, aJaNlTallMi0 W COINPOBOXKJICHHE THUIIOBOTO MPOTPAMMHOIO OOeCredeHus,

BXOJISIIIIETO B COCTAB CHCTEM 3alUThl MHPOPMaIIMK aBTOMATH3UPOBAHHON CHCTEMBI



HACTpaMBaTh M YCTPAHATh HEUCIPABHOCTH MPOrPaMMHO-AINIAPATHBIX CPEJCTB 3aIUTH MH(POPMALUU B
KOMIIBIOTEPHBIX CETAX M0 3aJJaHHBIM IIPABUJIAM;

obOecnieunBaTh pabOTOCIIOCOOHOCTh, OOHAPYKUBATH U YCTPAHATH HEUCIPABHOCTH

3HATh:

COCTaB M MPUHLUIIBI PaOOTHl aBTOMATH3HUPOBAHHBIX CHCTEM, OTIEPAIMOHHBIX CHCTEM H CPE/;

NPUHIUIBI pa3pabOTKH AITOPUTMOB MPOTPAMM, OCHOBHBIX IIPHEMOB IPOTPAMMHUPOBAHHUS;

Mojienu 0a3 JaHHbBIX;

MPUHIIMIIBI TOCTPOEHUS, PU3NUECKHEe OCHOBBI pabOoThI epu(epHilHbIX YCTPOICTB;

TEOPETUYECKHE OCHOBBI KOMIIBIOTEPHBIX CETEH M HUX allapaTHbIX KOMIIOHEHT, CETEBBIX MOJENEH,
IIPOTOKOJIOB U IIPUHIIMIIOB a/Ipecaliii;

MOPSIOK YCTAHOBKH M BBOJIA B OKCIUTyaTallMIO CPEACTB 3aIIUTHI HH(POPMALNK B KOMITBIOTEPHBIX CETSAX;
OPUHILIUIIBI  OCHOBHBIX METOJOB OpTaHM3allMd M TPOBEICHUS TEXHUYECKOTO OOCTYKUBaHUS

BBIYUCIUTENILHON TEXHUKH U APYTHX TEXHUUECKUX CPEACTB HHPOPMATU3ALUU



1.3. KotuyecTBO 4acoB Ha 0CBOeHHE MPOrpaMMbl NPodeccHOHATbHOT0 MOAYJIA

Buj yueOHoil 1esiTeIbHOCTH O0bém yacoB
Bcero yacoB Ha yueOHYIO TUCIUTUTHHY 898
CamocTosTenpHas padora 52
Bcero Bo B3anMo1€MCTBUM C TpenogaBaTesieM 846
U3 HUX:
Teopernueckoe oOydeHue 327
(6e3 KoHCYyNbTalUN U TPOMEXKYTOUHOU arTrectanuu no MJIK)
JlaGopaTopHbIe U TPAKTUICCKUEC 3aHATHUS 185
KypcoBas pabdota (mpoekr) He npenycmotpeno
Koucynpranumn 46
[Tpomexyrounas arrectauus MJIK 24
VY4eOHast mpaKTHKa 72
[Tpon3BoiCTBEHHASI IPAKTHUKA 180
KBanupukannoHHbIN 5K3aMeH 12

[TpomexyTouHast aTTecTanus B popme sK3aMeHa




2. PE3YJIbTATBI OCBOEHUS ITPOPECCHOHAJIBHOT'O MO Y JIA

Pesynbrarom ocBoeHUS TPOGECCHOHATHHOTO MOIYIIS SIBISETCS OBIAJCHHE OOYJarOIUMUCS

BUIOM ACATCIBbHOCTU 3KCHJIyaTaI_II/I$I ABTOMAaTU3UPOBAHHBIX (I/IH(bOpMaI_[I/IOHHLIX) CHUCTEM B 3alllUIIICHHOM

WCIIOJTHEHUH, B TOM 4ucie npodeccuoHanbHbiMU KoMmrieTeHmusIMu (I1K), ykazanapiMu B ®I'OC 1o

cnenmanbHocTH 10.02.05 O6ecneuenne nHGOPMAITMOHHONW 0€30MTaCHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM

Konx HaumeHoBaHue pe3yJibTaTa 00yueHHsl

B 1 OKcIuTyaTanusi aBTOMAaTU3MPOBAHHBIX (MH(POPMALIMOHHBIX) CHCTEM B  3allUIIEHHOM
VCIIOJHEHUHU

K 1.1 IIpou3BoauTe  yCTAaHOBKY M HAaCTPOMKY  KOMIIOHEHTOB  aBTOMATH3UPOBAHHBIX
(MH(OPMAIIMOHHBIX) CUCTEM B 3aLIUILEHHOM HCIIOJIHEHUU B COOTBETCTBUU C TPEOOBaAHUSAMU
JKCIUTYaTallMOHHOW JOKYMEHTAIUH.

IIK 1.2 AJMUHUCTpUpPOBaTh  MpPOTpaMMHBIE M [POrpaMMHO-AINIApaTHble  KOMIIOHEHTHI
aBTOMATH3MPOBAHHON (MH()OPMAIIMOHHOI) CHCTEMBI B 3aIIMIIEHHOM UCTIOJHEHUH.

IK 1.3. ObecnieunBaTh Oecriepe0oitHyI0 pabOTy aBTOMATU3HPOBAHHBIX (MH(OPMALMOHHBIX) CUCTEM
B 3allMIICHHOM MWCIIOJIHEHUM B COOTBETCTBUHM C TPEOOBAaHUSAMHU SKCILIyaTallMOHHOMN
JOKYMEHTAIIH.

[IK 1.4 OcyiecTBIATh TPOBEPKY TEXHUUYECKOTO COCTOSHUSA, TEXHUYECKOE OOCIy)XKUBaHUE U

ABTOMATH3MPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3alIMIIEHHOM HCIIOJHEHUU.

B mporecce ocBoenust [IM cTyneHTHI JOJDKHBI OBJIaIeTh 00mmmMu komrereHmsvu (OK):

Koxa HaumeHoBaHHe BU0B JeSITeJIbHOCTH H NPodecCHOHATbHBIX KOMIIETeH Ml

OK'1. | Boibupatb criocoOsbl perieHus 3a1a4 npopeccuoHaIbHON AesSTeIbHOCTH, TPUMEHUTEIBHO
K pa3jIM4HbIM KOHTEKCTaM.

OK 2. | OcymecTBasTh NOUCK, aHAINU3 U UHTEPIIPETALINIO MHPOPMAIK, HEOOXOIUMON 1Is
BBINOJIHEHUS 3a]1a4 TPOo(deCCHOHATILHON 1€ TEIbHOCTH.

OK 3. | [InanupoBaTh U peann3oBbIBaTh COOCTBEHHOE MPO(ECCHOHAIBHOE U TMYHOCTHOE
pa3BUTHE.

OK 4. | PaGoTtaTh B KOJJIEKTUBE U KOMaH/ie, 3((HEeKTUBHO B3aUMOJICHCTBOBATh C KOJUIETaMH,
PYKOBOJCTBOM, KJIMEHTAMH.

OK 5. | OcymecTBasaTh YCTHYIO M IHCBMEHHYI0 KOMMYHUKAIIMIO HAa TOCYIapPCTBEHHOM SI3BIKE C
Y4€TOM 0COOEHHOCTEH COLMAIBHOIO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. | IIposiBiATH rpa’kAaHCKO-NATPUOTHYECKYIO O3ULUIO, IEMOHCTPUPOBATH OCO3ZHAHHOE
MOBE/ICHHE HAa OCHOBE TPAJAMIIMOHHBIX O0IIEYEIOBEYECKIX IEHHOCTEH.

OK 7. | CoznelicTBOBaTbh COXpaHEHHUIO OKPYXKAIOLIEH Cpeibl, pecypcocOepeskeHno, 3 (HeKTHBHO
JIEICTBOBATh B UPE3BBIYANHBIX CUTYyAIUsIX.

OK 8. | Mcnonb3oBath cpeacTBa (pU3NIECKON KYIbTYPbI U1 COXPaHEHHS U YKPEIUICHUS 3/10POBbsI
B IIporiecce Npo(hecCHOHANBHOM AeSITEIbHOCTH U MOAJIEPKaHUE HEOOXOIUMOI0 YPOBHSI
($u3M4eCcKoil MOArOTOBIEHHOCTH.

OK 9. | Ucnonb3oBarh HH()OpPMALIMOHHBIE TEXHOJIOTUH B TPO(ECCHOHATLHON e TEbHOCTH.

OK 10. | ITonb3oBaThces nMpodhecCHOHABHON JOKYMEHTAIMEeH Ha roCcy1apcTBEHHOM M MHOCTPaHHOM

SI3bIKaXx.

TeKyH_II/Iﬁ PEMOHT, YCTPAHATH OTKa3hbl n BOCCTaHAaBJIMBATb pa6OTOCHOCO6HOCTB




3. CTPYKTYPA U COAEPKAHUE ITPO®PECCHUOHAJIBHOI'O MOJAYJIA
3.1 TemaTn4yeckuii J1aH NPO(ecCHOHAIBLHOTO0 MOLYJISI

3aHsATHSA BO B3aHMO/IEiiCTBHH C MpenojaBaTesieM, 4ac. E
Kozwr Oo0y4yenne no M/IK, B yac. IIpakTukn g
npodeccuon C)v’MMal?H = = IIpousBoacreen =) °:’ Camocrost
aJlbHBIX, HaumeHnoBanus pa3aesioB blil 00BeM Teopernu Kypcos = S = Hast g 5| reanmas
111110104 npo¢eccCHOHATBHOI0 MOAYJIA Harpysku, ecKOe JaGopatopn BIX = ;‘ - (ecan .E. % paGora
KoMIeTeHIH ac. o0yuenue bIX U padot = = 2 % Yueouas NpeaycMOTpeHa ==
i npaKTH4YecKH | (Impoek 5 é. E paccpei0To4eH E
X 3aHATHI TOB) Hasl IPAKTUKA)
1 2 3 4 5 6 7 8 9
IIK 1.2 Paznen 1. YcTaHOBKA U 206 84 76 18 6 16
HaCTpOWKa
ABTOMATHU3HPOBAHHBIX
(uH(DOPMAITOHHBIX )
CHCTCM B 3allIMIIICHHOM
HUCIIOJTHEHUU
IIK 1.1-1.3 | Pa3nen 2. 424 243 109 24 6 72 36
AJMUHUCTPUPOBAHKE
ABTOMATHU3UPOBAHHBIX
(MHpOPMAIIOHHBIX )
CHUCTEM B 3allIMIIICHHOM
HUCIIOJTHEHUU
[Tpou3BoACTBEHHAS MPAKTHKA 180 180
KBanuhukamoHHblii 9K3aMeH 12 4 12
Bcero: 898 327 185 46 36 72 180 12 52




3.2 ConepxaHue o0y4yeHus mo npogecCHOHATbLHOMY MOTYJII0

HanmenoBanue
pa3JesnoB U TEM
po¢eCcCHOHATIBLHOIO Copneprkanue yueOHOro MaTepuaa, 1adopaTopHble paboThl M IPAKTUYECKHE 3aHATHS, CAMOCTOSATENIbHAS paboTa O6Bem
Moy (ITM), 00ydJarImuxcs 9acoB
MEXIUCHUTIIIMHAPHBIX
kypcoB (MJIK)
1 2 3
Paznen 1. YcraHoBKa M HacTpoiika aBTOMAaTU3UPOBAaHHBIX (MHPOPMALIMOHHBIX) CUCTEM B 3aLIMILIEHHOM HCIIOJHEHUU 206
MJIK.01.01 OnepanoHHbIe CUCTEMBI 102
Tema 1. DyieMeHTBI TEOpUU ONEpaliMOHHBIX cucTeM. CBONCTBA ONEPALIMOHHBIX CUCTEM
Tema 1.1. OcHOBBI Coneprxanue 4
TEOPUH OMEPAlMOHHEIX | OnpexneneHue onepannoHHoN cucteMbl. OCHOBHBIE OHATHSA. McTOpHs pa3BUTHA ONEpallMOHHBIX CUCTEM. Buibl
CUCTEM orepanroHHbIX cucteM. Kinaccugukarus onepaioHHbIX CUCTEM IO Pa3HBIM Mpu3HakaMm. OniepalimoHHas CUCTeMa
Kak nHTep¢eiic Mex 1y IporpaMMHBIM U anmnapaTHbiM oOecrieueHrneM. CucTeMHble BbI30BbI. MccnenoBanus B
00JIaCTH OTIePAIIIOHHBIX CUCTEM.
Tema 1.2. MamuaHO- Coneprxkanue 6
3aBUCHMBbIE M MaMUHHO- | 3arpy3unk OC. MHnnumanu3zanus annapaTHbix cpeacts. [Iponecc 3arpysku OC.
He3aBUCHMbIC CBOKCTBA | [lepenocumocts OC. MammuHO-3aBucuMbie Moayiu OC. 3agaun OC 1o yrnpaBieHHIO ONepalusiMi BBOIa-BbIBOIA.
OIIEPAIIMOHHBIX CUCTEM MHorocnoitHas MOJIeJb MOACUCTEMBI BBOAA-BbIBOIA. [IpaiiBepsl. [loanep:xka onepannii BBOJ1a-BbIBOIA.
Pabota ¢ ¢aitnamu. Qaiinosas cucrema. Buasl ¢aitnossix cuctem. @usnueckas opranuzanus (ailioBoit CHCTEMBI.
Tuns! ¢aitos. DaiinoBeie onepay, KOHTPOJIb JOCTYyMa K (daiiiaM.
TemaTHka npakTHUECKUX 3aHATHH U JJaOOpaTOpHBIX padoT 8
Bupryansable Mmammsbl. Co3ganue, Monudukanus, padoTa
YcranoBka OC
Cozanue U N3y4eHHE CTPYKTYPhI pa3JIeoB KECTKOTO JUCKA
Onepanuu ¢ daitnamu
Tema 1.3. MonynpHas Copepxanue 4
CTPYKTypa Ok30s1po. Monens knuenT-cepep. Pabota B pexxnmMe nosb3oparens. Pabora B koHCOnbHOM pexnme. O007104YKH
OIEPAI[MOHHEIX CUCTEM, | ONEPALMOHHBIX CUCTEM.
MIPOCTPAHCTBO Temartuka npakTHYeCKUX 3aHITHH U 1a00paTOPHBIX paboT 2
I10JIb30BATEIA Pa6ota B KOHCONBHOM U IpaduuecKoM pexumax
Tema 1.4. Ynpapnenue ConepxaHue 6

IIaMATBIO

OcHoBHOE YIPaBJICHHUC TAMATHIO. ITogkauka. BI/IpTyaHBHaH HaMsThb. AHFOpI/ITMLI 3aMCHICHUS CTPAHUILI. BOHpOCLI




pa3pabOTKH CUCTEM CO CTPAHWYHOW opraHu3anuen naMmatu. Bonpocs! peanu3anyu. CerMeHTanusl maMsITH

Temarnka MpakTUYECKUX 3aHITHIA U JTA00PATOPHBIX padoT

MOHI/ITopI/IHF 3a UCIIOJIb30BAHUEM ITaMATH

Tema 1.5. Ynpanenue

Coneprxanue

IpoLeccami, ITonsarue npouecca. Ilonstre noroka. [lonsarue npuopurera U ouepean MpoLeccoB, 0COOEHHOCTH
MHOTOIIPOLIECCOPHBIE MHOT'OIIPOLIECCOPHBIX CUCTEM. MEKIIPOLIECCOPHOE B3aUMOICHCTBUE
CHCTEMBI [Tonsarue B3anMo610KkHpOBKH. Pecypcbl, 0OHapyxeHue B3auMOOJOKHPOBOK. V30eranne B3auMoOIOKUPOBOK.
[IpenoTBpaiieHne B3auMoOIOKHPOBOK
TemaTHka npakTHUECKUX 3aHATHH U J1aOOpaTOPHBIX padoT
YnpasneHue npoueccammuy
HabmntoneHue 3a UCII0JIb30BaHUEM PECYPCOB CHCTEMBI
Tema 1.6. Coneprxanue

Bupryanu3zarust u
00JIaYHbIE TEXHOJIOTUU

TpeboBanwust, npuMeHsieMble K BUpTyann3anuu. [ unepsusopsl. Texnonoruu 3¢ (HeKTHBHON BUPTYaTH3AIHH.
Bupryanuzanus namsati. Bupryanusanus BBoga-BeiBoga. BupTyansHblie ycTpoiicTBa. Bonpocs! TMIIeH3UpOBaHus

O6naunbie TexHoJOTHH. VccaenoBanus B 00JIaCTH BUPTYaTU3allui U 00JI1aKOB

Temartuka npakTUYECKUX 3aHITHI U 1a00PAaTOPHBIX paboT

N3yuenue npumepoB BUpTyasibHbIX MalnH (VMware, VBox)

Tema 2. be3onacHOCTh OIICPAaIOHHLIX CUCTCM

Tema 2.1. I[TpuHuMIIBI
IIOCTPOEHHUS 3aILUTHI
nH(popmMaluu B
OIIEepaIlMOHHBIX
CUCTEMax

Conepxanue

[Tonsarue 6ezonacnoctu OC. Knaccudukanus yrposz OC. UcTouHuKH yrpo3 HHPOPMALMOHHOM 0€30MacHOCTH U
00BeKThI Bo3neicTBus. [lopsaok obecrieuenust 0e30nacHOCTH HH(GOPMaLMU IPY SKCIUTyaTallii ONepaliOHHBIX
cucreM. llItatHble cpenctBa OC 15 32U TH HH(OPMAIIHH.

AyTteHTuduKkanys, aBTopusalusl, ayjur.

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

praBHeHI/IC YUYCTHBIMH 3alTUCAMU MOJIb30BaTeIe U JOCTYIIOM K peCypcaM

AyauT COOBITHIT CHCTEMBI

I/I3y‘-ICHI/IC IOTATHBIX CPCACTB 3alIIUTELL I/IH(bOpMaI_[I/II/I B OIICPAIMOHHBIX CUCTCMAX

Tema 3. OcoGeHHoCTH pad

OTBI B COBPCMCHHEBIX ONCPALNMOHHBIX CUCTEMAX

Tema 3.1.
OnepannoHHbIe

cuctembl UNIX, Linux,
MacOS u Android

Conepxanue

0630p cuctemsl Linux. [Tponeccer B cucteme Linux. Ympasnenue nmamsiteio B Linux. BBo1-BeIBOJ B cucTeme
Linux. ®aiinosas cuctema UNIX.

OmneparmonHsie cucteMbl cemeirictBa Mac OS: ocoOeHHOCTH,
MIPEUMYIIIECTBA U HEJOCTATKHU.

Apxutektypa Android. Ilpunoxenus Android

TemaTuka NpakTUYECKUX 3aHATUN U 1a00paTOPHBIX paboT




Coznmanne nuctpuObroTHBalinux. YcTaHOBKA.

Pa6ora B OC Linux.
Tema 3.2. Coneprxanue 4
Omnepannonnas cucrema | Ctpykrypa cuctemsl. [Iponeccs u motoku B Windows. Ynpasienue namsateio. BBoa-BeiBox B Windows.
Windows TemaTnKa MPaKTHYECKMX 3aHATUH M Ja60PaTOPHBIX paboT 2
YcraHoBka v mepBuYHasi HacTpoiika Windows.
Tema 3.3. CepBepHbie Coneprxanue 4
onepanroHHble cucTeMbl | OcHoBHOE Ha3zHaueHHe cepBepHbIXx OC. Ocobennoctu cepBepHbix OC. PacpeneneHubie GailioBple CHCTEMBI.
TemaTyka npakTHUECKUX 3aHATHH U JJaOOPaTOPHBIX paboT 4
Pabora c cereBoii GaitioBoit cucTeMoil.
Pa6ora c cepsepnoii OC, nanpumep, AltLinux.
IIpumepHas TemaTuka camocToaTeabHol padoTs! npu n3ydennu MJIK.01.01 -
Koncynpranuu 12
ITpomexyrounas arrectamus mo MJIK 01.01 B hopme sx3amena 6
MJIK.01.02 ba3sl maHHBIX 104
Tema 4. OcHOBBI TeOpUU 0a3 JaHHBIX
Tewma 4.1. OcHOBHBIE Coneprxanue 2
MOHATHS Teopuu 06a3 [TonsiTue 6a3bl naHHBIX. KOMIIOHEHTHI CUCTEMBI 0a3 TaHHBIX: JaHHBIE, allllapaTHOE O0ecleyeHue, MPOorpaMMHOE
TaHHBIX. Monenn oOecrieyeHune, mosb3oBatenu. OTHOMOIB30BATEIBCKIE U MHOTOTIOIH30BATEIICKAE CHCTEMBI 0a3 JaHHBIX.
TAHHBIX WuTerpupoBanHbie 1 o01Me AaHHble. OOBEKTHI, CBOICTBA, OTHOLIEHHUS. LIeHTpaan30BaHHOE yIIpaBlieHUE JaHHBIMH,
OCHOBHBIE TpeOOBaHUSI.
Monenu nanHbix. Mepapxudeckue, ceTeBble U peIsiiUOHHBIE MOJIENTM OpraHu3aluy JaHHbIX. [locTpensiuoHHbIe
MO/IENIN JTaHHBIX.
Tepmunonorus penasiunoHHbIX Moaeneil. Knaccudukanus cymuocreit. /Ienanuars npasun Kogna ans
OTIpeIeNIeHUs] KOHIETIINN PEISIIIMOHHON MOJIEIH.
Tema 4.2. OcHOBBI Copepxanue 2
PESIIUOHHON anreOphl OCHOBBI peTAIMOHHON anreOphl. TpaAuIMOHHbIE Ollepaluy Hal OTHOIIEHUIMHU. ClielinaibHbIe OTIepalluy HaJl
oTHomeHUsIMU. OTiepaliii HaJl OTHOUICHUSIMU JIOTIOJTHEHHbIE JleiToM.
Temartuka npakTHYeCKUX 3aHITHH 1 1a00paTOPHBIX paboT 2
Omnepanyu Ha/l OTHOIIECHUSIMHU
Tema 4.3. Bazossie Conepxanue 2

TOHSTHS U
KJIaCCU(PUKALIHS CHCTEM
yIrpaBieHus 6azamu
TAHHBIX

bazoseie nonstuss CYB/l. OcnoBHble PpyHKINM, peanusyemble B CYB/[. OcnoBHble komnoHeHTsl CYB/] u ux
B3aumozeiicteue. Muatepdeiic CYB/I. AzpikoBrie cpenctBa CYB/I. Knaccudukanus CYB/]. CpaBHutensHas
xapakrepuctrka CYB/l. 3nakomcto ¢ CYB/] (o BeIOOpY)




Tema 4.4.
IlenocTHOCTH JAHHBIX
KaK KJIFOYE€BOE MOHSATHE
0a3 TaHHBIX

Coneprxanue

[TonsATHE HETOCTHOCTH U HENPOTUBOPEYMBOCTH JNAHHBIX. [I[pruMephl HapyIIeHUS HETOCTHOCTH U
HEIIPOTUBOPEYMBOCTHU AaHHbIX. [IpaBuiia u orpaHn4eHus.

Tema 5. [IpoekTrpoBanue

0a3 JaHHBIX

Tema 5.1.
HNudopmanroHHbie
MOJICTTH PEISIIIAOHHBIX
0a3 JaHHBIX

Coneprxanue

Tunbel nHGOPMAaIMOHHBIX Mojienel. Jlornueckue Mosenn faHHbIX. Du3ndecKkre MOJACIIN TaHHBIX.

Temarnka npakTUYECKUX 3aHITHIA U JTA00PATOPHBIX padoOT

[TpoekTupoBanre HH(OIOTHUESCKON MOJIEIH TaHHBIX

Tema 5.2.
Hopmanuzanus tTabaun
PETSIMOHHON 0a3bl
TaHHBIX.
[TpoekTupoBanue cBszei
MEXy TaOIuIamMu.

Coneprkanue

Heo6xoauMocTs HOpManu3auu. AHOMAIUN BCTaBKU, YAaJCHUS U 0OHOBJIeHUs. [IpuBeienne TabIuIbl K IepBOi,
BTOpOI U TpeTheil HopManbHBIM (hopmam. JlanpHelias Hopmanu3aius Tabaul. YerBepTas U maTas HOpMaJbHbIE
¢dopwmbl. [Ipumenenue nporiecca HOpMaTU3aIH.

Temartuka npakTUYECKUX 3aHITHIA U 1a00PAaTOPHBIX paboT

[IpoekTupoBaHue CTpYKTypbl 0a3bl JAHHBIX

Tema 5.3. Cpenctra
aBTOMAaTHU3allNH
IIPOSKTUPOBAHHUS

Coneprxkanue

CASE-cpenctBa, CASE-cucrema u CASE-rexnonorus. Knaccuduxanus CASE-cpencts. ['papudaeckoe
npezacraBieHne Moneneil npoextuposanus. UML. Jlnarpamma CymHoCTh-CBSA3b, AMarpaMmMa OTOKOB JITaHHBIX,
auarpaMmma npcucACHTOB MCIIOJIb30BaAHUSA.

TemaTuka NpakTHUECKUX 3aHATUHN U JTa0OPaTOPHBIX PaboT

[TpoexTrpoBanue 6a3bl TaHHBIX ¢ Hcnoab3oBaHueM CASE-cpencts

Tema 6. Opranuzanus 6a3

JaHHBIX

Tema 6.1. Co3manue
0a3bl JaHHBIX.
ManunynupoBaHue
JTAHHBIMH.

Conepxanue

Coznanue 0a3bl 1aHHBIX. PaboTa ¢ Tabnuuamu: co3ganue TabauIbl, U3MEHEHUE CTPYKTYpPbI, HAIIOJTHEHHE TaOJINIIbI
JaHHBIMU. YTIpaBJIEHUE 3alUCSAMU: 10o0aBlIeHUE, peJaKkTUpPOBaHKe, yAajdeHne U Hapuranus. Pabora ¢ 6a30ii JaHHBIX:
BOCCTAHOBJICHHUEC U CXKaTHUC. OTKpBITI/IC n MO)II/I(bI/IKaHI/ISI JaHHBIX. KOMaHI[I)I XpaHCHUA, Z[O6&BJ'I€HI/I$I,
pellakTUPOBaHMsl, yJaJIeHUs] U BOCCTAaHOBJIEHHs AaHHBIX. HaBuramus no Habopy 1aHHBIX.

TemaTnka NpakTHYECKUX 3aHATUN U 1a0OPaTOPHBIX PaboT

Coznmanwne 6a3wl qanHbix cpenctamu CYB/I. Pabota ¢ Tabnutiamu: nobasieHue, peakTupoBaHue, yaajieHue,
HaBHTaLHS 110 3aITHCSIM.

Tema 6.2. MHnekcHl.
CBsi3u MKy
TaOJIMIIaMU.
OO0bennHeHne TaOJINIL

Conepxxanue

[TocnenoBarenpHBIN OUCK NaHHBIX. COpTUPOBKA U (pUIbTpanus JaHHBIX. HAeKcupoBaHue Tadmwuil. Paznuunbie
TUTIBI UHAEKCHBIX (aitioB. Paboune ob6mactu u nceBaoHumMbl. CBsi3b Ta0bui. OO0beInHEHNE TAOJIHII.

TemaTuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

Co3anne B3auMOCBS3€EN

COpTI/IpOBKa, IIOUCK U (I)I/IJIBTpaLII/IH JaHHBIX




\ Croco0Onl 00benHEHUs Ta0JIHI]

Tewma 7. Yrpasnenue 6a30i JaHHBIX ¢ momomsio SQL

Tema 7.1.
CtpyKTypupOBaHHBIN
sI3bIK 3anpocoB SQL

Coneprxanue

OOm1ast XxapaKTEepUCTHKA A3bIKA CTPYKTYpUpOBaHHBIX 3arpocoB SQL. CTpyKTypsl ¥ TUIIBI AaHHBIX. CTaHAAPTHI
a3bika SQL. KomaHnpl onpeiesieHus JaHHbIX 1 MAHUIYJIMPOBAHUS IaHHBIMHU.

Temarnka MpakTUYECKUX 3aHITHIA U JTA00PATOPHBIX padoT

Cosznanue 6a3pl JaHHBIX ¢ MOMOIIBI0 KoMaH SQL. PenaktupoBanue, BCTaBKa U yIAJICHUE JTaHHBIX CPEICTBAMU
si3pIKka SQL

Tema 7.2. Onepatopsl u
¢bynkuu s3pika SQL

Coneprxanue

Crpykrypa koMauzsl Select. Yenosue Where. OniepaTopsl U GyHKIIUU IPOBEPKH YCIOBUH. Jlornueckue onepaTopsl.
I'pynmoBelie pyHkimn. @yHKIUU 1aThl 1 BpeMeHH. CUMBOJIBHBIE (PYHKITUH.

Temartuka npakTUYECKUX 3aHITHI U 1a00paTOPHBIX paboT

Co3z1aHue U UCII0JIb30BAHUE 3aIIPOCOB. [ pynnupoBKa U arperupoBaHUe JAHHBIX

KOppeHI/IpOBaHHHe BJIOJKCHHBIC 3aITPOCHI

Coznanue B 3anpocax BblUMCIsIeMbIX 1osiel. Mcnoap30Banne yciaoBHii

Tewma 8. Opranuzanus pacrpeaeI€éHHbIX 0a3 JaHHBIX

Tema 8.1.
ApXUTEKTYpBI
pacripeie/ieHHbIX 0a3
JAHHBIX

Coneprxkanue

ApPXUTEKTYpHI KITUeHT/cepBep. JJoCTOMHCTBA U HEOCTATKU MOJIEIIEH apXUTEKTYpPhI KIIMEHT/CepBep U UX BIUSHHE HA
¢ynkunonuposanue cereBbix CYB/I. IIpoekTupoBanue 6a3bl JAHHBIX O] KOHKPETHYIO apXUTEKTYPY: KIMEHT-
cepBep, pacupeieneHHble 0a3bl JaHHBIX, NapajielabHas 00paboTKa TaHHBIX.

OTnuuus ¥ NperMyIecTBa ylaleHHbIX 0a3 JaHHBIX OT JIOKAJIbHBIX 0a3 AaHHBIX. [IpenmyiecTBa, HEJOCTaTKH U
MECTO NPUMEHEHUS JBYX3BEHHON U TPEX3BEHHON ApXUTEKTYPBI.

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

VYrpasnenue 10CTynoM K 00beKTam 0a3bl TaHHBIX

Tema 8.2. CepBepras
4acTh pacnpeaeneHHOM
0a3bl JaHHBIX

Coneprxanue

[TnanupoBanue u pazépreiBanue CYBJI mi1st paboThI ¢ KIIMEHTCKUMU NMPUIIOKEHUSIMHU

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

VYceranoBka CYB/I. Hactpoiika komrnonenToB CYB/I.

Tema 8.3. Knuenrckast
4acTh pacnpeaeneHHOM
0a3bl JaHHbBIX

Conepxxanue

[TnanupoBanue npunoxennit. Opranuzanus naTepderica ¢ moabp3oBaTeieM. 3HAKOMCTBO C MacTEPaMH U
KOHCTPYKTOPAMH MPHU MTPOCKTUPOBAHUH (GOPM U O0TUETOB. UMbl MeHIO. PaboTa ¢ MeHI0: co3gaHue, MoauduKanms.

Hcnonb3oBaHne 00bEKTHO-OPUEHTUPOBAHHBIX S3BIKOB IPOTPAMMUPOBAHUS I CO3TAHMSI KIIMEHTCKOM YacTu 0a3bl
JIAHHBIX. TE€XHOJIOTUU TOCTYyIA.

Ontumu3zanus npousBoauTenbHocT pabotel CYB/L.




TemaTnka NpakTHUECKUX 3aHATUH U 1a00PaTOPHBIX paboT

Co3nanue GpopM U OTHYETOB

Co3nganue MeHto. ['eHepanusi, 3ayck.

[TpodunupoBanue 3apoOCOB KIMEHTCKUX MPUIOKEHUH.

Tema 9. AnMuHHCTpUpPOBaHUE U O€30TTACHOCTh

Tema 9.1. Coneprxanue 2
ObecrieueHue VYrpossl nenoctaoctu CYBJl. OCHOBHBIE BUIBI M IPUYHUHBI BOSHUKHOBEHHSI YTPO3 EIOCTHOCTH. CTI0CcOObI
LEJIOCTHOCTH, nporuBoaencTBus. [IpaBuna, orpaHnyeHus.
IOCTOBEPHOCTH U [TonsiTue xpanumon rpoueaypsl. JIoCTOMHCTBA U HEAOCTATKH UCIIOJIb30BaHUs XpaHUMBbIX nipoueayp. [lonarue
HENPOTUBOPEUMBOCTU Tpurrepa. S3plKk XpaHUMBIX POLEAYpP U TpUrrepoB. KackagHele BO3AeCTBUA. Y IpaBiICHUE TPAH3AKLIUAMU U
JAHHBIX. K3ILIMPOBAHUE MaMSITH.
Temartuka npakTUYECKUX 3aHITHI U 1a00pAaTOPHBIX paboT 2
PazpaboTka XpaHUMBIX MTPOIIETYp ¥ TPUTTEPOB
Tema 9.2. Tlepexsar Coneprxanue 2
HACKIIFOYUTENBHBIX [ToHsITHE UCKITIOYNTENBHOW CUTYallMU. MATKUI U KECTKUM BBIXOJ U3 UCKIIOUUTEIIBHON cuTyauu. Mecto
cuTyauui u o6padboTka BO3HHUKHOBEHHUS UCKITIOYUTENBHOM cuTyanuu. Onpesenenne Xxapakrepa omrOKY, BEI3BaBIIEH NCKIIOYUTEIbHYIO
OLIMO0K CUTYALMIO.
Tema 9.3. MexaHu3mel Coneprxanue 2
3amuThl MHGQopManuu B | CpezactBa uaeHTudukanuu u ayrentudukanuu. Oomme cBeaenus. Opranusaims B3aumoaeiicteus CYB/l u
CUCTEMaX YIIPaBJICHHUS 6azoBoit OC. Cpeacta ynpapieHust 10cTynnoM. OCHOBHBIE OHSTHSL: CYOBEKThI U 00OBEKTHI, TPYIIIBI
0a3amMH JTaHHBIX I10JIB30BATENEH, TPUBUWIETHH, PO U NIPEACTABICHUS. SI3bIKOBBIE CPEACTBA pa3rpaHUUEHUs AOCTyMa. Busl
MIPUBWJIETHI: MPUBUIIETHN O€30MacHOCTH U AocTyna. KoHnenuus u peanuzanusa Mexanusma posiel. CooTHoIIeHue
npaB pocryna, onpenensiembix OC u CYB/I.
CpenctBa 3amuThl HHGOPMAIMKU B 6a3ax TaHHBIX
TemaTHka npakTHUECKUX 3aHATHH U JJaOOpaTOpHBIX padoT 2
VYnpasieHue npaBaMu J0CTyna K 0a3aM JaHHBIX
Tema 9.4. Konuposanue | ConepxaHue 2
U IIEPEHOC TaHHBIX. Coznanue pe3epBHBIX KOMUI Bcel 0a3bl TaHHBIX, )KypHala TpaH3aKLUH, a TaK)Ke OJTHOTO WJIM HECKOJBKUX (ailioB
Boccranosnenue i ¢aiioBsix rpymi. [Tapamienusm oneparuil MoaupUKauK JaHHBIX U KONUpOoBaHUA. THITBI pe3epBHOTO
JTAHHBIX KOIMPOBaHHUA. YTpaBlieHHE pe3epPBHBIMU KOMUAMHU. ABTOMATH3alIMs POIIECCOB KOMUpOBaHUs. BoccranoBieHue
JTAHHBIX
Temartuka npakTHYeCKUX 3aHITHH 1 1a00paTOPHBIX paboT 4
Aymut nanssix ¢ nomolunsto cpeacts CYBJl u tpurrepon
PesepBHOE KONIMPOBaHNE U BOCCTAHOBJIEHUE 0a3 JaHHBIX
[IpumepHas TemaTuka caMmocToATeabHONU padoTs! mpu n3ydennu MJIK.01.02 16

Brinonsenue HHAWBUAYAJIBHOI'O 3a1aHUS 110 TEMC ((HpOCKTI/IpOBaHI/Ie I/IH(I)OJ'IOFI/I‘-ICCKOI\/’I MOACIN 0a3bl JaHHBIX)).




BeinonHenue nHAMBUYalbHOTO 3a/1aHus 110 TeMe «Hopmanu3zanus oTHOIEHU.

[TonroroBka pedeparos Ha Temy «Pazpurue CYB» (konkpernoii CYB/I).

Beinonuenue nHAMBUyanbHOT o 3a1aHus 1o teme «Co3nanue 0a3bl naHHbIX. Co3nanue Tabaul. Opranu3anus MeKTaOIMUHBIX CBA3EH»
BrinonHenne MHIMBUYaabHOTO 3a/1aHus 110 TeMe «Opranu3anus 3anpocoBy.

Beinonnenue nHAMBUIyanbHOTO 3a1aHus 110 TeMe «Co3aaHne Mob30BaTeNIbCKOro npuiioxkeHus cpeactsamu CYB/I».

Paz6op cuHTaKcHca XpaHUMBIX TPOLEAYP U TPUTTEPOB.

ITonroroBka pedeparon no Teme «OpraHu3zalysi U UCIOJIb30BaHNE MEXaHU3MOB 3allUThl 0a3bl TAaHHBIX).

[TpumMepHbIe BUIBI CAMOCTOSTENLHBIX paboT MpH U3ydeHUH paszaena | Momyis

Cucremarnyeckas mpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOH 1 CrielMaIbHON TEXHUYECKOW INTepaTypsl (110 BOIIpocaM K maparpadam, riaBam
y4eOHBIX TOCOOUH, COCTABICHHBIM MPEIO1aBaATENIEM )

[ToaroroBka K mpakTHYECKUM paboTaM ¢ MCIIOIb30BaHIMEM METOJMYECKUX PEKOMEHIalui penojaBarens, opopMiIeHNe NpaKTHUECKUX padoT,

OTYCTOB K UX 3allIUTC.

VYyeOHast mpakTHKa

Bunel pabot
Koncynpranuu 6
[Tpomexxyrounas arrecrarus mo MJIK 01.02 B popme sx3amena 6
Pasnen 2. AnMuHuCTpUpOBaHKE aBTOMATH3UPOBAHHBIX (MHYOPMAIIMOHHBIX) CUCTEM B 3alUIIIEHHOM HCIIOJIHEHUU 424
MJIK.01.03 CeTu u cuctemsl nepenaun nuHGopmanuu 68
Tema 10. Teopust TeIIEKOMMYHHKAIIHOHHBIX CETEH
Tema 10.1. OcHOBHBIE Conepxanue 10
noHsATusA u onpenenenus | Knaccudukanus cucrem csizu. CooOIMIEHNS U CUTHAIBL. BUIbI 2IeKTPOHHBIX CUTHANIOB. CIIeKTpaibHOE
npecraBieHue curnanos. [lapamerpsl curnanoB. O0beM 1 HHPOpPMAIOHHAS eMKOCTh CUTHAJIA.
Tema 10.2. ITpuHIHATIET Coneprxanue 6
nepenaun uH$opmauuu B | HazHaueHne u pUHIKIIBI opranu3aimu cereit. Kimaccugukarms cereit. MHOroypoBHEBBI# moaxo . [IpoTokoi.
ceTsax u cucreMax cBsisu | MHtepdeiic. CTek npoToKoioB. TeleKoOMMyHUKAIMOHHAS Cpeia.
Tema 10.3. Tunossle Copnepxanue 8
KaHaJbl Iepelauu U ux Kanan nepenauun. CeTeBoil TpakT, rpyIoBON KaHal nepenay. Anmnaparypa HH(poBbIX MII€3MOXPOHHBIX CUCTEM
XapaKTePUCTHKU nepenaur. OCHOBHBIE TApaMETPhl M XapaKTePUCTUKH CUTHATIOB. YTIPOIEHHAs cXxeMa opranusanuu kanaiga TU
Temaruka npakTHYECKUX 3aHITHH U 1a00paTOPHBIX paboT 2
Pacuer nponyckHON ClIOCOOHOCTH KaHala CBS3U
Tema 11. Cetn nepenaun 1aHHBIX
Tema 11.1. Apxurektypa | Comepkanue 8
Y TIPUHIIUTIBI paOOTHI CrpykTypa 1 XapakTepucTuku ceteid. CrnocoObl KOMMYTAIIMU U NIepeaun JaHHbIX. Pacnipenenenue ¢pyHKUuit Mo
COBPEMEHHBIX CETEN CHCTEMaM CETH M aJipecallys MakeToB. MapiipyTusaiys U ynpapjieHHe IOTOKaMH B CETAX CBSI3H.
nepeauu JaHHbIX [TpoTokonsl u nHTEpEHCH ypaBleHUs KaHaJaMH U CEThIO TIepeadyl TaHHBIX.
TemaTuka MpakKTUYECKUX 3aHATUN U J1a00OpaTOPHBIX paboT 14




Kondurypuposanue cereBoro nHTepdeiica paboueii CTaHIIUH

KondurypupoBanue cereBoro narepgeiica Mapuipyruszaropa 1o nporoxory IP

Koppekuus npo6iem nntepdeiica mapupytuzaropa Ha GU3NYECKOM U KaHAJILHOM YPOBHE

JlMarHocTyka U paspelieHue npodiieM ceTeBOro ypoBHs

Jlnarnoctuka u paspenieHue npobieM NpoTOKOJIOB TPAHCIIOPTHOTO YPOBHSI

Jlnarnoctuka u paspenieHue npodieM NpOoTOKOIOB MPUKIATHOTO YPOBHS

Tema 11.2. Coneprxanue 8
becripoBoanbie cuctemsl | becnipoBoaHbIe KaHalbl cBsi3u. becnpoBoanbie cetn Wi-Fi. [IpeumymiectBa u 06iacTh npumeHeHUs. OCHOBHBIC
repesayu JaHHbIX 3JIEMEHTHI OecnipoBOAHbIX ceTell. CTanaapThl 6ecnpoBoaHbIX ceTeil. Texnonorus WIMAX
Temaruka npakTUYECKUX 3aHITHIA U 1a00paTOPHBIX paboT 4
Hactpoiika Wi-Fi mapiipyrusaropa
Tema 11.3. CotoBbIe U Coneprkanue 8
CIIyTHUKOBBIE CUCTEMBI [Mpunune! GyHKIMOHUpOBaHUS cucteM coToBoi cBsi3u. Crangaptsl GSM u CDMA. CriyTHUKOBBIE CHCTEMBI
nepenavyn JaHHbIX.
ITpumepHas TemaTtuka camocToaTeabHOU padoTsl npu nzydennn MJIK.01.03 -
IIpomexyrounas atrectauus no MJ1K.01.03 -
MJIK.01.04 DkcrnmyaTtaiust aBTOMaTU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX) CUCTEM B 3alIMIIICHHOM UCTIOJIHEHHH 104
Tema 12. Pa3paboTka 3alllMIIIEHHBIX aBTOMATU3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM
Tema 12.1. OcHOBBI Coneprxkanue 6
MH(OPMAaLMOHHBIX [TonsiTe aBTOMaTU3MpOBaHHON (MH(pOpPMaAMOHHOI) cuctemMbl OTinnuuTenbHble yepThl AVIC Hanbonee yacto
CHCTEM KaK 00beKTa UCTOJIb3yEeMbIX KJIacCCU(PUKAIMA: TI0 MacTaldy, B 3aBUCUMOCTH OT XapakTepa HH(OPMAIIMOHHBIX PECYPCOB, IO
3aIUTHI. TEXHOJIOTUU 00pabOTKH JJaHHBIX, 110 CIIOCO0Y IOCTYIa, B 3aBUCUMOCTH OT OPraHU3allui CUCTEMBI, 110 XapakTepy
UCMOJIb30BaHus HH(popMaiuu, o chepe npumenenus. [Ipumepst obnacteit npumenenns ANUC. IIpoueccs: B AUC:
BBOJI, 00paboTKa, BBIBOJI, 0OpaTHas cBsi3b. TpedoBanus k AUC: TuOkocTh, HaEKHOCTD, dPPEKTUBHOCTD,
0€301aCHOCTb.
OcHOBHBIE 0COOEHHOCTH COBpeMEHHBIX MPOoeKTOB AVC. DIeKTpOHHBIH JOKYMEHTOOOO0POT.
TemaTuka NpakTHUECKUX 3aHATUHN U JTa0OPaTOPHBIX paboT 2
PaccmoTpenue nmpuMepoB (GyHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX HH(popManmoHHbIX cucteM (ETAUC,
Poccuiickas ToproBasi cuctemMa, aBTOMaTU3MpOBaHHAS HHPOPMAIIMOHHAS CUCTEMa KOMITAaHUH )
Tema 12.2. XKuznennsiit | Cogepxanue 6

ITUKJII
ABTOMATU3UPOBAHHBIX
CUCTEM

[Tonsitue xuzHennoro nukia AVC. IIpoueccs! xku3znenHoro nukiaa AVC: oCHOBHBIE, BCTIOMOTATENbHbIE,
opranmuzanuonssie. Ctaauu ;ku3HeHHoro ukia AVUC: moaenupoBanue, yrpaBieHne TpeOOBaHUSIMU, aHATH3 U
MIPOCKTUPOBAHNE, YCTAHOBKA M COMPOBOXKAeHNEe. Monenu xu3HeHHoro nukia AVC.

3aa4yu 1 3Tanbl IPOEKTUPOBAHUS aBTOMATHU3UPOBAHHBIX CUCTEM B 3alllMIIIEHHOM HCIOJIHEHUH. MeToaomorun
npoekTupoBaHus. Opranuzanus padboT, QyHKIIMH 3aKa3YMKOB M Pa3pabOTUYNKOB.




TpebGoBaHus K aBTOMAaTU3UPOBAHHON CUCTEME B 3aIIUIIIEHHOM UCIIOJIHEHUH. PabOThI Ha CTaausAX M 3TArax Co3JaHus
ABTOMATHU3MPOBAHHBIX CHCTEM B 3alIMINEHHOM HCIIOJIHEHUHU. TpeboBaHuUs 1O 3aIlUTe CBEICHUN O CO3aBacMOM
aBTOMATU3MPOBAHHON CHUCTEME.

Temartuka npakTUYeCKuX 3aHITHIA U 1a00paTOPHBIX paboT 4
Pa3paboTka TEXHHYECKOTO 3aJaHMs Ha TPOSKTUPOBAHNE ABTOMATU3UPOBAHHOW CUCTEMBI
Tema 12.3. Yrpo3sl Coneprxanue 4
0e30macHOCTH [ToTennmanbHbIC YrPO3bl OE30MACHOCTH B ABTOMATH3UPOBAHHBIX CUCTeMax. MICTOUHUKY U 0OBEKTHI BO3ICHCTBUS
uH(popmManuu B yrpo3 6e3omnacHoctu nHpopmanuu. Kpurepun xnaccudukanuu yrpo3. Merobl OleHKH OMacHOCTH yrpo3. bank
ABTOMATHU3HPOBAHHBIX JTaHHBIX YTpo3 6e30macHoCcTH HHPOPMAITUU
cucTemMax [Tonsitue ys3sumocTH yrpo3sl. Knaccudukanus ysi3BUMocTeil.
Temartuka npakTUYECKUX 3aHITHI U 1a00pAaTOPHBIX paboT 6
KareropupoBanue nHGOPMAIIMOHHBIX PECYPCOB
Ananu3 yrpo3 6e30macHOCTH HH(pOpMaIUH
[Toctpoenue monenu yrpo3
Tema 12.4. OcHOBHEIE Coneprxanue 4
MEpBI 3aIUTHI Opranu3anvoHHbIe, PABOBBIC, IIPOTPAMMHO-AIIAPATHEIC, KPUTITOTPAPUIECKHE, TEXHUICCKUE MEPBI 3aIIUTHI
uH(popmMaluu B nH(OpMallUY B aBTOMATU3UPOBAHHBIX CHCTEMAaX.
ABTOMATHU3UPOBAHHBIX HopMmatuBHO-1paBoBas 6a3a JiIsl ONpeIeICHIs Mep 3alIUThl HHPOPMAIMH B aBTOMATH3UPOBAHHBIX
cucTremMax MH(OPMALIMOHHBIX CHUCTEMaX U TPeOOBaHHUM K HUM
Tema 12.5. Cogepxxanue | ConepxaHue 10

U TIOPST0K
skcrryatanuu AC B
3alIUILEHHOM
UCIIOJIHEHU U

WNnentudukanus u ayreHTUPUKAUSA CYObEKTOB JOCTyNa U 00BEKTOB AOCTYIIA.
VYnpasieHue 10cTynoM cyObeKTOB JOCTYIA K 00bEKTaM JOCTYyIA.

OrpanudeHne nporpaMMHOM cpeibl.
3anTa MallMHHBIX HOCUTENIeH HH(OopMaIu

Perucrpanus coObITuii 6€30MaCHOCTH

AnTHBHpYCcHas 3amuTa. OOHapy)KeHHe MPU3HAKOB HATMYUS BPEAOHOCHOTO IPOrPaMMHOT0 00ecieueHHs..
Peanuszanus antuBupycHoi 3auutsl. OOHOBIIEHHE 0a3 TaHHBIX TPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX
IIPOrPAMM.

O6napyxeHnue (Ipe1oTBpaIIeHIE) BTOPKEHUN

KonTtpons (aHanu3) 3aluIeHHOCTH HHDOpMaIK
ObecrnieyeHue 1€I0CTHOCTH HH()OPMALIMOHHON CUCTEMBI U HH(pOpMaLUK
ObecneueHne JOCTYTHOCTH HH(OpMaIiu

Texnonoruu Bupryanmzanuu. L{enas co3panus. 3amadun, apxuTeKkTypa U OCHOBHBIE pyHKIMU. [IpenmymecTta ot
BHEPECHUS.

3aHII/ITa TEXHUYCCKUX CPCACTB.




3amuTta HHPOPMAIIMOHHOM CHUCTEMBI, €€ CPECTB, CUCTEM CBSI3U U NepeJjaun JaHHbIX

Pe3epBHOE KONTMPOBAHUE U BOCCTAHOBIICHUE JAHHBIX.

ConpoBOXk/IcHHE aBTOMAaTH3UPOBAHHBIX CUCTEM. Y IPABICHHE PUCKAMHU M HHIMICHTAMHU YIIPABICHHS
0€30I1aCHOCTBIO.

Tema 12.6. 3amura
uHpopManuu B
pacrpeeIeHHbIX
ABTOMATHU3HPOBAHHBIX
cucTeMax

Coneprxanue

MexaHu3MBI U MCTOABI 3allIMThI I/IH(bOpMaI_[I/II/I B pacClipCaACICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTCMAX. ApaneKTypa
MCXAaHHU3MOB 3alllUThI PACIIPCACIICHHBIX aBTOMAaTU3UPOBAHHBIX CHUCTEM. AHanu3 u cuHTEe3 CTPYKTYPHBIX H
(bYHKI_[I/IOHaJIBHBIX CXCM 3allIMIICHHBIX aBTOMATU3UPOBAHHBIX I/IH(I)OpMaLII/IOHHbIX CHUCTECM.

Tema 12.7. OcobenHocTH
pa3paboTku
HH(OPMALMOHHBIX
CUCTEM IMEePCOHATBHBIX
JTAHHBIX

Coneprxkanue

OO6mme TpeboBaHus O 3aIIUTE MEPCOHATBHBIX JaHHBIX. COCTaB U COACPIKAHNE OPTaHU3AIIMOHHBIX U TEXHUYECKUX
Mep 110 3aIIUTe HHPOPMAIIMOHHBIX CUCTEM IEPCOHAIBHBIX JaHHBIX. [lopsok BEIOOpa Mep 10 00eCIIeueHU0
0€30IMaCHOCTH MTePCOHATBHBIX JAHHBIX. TpeOOBaHUS 110 3aNIUTE MEPCOHATBHBIX JAHHBIX, B COOTBETCTBHH C YPOBHEM
3aIIUIIEHHOCTH.

Temarnka MpakTUYSCKUX 3aHITHIA U JTA0OPATOPHBIX padoT

Onpenenenus yposus 3anmumennoct UCIJIH u BeiGop mep no obecnieuenuto 6e3onacuoctu [1/1H.

Tema 13.Oxcrmyaranus 3a

IMAIICHHBIX aBTOMAaTU3WPOBAHHBIX CUCTCM.

Tema 13.1. Ocobennoctu | Comepxanue
JKCIUTyaTaluu AHanu3 MHPOPMAITMOHHON MHPPACTPYKTYphl aBTOMAaTU3UPOBAHHOMN CUCTEMBI U €€ 0€30IaCHOCTH.
ABTOMATU3UPOBAHHBIX
CHCTEM B 3aIHIEHHOM Metoapl MOHUTOPUHTA U ayJIUTa, BBISIBICHUS YTPO3 HHYOPMAIITMOHHOM 0€301MacCHOCTH aBTOMATU3UPOBAHHBIX
UCIIOJIHEHUH. CHCTCM.
ConeprxaHue U MOPSAOK BRIMOTHEHUS paboT MO 3aluTe HHPOPMAIIMH NPY MOJICPHU3AIIMN aBTOMATU3UPOBAHHON
CHCTEMBI B 3aIIUIIICHHOM HMCHOJIHEHUH
Tewma 13.2. Conepxanue
AHMI/IHHCTPI/IPOBaHI/IC 3amaun u q)yHKupm AIMHUHHUCTPUPOBAHUSA aBTOMATHU3UPOBAHHBIX CUCTEM. ABTOMaTu3anus YIIPaBJICHUSI CEThIO.
ABTOMATH3MPOBAHHBIX Opranu3zaiys aAMHUHACTPUPOBAHUS aBTOMAaTU3UPOBAHHBIX CUCTEM. AIMUHUCTPATUBHBIN MepcoHan u paboTa ¢
CUCTEM M0JIb30BaTEISIMU. YIIpaBleHNEe, TECTUPOBAHNUE U IKCIUTyaTalllsi aBTOMATU3MPOBAHHBIX CUCTEM. MeTo/Ibl, CIIOCOOBI 1
CpeacTBa 00ecTeueHus: 0TKa30yCTOMUYNBOCTH aBTOMATHU3UPOBAHHBIX CUCTEM.
Tema 13.3. Conepxanne




JesTenbHOCTD
MepcoHaIa mo
AKCILTyaTaIlH
ABTOMATHU3HPOBAHHBIX
(MHGOPMAITMOHHBIX )
CUCTEM B 3aIUIIICHHOM
WCTIOJTHCHU U

ConeprkaHue U MOPSIOK ASATEIBHOCTH IIEPCOHANIA 110 SKCIUTyaTalluy 3aIIUIIEHHBIX ABTOMAaTU3UPOBAHHBIX CUCTEM U
noJIcucTeM 0€30MacHOCTH aBTOMATH3HPOBAHHBIX cucTeM. O01re 00s3aHHOCTH aIMUHICTPAaTOpa HH(POPMAITMOHHON
0€30I1aCHOCTH aBTOMATU3HUPOBAHHBIX CUCTEM.

Tema 13.4. 3amuTa ot
HECaHKI[HOHHUPOBAHHOTO
J0CTyna K uH(OpMaIuu

Coneprxanue

Ocnosubie npuaIuIb! 3amuThl oT HCI. OcHoBHbIe criocoObl HC/. OcHOBHBIC HampaBlIeHUsI 00SCIICYCHUS 3aIUThI
ot HCJI. OcHOBHBIE XapaKTepUCTUKN TeXHUYECKUX cpeacTB 3amuThl oT HCJ. Opranu3zamus padoT o 3amure ot
HC/.

Knaccudukanus aBromatn3upoBanHbIx cucteM. Tpebosanus no 3amute nHbopmanuu ot HCJl nist AC

Tpebosanus 3anmumerHoctd CBT or HCJ x nndopmaruun

TpeboBanwust kK cpeacTBaM 3alIUTHI, OOecieynBaroImuM Oe3onacHoe B3anmoaeicTaue cereid 9BM, AC mocpencTBom
yIIpaBJIEHUs] MEXKCETEBBIMH TOTOKaMH HH(pOpMAIMHY, M pealn30BaHHbIX B BHJie MO

Tema 13.5. C3U ot HCJI

Coneprxkanue

HaznaueHune 1 OCHOBHbIE BO3MOYKHOCTH CUCTEMBI 3aLUThl OT HECAHKIIMOHUPOBAHHOI'O AOCTYIAa. ApXUTEKTypa U
cpeactsa ynpasieHus. O0ume npuHIUIb! yrpasieHus. OCHOBHbIE MEXaHU3MBbI 3aILUTHI. Y IIpaBlIeHHE
ycrporictBamu. KoHTposb anmapaTHON KOH(DUTYpaluu KoMIbloTepa. M30uparenbHoe pasrpaHiYeHre 10CTyIa K
YCTPOMCTBAM.

VYnpasiieHue A0CTYIIOM U KOHTPOJIb MeUaTH KOHpUIeHmanbHoi nHpopmanuu. [IpaBuna paboTsl ¢
KOH(UIEHIIMATbHBIMU pecypcamu. HacTpoiika MexaHn3Ma MOJTHOMOYHOT'0 yrpasieHus qoctynoM. Hacrpoiika
perucrpanuu coObITHI. YpaBlieHuEe peXUMOM MTOTOKOB. YTIPaBJIE€HUE PEKUMOM KOHTPOJIS ITeYaTH
KOH(HICHIIMATbHBIX JOKYMEHTOB. YTpaBieHue rpudamMu KOHGUIeHIHATbHOCTH.

ObecrnieyeHue 11eJI0CTHOCTH HH(OPMAIIMOHHON CUCTEMBI M HH(pOpMaIUH

HeHTpaJ'II/BOBaHHOC YIIPpaBJICHUC CHCTEMOU 3alllUThI, OHepaTI/IBHLII\/’I MOHHUTOPHHT U ayaAUT 0e30ImacHOCTH

TemaTuka NpakTHUECKUX 3aHATUN U J1a0OPaTOPHBIX paboT

12

Ycranoska u Hactporika C3U or HC/|

3anra BXoja B cUCTeMY (MACHTHU(HUKAIMS U ayTEeHTU(HUKAIMS 110JIb30BaTeNeH )

Pasrpannuenne nocrymna K yctporncTBam

praBJ’IeHI/IC AOCTYIIOM

Hcnonn3oBanme IMPUHTCPOB IJI4 IMCYaTU KOH(i)I/I)IeHHI/IaIH)HBIX JOKYMCHTOB. KOHTpOJ’IB neyaTtu

HaCTpOﬁKa CHUCTCMBI JUIA 3a/1a4 ayIUTa

Hactpoiika KOHTpOJI HETOCTHOCTH U 3aMKHYTOM IPOTPAMMHOM CPEIbI

IlenTpann3oBaHHOE yIpaBIeHUE CUCTEMOM 3allIUThI, ONIEPATUBHBIM MOHUTOPHUHT U ayAUT O€30IacCHOCTH

Tema 13.6.

Coneprxanue




Okcmyaranus cpeactB | [lopsgok ycTaHOBKH M BBOJIa B OKCIUTyaTallMIO CPEACTB 3alIUThl MH(POPMALUK B KOMIBIOTEPHBIX CETSX.

3allIUThI I/IH(l)OpMaI_II/II/I B HpI/IHI_II/IHBI OCHOBHBIX MCTOJIOB OpraHru3alvi U NpPpOBCACHUSA TEXHUYCCKOI'O 06CJIy)KI/IBaHI/I$I BBIYHCIUTEILHOM
KOMIIBIOTECPHBIX CCTAX TEXHUKU U APYTUX TEXHUYCCKUX CPCICTB I/IH(l)OpMaTI/ISaHI/II/I

I[I/IaFHOCTI/IKa KOMIIOHCHTOB CHUCTEM 3alllUThI I/IH(i)OpMaI_II/II/I ABTOMATU3HUPOBAHHBIX CUCTCM, YCTPAHCHUC OTKA30B U
BOCCTAHOBJICHUC pa6OTOCHOCO6HOCTI/I ABTOMATHU3HUPOBAHHBIX (I/IH(i)OpMaHI/IOHHBIX) CHUCTEM B 3allUIIICHHOM
HUCIIOJTHCHUH

HacTtpoiika u ycTpaHneHrne HEMCIPaBHOCTH MPOTrPaMMHO-aNNapaTHIX CPECTB 3alIUThI HHPOpPMAILIUH B
KOMITHIOTEPHBIX CETSAX MO 3a/JIaHHBIM MPaBUIIaM

Temartuka npakTHYECKUX 3aHIATUN U JJaOOPATOPHBIX paboT

YcTpaHeHre 0TKa30B M BOCCTaHOBIICHHE PA00TOCTIOCOOHOCTH KOMIIOHEHTOB CUCTEM 3aIUTHI HH(OpMaIHH
AaBTOMATH3UPOBAHHBIX CHCTEM

Tema 13.7. Coneprxanue

JlokymeHTanus Ha
3alUIIAEMYIO
aBTOMAaTU3UPOBAHHYIO
CUCTEMY

OCHOBHEBIE OKCITYaTalUOHHBIC JOKYMCHTBI 3allIUIIICHHBIX dBTOMATU3HPOBAHHBIX CUCTCM. Pa3pa60TKa Hn BCIACHUC
3KCHJIyaTaIII/IOHHOﬁ AOKYMCHTAIMU 3allIUIIICHHBIX aABTOMATU3UPOBAHHBIX CUCTCM. AxT BBO/Ia B OKCILTyaTalluIO HAa
ABTOMATU3UPOBAHHYIO CUCTCMY. Texunmueckuii NacropT Ha 3allUIIIAEMYI0 aBTOMATU3UPOBAHHYIO CUCTEMY.

Temaruka npakTUYECKUX 3aHITHIA U JTa0OPATOPHBIX paboOT

O(bOpMJICHI/Ie OCHOBHBIX 3KCINTYaTAallMOHHBIX JOKYMCHTOB Ha aBTOMATU3UPOBAHHYIO CUCTCMY.

[IpumepHas TemaTuka camocToATeIbHONU padoTsl mpu n3ydennn MJIK.01.04

1. Pa3paboTka KOHLETIUH 3alUThl aBTOMATU3UPOBAaHHON (MH(OPMAIIMIOHHOMN) CUCTEMBI

2. AHanu3 6aHKa TaHHBIX Yrpo3 0€30MacHOCTH NH(OpMaLUU

3. Anamu3 xxypHana ayaura OC Ha paboyeMm mecrte

4. IlocTpoeHne CBOAHON MaTPULbl YTPO3 aBTOMAaTU3UPOBAHHON (MHPOPMAIIMOHHOI) CUCTEMBI

5. AHanM3 NOMUTUK 6€30MaCHOCTH UH(POPMALMOHHOTO 00BEKTa

6. M3ydyeHne aHAIUTUYECKUX 0030pOB B 00JIACTH OCTPOEHUS CUCTEM 0€30IaCHOCTH

7. AHanu3 IporpaMMHOro o0ecreyeHrs B 00JIacTH ONpeAeIeHUs PUCKOB HH(POPMAIIMOHHONW O€30MaCHOCTH U MPOEKTHPOBAHUS 0€3011aCHOCTH
nHpopManuu

10

Koncynbranuu

12

[Tpomexyrounas atrectauus no MJIK 01.04 B hopme sx3amena

MJK.01.05. DxcrutyaTanysi KOMIIBIOTEPHBIX CETEN

180

Tema 14. OcHoBBI epejaun JaHHBIX B KOMITBIOTEPHBIX CETSIX

Tema 14.1. Coneprxanne

Mopenu cereBoro Mognens OSI. Yposuu monenu OSI. Bzanmopeiicteue Mexay ypoBHsMu. MHKancynsauus naHHsix. Onucanue




B3aUMOJICUCTBUS

ypoBHe mozenu OSI.

Mognens u crek npotokonoB TCP/IP. Onucanue yposueit mogenu TCP/IP.

Temartuka npakTUYeCKuX 3aHITHI U 1a00paTOPHBIX paboT

W3yuenue 31eMeHTOB KaOeIbHOW CHCTEMBI.

Tema 14.2.
DuU3NYECKUl YPOBEHb
Mmozenu OSI

Coneprxanue

IlonsTre nuany U kaHana cBsa3u. Cur"aibl. OCHOBHBIE XAPaKTCPUCTHUKHN KaHaJla CBA3HU.

MeTO,I[BI COBMECCTHOI'O UCIIOJIB30BaHUA CPEABI IIEPEAAUN KaHala CBA3H. MYJ'IBTI/IHJ'IGKCI/IPOBaHI/Ie U METOAbI
MHOX>XCCTBCHHOT'O JOCTYIIA.

OnTOBOJOKOHHBIC TUHUH CBSI3U

Crangaptel kabeneil. DiekTpuueckast IpoBOJIKA.

becnipoBoHas cpena nepegayvm.

Temarnka MpakTUYECKUX 3aHITHIA 1 JTA0OPATOPHBIX padoT

Coznanue ceTeBoro kabels Ha OCHOBE HedKkpaHupoBaHHOM BuToi napsl (UTP)

CBapka ONnTHYECKOT0 BOJIOKHA

Tema 14.3.
Tonomnorus
KOMITBIOTEPHBIX CETEH

Coneprxanue

ITonstrue Tononoruu cetn. CereBoe O60py,Z[OBaHI/Ie B TOIIOJIOT'MH. O630p CETEBBIX TOMOJIOTHH.

Temarnka MpakTUYECKUX 3aHITHIA U JTA0OPAaTOPHBIX paboOT

Pa3paboTka TONoa0ru ceT HeOOIbIIOTO NPEANPUATHUS

IlocTpoeHnEe 0OTHOPAHIOBOM CETH

Tema 14.4.
Texunonoruu Ethernet

Conepxanue

O030p TEXHOJIOTUI TOCTPOEHUSI JIOKAJIbHBIX CETeH.

Texnonorus Ethernet. ®u3uveckuii ypoBeHb.

Texnonorus Ethernet. KananbHbll ypoBeHb

TemaTuka IMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

W3yuenue agpecanuu kaHanbHOro yposss. MAC-anpeca.

Tema 14.5. TexHonorun
KOMMYTAaIAN

Conepxanue

Anroput™m npo3padgHoro Mmocta. Meroael kKommyTtanuu. TexHonorun kommyranuu 1 mojens OSI.

KoHCTpyKkTHBHOE UCTIOTHEHHE KOMMYTAaTOpOB. du3nueckoe CTeKMpoBaHue KoMMyTaTopoB. [Iporpammuoe
o0ecnieueHrne KOMMYTaTOPOB.

O6H_II/IC IMPUHIUIIBI CCTCBOT'O Ju3aiHa. TpexypOBHeBaﬁ HepapxXnuicckad MoACiIb CCTU

Texunonorus PoweroverEthernet

TemaTnka NpakTHUECKUX 3aHATUN U 1a00PaTOPHBIX PaboT

CozaHne KOMMYTHUPYEMON CETH

Tema 14.6. CereBoit

Coneprxanne
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npotokon [Pv4

CereBoii ypoBeHb. [Iporokon IP Bepcun 4. O6mue GyHKIINN KIaCCOBOM M OECKIIacCOBOM aapecanuu. Beinenenue
aJIpecoB.

Mapmpyruzanus maketoB [Pv4

IIpoTOKOJIBI IMHAMUYECKOW MapIIPyTU3aLUU

Temarnka MpakTUYECKUX 3aHITHIA U JTA00PATOPHBIX padoOT

Nzyuenue [P-anpecanmm.

Tema 14.7. CxopocTHbIE
1 OeCIpOBOTHBIC CETH

Coneprxanue

Cets FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH
becnipoBoHbIE ceTH

Temartuka npakTUYECKUX 3aHITHI U 1a00pAaTOPHBIX paboT

Hacrpoiika 6ecripoBOTHOTO CETEBOTO 000PYIOBAHHS

Tema 15. Texnonornu KOMMyTallMy U MapUIpyTH3auu cOBpeMeHHbIX ceTel Ethernet

Tema 15.1.
OCHOBBI KOMMYTAaIU

Coneprxanue

OYHKIIMOHUPOBAHNE KOMMYTAaTOPOB JIOKATHHOU CETH. APXUTEKTypa KOMMYTaTOpOB. TuMbl HHTEpJEiicoB
KOMMYTaTOPOB.
YnpasiieHue TOTOKOM B MOJTYAYIUIEKCHOM U AYTUIEKCHOM PEKHUMax.

XapaKkTepUCTUKH, BIUSIOMINE HA TPOU3BOIUTEIIEHOCTE KOMMYTaTOPOB. O030p (PyHKIIMOHAIBHBIX BO3MOXKHOCTEH
KOMMYTaTOpPOB

TemaTuka NpakTHUECKUX 3aHATUHN U JTa0OPaTOPHBIX PaboT

PaboTa ¢ OCHOBHBIMH KOMaHJIJaMd KOMMYTaTopa.

Tema 15.2. Copepxanue
HavansHas HacTpolika CpenctBa ynpaieHus: koMmmyTaTopamu. [logkroueHre Kk KOHCOIM nHTepdelica KoMaHAHON CTPOKM KOMMYTaTopa.
KOMMYTaropa [Tonkmouenue k Web-unrepdelicy ynpapiieHus KOMMyTaTopa.
HavanpHas koHQUrypauus KomMmyraropa. 3arpy3ka HOBOro MporpaMMHOT0 oOecrieueHusl Ha KOMMYyTaTop. 3arpyska
U pe3epBHOE KONMHMPOBaHNE KOH(PUTYypaIli KOMMYTaTopa.
Temaruka npakTUYECKUX 3aHITUN U 1a00paTOPHBIX paboT
Koman i1 00HOBIIEHHSI TPOTPAMMHOT0 00ecrieueH!s] KOMMyTaTopa u
COXPAaHEHHUs/BOCCTAHOBIJIEHUS! KOHUTYPALIMOHHBIX (ailioB
Komannp! ynpasnenus tadnuamu kommytaruu MAC- u [P-
aapecoB, ARP-Tabnuibt
Tema 15.3. Coneprxanne
BupryanbHsie Tunst VLAN. VLAN na ocnoBe noptoB. VLAN Ha ocHoBe crangapta IEEE 802.1Q. Ctatudeckue u
JIOKaJILHBIE CETU nuHamuyeckne VLAN. ITporokonr GVRP.
(VLAN) Q-in-Q VLAN. VLAN na ocHoBe niopToB u npotokoiioB — ctanaapt IEEE 802.1v. ®ynkuus TrafficSegmentation

TemaTnka NpakTHUECKUX 3aHATUN U 1a00PaTOPHBIX PaboT
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Hactpoiika VLAN na ocHoBe cranaaprta IEEE 802.1Q

Hactpoiika nporokona GVRP.

Hacrpoiika cermenTaiuu tpadguka 6e3 ucrnonab3oBanust VLAN

Hactpoiika ¢pyakumu Q-in-Q (Double VLAN).

CamocrosTensHas pabora o coznanuio JIBC Ha ocHoBe cranmapra IEEE 802.1Q.

Tema 15.4,

OyYHKIMY MTOBBILIECHUS
HaJCKHOCTH U
MPOU3BOAUTEIBHOCTH

Coneprxanue

[Mporokox Spanning Tree Protocol (STP). Ysa3eumoctu nporokona STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

HOHOJ’IHI/ITCHBHHC (bYHKHI/II/I 3alllUTHI OT IICTCJIb. AFpCFHpOBaHI/Ie KaHaJIOB CBA3H.

Temarnka MpakTUYECKUX 3aHITHIA 1 JTA0OPATOPHBIX padoT

Hacrpoiika nporokosnos cBszyrouero aepesa STP, RSTP, MSTP.

Hacrpoiika ¢pyHkmmu 3amutsl ot 00pa3oBanus nerens LoopBackDetection

ArpeFI/IpOBaHI/Ie KaHaJIOB.

Tema 15.5.
Anpecaius ceTeBoro
YPOBHS U
MapHIpyTH3ALH

Coneprxkanue

00630p aapecanuu ceTeBoro ypoBHs. @opmupoBanue nojacereil. beckmaccosas aapecanus [Pv4. CriocoOsr
koH(urypauuu [Pv4-aapeca.

[Tpotokon IPv6. dopmupoBanue naeHTuUKaTOpa nHTEpderca.
Cnoco0b1 koHpuryparuu IPv6-anpeca.

IInanuposanue noacereit IPv6. IIporoxkon NDP.

ITonsTHe MapupyTu3auyy. JJMCTaHIMOHHO-BEKTOPHBIE IPOTOKOJIbI Mapupytusanuu. IIporokon RIP.

TemaTuka NpakTHUECKUX 3aHATUN U 1a00PaTOPHBIX paboT

OcHoOBHBIE KOH(UTYpAIITUH MAPIIPYTU3ATOPA.

PacimmpeHnHble KOHQUrypaluy MapiipyTu3aTopa.

Pabota ¢ nmporokonom CDP.

Pa6ora ¢ nporokosiom TELNET. Pa6ota ¢ nporokosom TFTP.

Pabota ¢ mpotokosiom RIP.

Pa6ota ¢ nporokosiom OSPF.

Kongurypuposanue ¢pynkuun mapmpyruzatopa NAT/PAT.

Kondurypuposanue PPP u CHAP.

Tema 15.6.
KauecTtBo
obciyxuBanus (QoS)

Conepxanue

Mogenu QoS. IIpuopuresarus nakeroB. Knaccudukanus nakeroB. MapkpoBKa MaKeTOB.

VYnpasreHue neperpyskamMyu U MEXaHW3Mbl OOCITYKUBaHUS ouepeieil. MexaHu3M npeaoTBpalleHHsl TePerpy30K.
KoHnTposs nonoce! nponyckanusi. [Ipumep Hactporiiku QoS.

TemaTuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T



http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199

Hacrpoiika QoS. Ilpuoputuzamnus tpaduka. YnpasiaeHue MOI0CONU MPOMyCKaHUS

Tema 15.7.

DyHKIIUU 00eCTICUCHHS
0€30I1acCHOCTH U
OrpaHHYEHUS JIOCTYIIA K
ceTn

Coneprxanue

Crnucku ynpasieHus 1octynom (ACL). OyHKIUU KOHTPOJIS HaJ MOAKIIOUYEHUEM Y3II0B K IOPTaM KOMMYTaTopa.

Aytentudukanus nonp3oateneit 802.1x. 802.1x Guest VLAN. ®ynkiuu 3anmutsl LITY kommyTtaropa.

Temarnka MpakTUYECKUX 3aHITHIA U 1a00paTOPHBIX padOT

Crucku ynpasnenust noctynoM (AccessControlList)

KoHTposb Hag MOIKITI0YeHHEM y3JI0B K moptaM Kommytaropa. Oynknus PortSecurity.

KoHTpois Haj MoAKII0YeHHEM Y3710B K mopTam kommyraropa. Oyukiwst IP-MAC-Port Binding

Tema 15.8. Coneprxanue
MHoroanpecHas A npecanus MHoroaspecHoi IP-pacceinku. MAC-anpeca rpynnoBoil pacChUIKH.
pacceuIKa [Toanucka u obcayXUBaHUE TPYII. YIIpaBI€HHE MHOT0AIPECHON pacchlikoi Ha 2-M ypoBHe moaenu OSI (IGMP
Snooping). ®ynxius IGMP FastLeave.
Temartuka npakTUYECKUX 3aHITHI U 1a00pAaTOPHBIX paboT
OtcnexxnBanue Tpaduka MHOTOAPECHON PACCHUIKH.
OtcnexuBanue Tpaduka Multicast
Tema 15.9. Coneprxanue
OYHKIUU yIIPaBICHUS VYrpaBneHue MHOXECTBOM KOMMYTaTopoB. [IpoTokon SNMP.
KOMMYyTaTOpaMu RMON (Remote Monitoring). ®yuxuus Port Mirroring.

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

DYHKIIMY aHAJIN3a CeTEeBOro Tpaduka.

Hacrpotiika mporokona ynpasiaeHus tonosorueit cetu LLDP.

Tema 16. MexcereBbie DK

paHbl

Tema 16.1.

OCHOBHBIE PUHLHUIIBI
CO3JIaHMsI HAJEKHOU U
6e3onacHoit UT-

UHPACTPYKTYPHI

Conepxxanue

Knaccudukanus cereBbix arak. Tpuana 6e3onacHoit UT-unppacTpyKTypshl.

VYnpasnenue kKoHQUrypausaMu. YpasieHue HHIMACHTaMH. VIcob30BaHNe TPEThel TOBEPEHHON CTOPOHBI.
Kpuntorpaduueckrne MmexaHu3mMbl 6€30MaCHOCTH.

Tema 16.2.
MesxceTeBble SKpaHbI

Conepxanne

TexHOIorum MEeXKCETEBBIX OKpPaHOB. IlonuTHKa MEXKCETEBOIO OKpaHa. MexceTeBblie 9KpaHbIl ¢ BO3MOKHOCTAMU
NAT.

Tomnonorus cetu IMPpU UCITOJIB30BAHUU MCIKCCTCBLIX 9KPAHOB. HJIaHI/IpOBaHI/IC 1 BHCAPCHUC MCKCCTCBOT'O DKpAHA.

TemaTuka MMPAKTUYCCKUX 3aHATHH U Ha60paT0pHBIX pa60T

OCHOBEBI AAMUHUCTPHUPOBAHUA MEKCETEBOI'O OKpaHa

COG)II/IHeHI/Ie JBYX JIOKAJIbHBIX CceTeH MEKCETEBBIMHU OKpaHaMH1

COB,Z[aHI/Ie MIOJIUTUKH O€3 IMPOBCPKU COCTOAHUA.




Co3manne MOTUTHK TSl TpAIUIIMOHHOTO (1in ucxosmero) NAT.

Co3znanue nonutuk s neyHamnpasieHHoro (Two-Way) NAT, ucnonb3yst meron pinholing

Tema 16.3. Conepxkanue

Cucremsl oO6HapyxkeHus | Ocuoroe HazHaueHue IDPS. Croco6sl kinaccupukamuu IDPS. Beibop IDPS. JlononHuTEIbHbIE

" OpCAOTBpalICHUA HHCTPYMCHTAJIbHBIC CPCACTBA.

HPOHUKHOBEHHUI TpeOoBanus opranusanuu k Gpynkunonuposanuto IDPS. Bosmoxxnoctu IDPS. PasseptoiBanue IDPS. Cunbable

CTOPOHBI U OrpaHUYEeHHOCTH IDPS.

Temarnka MpakTUYECKUX 3aHITHIA U JTA0OPATOPHBIX paboT

OOGHapyeHue U MpeI0TBPAICHUE BTOPKEHUM.

Tema 16.4. Coneprxkanue

[Ipnopurnsanus Coz/laHue ajJlbTepHAaTUBHBIX MaplIPYTOB JlocTyna B uHTEpHeT. [Ipuoputnzanus tpaduka.
Tpaduka u cozaHue TemaTuka NpakTHYECKUX 3aHATUH U 1a00paTOpHBIX paboT

AJIPTCPHATHBHBIX Coznianue anbTepHAaTUBHBIX MapLIPYTOB C UCIIOJIB30BAHUEM CTATHUECKON MapLIpyTH3aLuU
MapuIpyToB

[IpumepHas TemaTuka caMmocToATeabHONU padoTs! pu n3ydennu MJIK.01.05
duznyeckoe KOAUPOBAHUE C UCIIOJIB30BAHUEM MaHYECTEPCKOTO KO
Jlormueckoe KoAMpPOBaHUE C UCIIOJIB30BAHUEM CKPEMOIMPOBAHUS
[ToaxiroueHue KiIMeHTa K 0ECIpOBOIHOM ceTH B HUHGPACTPYKTYPHOM PEKUME
Orenka 0ecripoOBOIHON JTMHUU CBSI3U

[IpoexkTupoBanust 6eCIIpOBOIHOI ceTr

COop urpopManuu 0 KIMEHTCKUX YCTPOHUCTBAX

[TnanupoBaHue MPOU3BOIUTENLHOCTH U 30HBI IEHCTBUS OECIIPOBOIHOM ceTH
[IpeanpoexkTHOE 0OCIEIOBAaHNE MECTA YCTAHOBKU OECITPOBOJIHOM CETH
ObecneueHre 0TKa30yCTOMUMBOCTH B OECIIPOBOHBIX CETSIX

PesxxuMbl paboThI M OpraHu3aIys MMTAaHUS TOYEK JIOCTYTIa

CerMeHnTanus 6ecripoBOIHOM ceTH

Hactpoiika QoS

[ToctnpoekTHOE 0OCIe10BaHNE U TECTUPOBAHUE CETH

Cos3pganne ACL-coucka

Ha6nronenue 3a Tpaduxom B cetu VLAN

Omnpenenenne ys3BUMBIX MECT CETH

Peanuzanus ¢pynkuuit odecrieueHus: 0e30MacHOCTH MOPTa KOMMYyTaTopa
Uccnenoanue tpaduka

Co3naHue CTpYKTYphl CETH OpraHU3alUuH

Onpenenenre TeXHUYECKUX TpeOOBaHUI

MOHUTOPHUHT IPOU3BOAUTEIBHOCTH CETH




Co3ganue nuarpaMMbl JOTHYECKOU CETH

[ToxroroBka k 00cI€I0BaHUIO OOBHEKTA

O6cnenoBanre 30HbI OECIPOBOIHOM CBSI3U

dopmMynupoBKa OOIIKX LEIel MPOEKTa

PazpaboTka TpeboBaHMit K ceTH

AHanu3 CyliecTBYIOIIEH CETH

Omnpenenenre XapakTePUCTUK CETEBBIX MPHIIOKEHUN

AHanu3 ceTeBoro Tpaduka

Omnpenenenre NPUOPUTETHOCTH TpauKa

N3ydeHne kauecTBa 00CIIy)KMBaHUsI CETU

HccnenoBanue BIusHUA BUaeoTpapuKa Ha CETh

Omnpenenenne NOTOKOB Tpauka, IOCTPOCHUE TUarpaMM MOTOKOB Tpaduka
[IpuMeHeHne MPOEKTHBIX OTpaHUYCHUN

Omnpenenenre NPOSKTHBIX CTPATETHH JUIs JOCTHKEHHUS MacIITaOuPyeMOCTH
Omnpenenenue cTpaTeruii MOBBIIEHUS JOCTYITHOCTH

Onpenenenre TpeOOBaHMA K 00CCIICUCHUIO O€30MTACHOCTH

Pa3paborka ACL-criuckoB AJis peanu3anuyd HabopoB MPaBHII MEKCETEBOI0 IKpaHa
Hcnonp3oBanue CIDR s obecrieyenns 00beIMHEHUS MapIIPyTOB
Onpenenenue cxemsl [P-aapecanuu

Omnpenenenue konuyectBa [P-ceteit

Co3naHue TabuuIbl A1 BBIACTICHUS a/lpecoB

CocraBiieHHE CXEMBI CETU

AHanu3 TIaHa TECTUPOBAHUS U BBHITIOTHEHUE TeCTa

Co3maHue miaHa TeCTUPOBAHUS IS CETH KOMILUIEKCA 31aHui
[IpoekTupoBaHre BUPTyaIbHBIX YACTHBIX CeTel

be3omnacHas nepenaya JaHHBIX B O€CIIPOBOAHBIX CETAX

[TpumepHBIe BUIBI CaMOCTOSATEIBHBIX PA0OT PU U3YUYCHUHU pa3zenia 2 MOIyIs

Cucremarndeckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, yUeOHOU U CTICIMAIbHON TEXHUYECKOU TUTEepaTypsl (110 BOMpocaM K maparpadam, riaBam
y4eOHBIX TOCOOUM, COCTABICHHBIM MPEOAaBaTeIIeM )

[ToaroroBka K MpakTUIECKUM pabOTaM C UCIIOJIH30BAHNEM METOAMYECKUX PEKOMEH AN MperoaaBaTessi, 0hOopMIICHHE MPAKTHIECKUX padoT,
OTUYETOB K HX 3aIIHUTE.

Koncynpranuun 12
ITpomexyrounas atrectanus no MJIK 01.05 B popme sx3amena 6
VYuebHas nmpakTuka paszziena. Buasl padot 72

YcTaHoBKa MporpaMMHOIr0 00ecredeHtsl B COOTBETCTBUU C TEXHUYECKOW JOKYMEHTAIUEH.
Hacrpoiika napameTpoB pabOThI IPOrpaMMHOI0 0OECIIeUeHUs, BKJIIOYasi CHCTEMbI YIPaBJIeHUs 0a3aMU JaHHBIX.
HacTpoiika KOMIOHEHTOB MOJCUCTEM 3alllUThl HH()OPMALIUK ONIEPAITMOHHBIX CUCTEM.




VYpapieHue y4eTHbIMU 3alUCAMH TTOJIb30BaTENCH.

Pabota B onepanroHHBIX CHCTEMax ¢ COOII0ACHNEM JICHCTBYIOMMX TpeOOBaHUH 10 3aIIUTE HH()OPMAIIHH.

YcraHoBKa OOHOBJIEHUS IPOTPAMMHOI0 OOECTIEYECHHUS.

KoHTpoJb 1€7I0CTHOCTH MOJICUCTEM 3aIIUTHI HHPOPMALIUU ONEPATUOHHBIX CUCTEM.

BeinonHnenue pe3epBHOr0 KOMUPOBaHUS U aBApUITHOTO BOCCTAHOBJIEHUS] pab0TOCIIOCOOHOCTH ONEPaliMOHHON CUCTEMbI M 0a3bl JaAHHBIX
Hcnonp3oBanue MMPpOrpaMMHELIX CPCACTB AJId apXHUBUPOBAHUA I/IH(i)OpMaL[I/II/I.HI)OBe,HeHI/Ie ayauTra 3aluIICHHOCTH aBTOMaTI/BI/IpOBaHHOf/i
CHCTEMBI.

YcraHOBKa, HACTPOMKA U HKCILTyaTalUsl CETEBBIX ONEPALIMOHHBIX CUCTEM.

JIMarHocTHKa COCTOSIHMS OJCKCTEM 0€30IaCHOCTH, KOHTPOJIb HArPy3KU U PEKUMOB pabOThI CETEBON ONEPALlMOHHON CUCTEMBI.
Opranuzanus padoT ¢ yJaleHHbIMU XPaHWIHMIIAMU JAHHBIX U 0a3aMU JaHHBIX.

Opranu3anus 3alUIIeHHON Nepeaayy JaHHbIX B KOMIIbIOTEPHBIX CETSIX.

BrimonHeHne MOHTaXa KOMIIBIOTEPHBIX CETeH, OpraHu3alys U KOH(QUTYpUpPOBaHNE KOMITBIOTEPHBIX CETEH, yCTAaHOBJICHHE M HACTPOMKa
[1apaMeTPOB COBPEMEHHBIX CETEBBIX IPOTOKOJIOB.

Ocy1ecTBiIeHNE AUArHOCTUKN KOMITBIOTEPHBIX CETEH, ONpeieIeHUEe HEUCIIPAaBHOCTEN U COOEB MOJICUCTEMBI OE30MIaCHOCTH U yCTPaHEHHE
HEHUCIIPaBHOCTEH.

3anojaHeHne OTYETHONW JJOKYMEHTAIMH 110 TEXHUYECKOMY 00CIIY>)KMBAaHUIO M PEMOHTY KOMITbIOTEPHBIX CETEH.

[IpousBoacTBeHHas npakTuka .Buabl pabor:

VYyactre B yCTaHOBKE U HACTPOMKE KOMITOHEHTOB aBTOMATH3UPOBAHHBIX (MH(POPMAIIMOHHBIX ) CHCTEM B 3alIUIIICHHOM HCIIOJIHCHUY B
COOTBETCTBHUH C TPEOOBAHUSMU IKCILUTYaTAlIMOHHON JJOKYMEHTAIIUU

OO0cnyXuBaHME CPEACTB 3aIUTH HHGOPMAIIHH MPUKIIATHOTO U CUCTEMHOTO ITPOTrPaMMHOTO 00eCTieueHus

HacTtpoiika nporpaMMHOro obecrneueHus ¢ coo0IeHueM TpeOOBaHMIA M0 3amuTe HHPOpMaIun

Hacrpoiika cpencTB aHTUBUPYCHOM 3aIIATHI 1JIs KOPPEKTHOM pabOThI MPOrpaMMHOTO 00€CTIeueHHUs 110 3a/IaHHBIM I1abJIoHaM
NucTpykTax monp3oBaTeneit o coOmoeHrn TpeboBaHui Mo 3anuTe nHpopManuu npu padboTe ¢ MPOrpaMMHBIM O00ecTieueHuEM
Hacrpoiika BCTpOEHHBIX CPEICTB 3aIUThI HHPOPMAIIUU TPOTPAMMHOTO 00€CTIeUeHUS

[TpoBepka (HyHKIIMOHHPOBAHUS BCTPOSHHBIX CPEAICTB 3alUThI HH(OPMAIIUK IPOrPAMMHOTO 00eCTIeYeHHS

CBoeBpeMEeHHOE 0OHApYKEHUE TPU3HAKOB HAIUYHS BPEJJOHOCHOTO MIPOTPaMMHOTO 00ecTieueHus

OO6cmyKuBaHUE CPECTB 3alIUTHl UHOPMAIIUU B KOMITBIOTEPHBIX CUCTEMAX U CETSIX

OO0cnyXuBaHME CUCTEM 3alIUTHl HH()OPMAIIMU B aBTOMATU3UPOBAHHBIX CUCTEMAaX

VYyactre B IpOBEJCHUH PETTaMEHTHBIX pa0OT MO AKCIUTyaTaI[Mi CUCTEM 3allUThl HHPOPMAIIUU aBTOMATU3UPOBAHHBIX CUCTEM
[TpoBepka paboTOCTIOCOOHOCTH CHCTEMBI 3aIIUTHI HH()OPMAIIMK aBTOMATU3HUPOBAHHON CHCTEMBI

KoHTpoab cooTBeTCTBUS KOH(MDUTYpAIHH CUCTEMBI 3alIUTHI HH(OPMAIIUK aBTOMAaTU3HPOBAHHOW CUCTEMBI €€ DKCILTyaTallMOHHON JOKYMEHTAIIUH
KoHTposb cTaOMIBHOCTH XapaKTEPUCTUK CUCTEMBI 3aIIATHI HHPOPMAIIMH aBTOMATH3WPOBAHHOW CHCTEMBI

Benenue texaudeckoi JOKYMEHTAIINH, CBSI3aHHON C dKCIUTyaTallel CUCTEM 3aIlUThl HH(pOpMAaIMi aBTOMATU3UPOBAHHBIX CHCTEM
VYyacTtue B paboTax 1mo 06ecreueHnro 3anuThl HHPOPMaIIUK NPU BBIBOJIE U3 KCITyaTallui aBTOMATH3UPOBAHHBIX CUCTEM

180

KBanudukaoHHbIi 5K3aMeH
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Bcero

898




4. YCJIOBHUSA PEAJIMBALIUU TPOPECCHOHAJIBHOI'O MOAYJIA

4.1 TpeGoBaHUSA K MUHMMAJIbHOMY MATEPUAJIbHO-TEXHUYECKOMY 00ecie4eHn 0

Peanusanuss  mporpamMmbl  IpeAronaraeT — Hajguuume — ydyeOHoro — kabuHera, J1abopaTopHii
UH(POPMAIMOHHBIX TEXHOJOTH, MPOrpaMMHUpOBaHUS ¥ 0a3 JaHHBIX, CETEd W CHUCTEM mepenadu
uH(GOpPMAIIUH, TPOTPAMMHBIX U TPOTrPAMMHO-AIMITAPATHBIX CPEICTB 3aIIUTHI HH(OPMALIUH.

O6opynoBanue ydeOHOro KaOMHEeTa U pabovrx MeCT KaOWHEeTa:

pabouee MeCTO IpenogaBaTers;

[0ocaI0uHbIe MecTa JJisi 00y4aronuXcs;

ayJTMOBHU3YaJIbHBIN KOMILJIEKC;

KOMIUIEKT 00YyYaromero Marepuania (KOMIUIEKT MPEe3eHTaIi ).

O6opynoBanue 1a00paTopun U pabOYUX MECT JIA0OPATOPUHN MHPOPMAITMOHHBIX TEXHOJIOTHIA,
POrpaMMUPOBaHUS U 0a3 TaHHBIX

pabourie MecTa Ha 0a3e BEIYHUCIUTEILHON TEXHUKH, MTOAKITFOYCHHBIC K JIOKATBHON
BBIYHCIIUTEILHOW CeTH M HH(POPMAIIMOHHO-TEIICKOMMYHUKAIIMOHHON ceTn IHTepHeT;
TUCTPUOYTUB YCTAaHABIMBACMOM OTIEPAIIMOHHON CHCTEMBI;

BUPTYyaJibHAs MaIlIMHA JIJIs1 paOOTHI C OTIEPAIIMOHHON CUCTEMOH (THIIEPBHU30D);

CVYB/;

CASE-cpencTBa 1y1si IpOSKTUPOBaHKS 0a3bl TaHHBIX

WHCTPYMEHTAJIbHAsI Cpe/ia MPOrPaMMHUPOBAHUS;

MaKeT NPUKIIAAHBIX IPOIpaMM.

Ob6opynoBanue 1a00paTopuu 1 pabounx MECT J1adOpaTOpuu CeTel M CUCTEM Nepeaayn HH(OPMAIIH

paOouune MecTa Ha 06a3e BBIUMCIUTEILHON TEXHUKH, TOJIKIOUEHHBIE K JIOKAJIIbHOM
BBIYUCIUTENHHON CETH M HH(OPMAIIMOHHO-TEIEKOMMYHUKALMOHHOM ceTn HTepHeT;
CTEH/IbI CeTeH Mmepeiaun JaHHBIX;

CTPYKTypHpOBaHHas KaOelbHas CHCTEMa,

IMYIATOP (IMYISATOPBI) AKTUBHOTO CETEBOI'0 00OPYAOBaHUS;

IIporpaMMHOe o0ecrieueHre CeTeBOro 000pyA0BaHus.

O6opynoBanue 1abopatopuu U pabounx MeCT J1abopaTOPUU IPOrPaMMHBIX U IPOTrPaMMHO-aNNapaTHBIX
CPEZCTB 3alUThl HH(OPMALIUHU:

pabourie MecTa Ha 0a3e BBIYUCIUTENbHON TEXHUKH, TOAKIIOYEHHBIE K JIOKATbHON
BBIUMCIUTEIBbHON ceTH U HH(POPMALIMOHHO-TEIEKOMMYHHUKAIMOHHON ceTh HTepHeT;
AHTUBHUPYCHBINA TPOTPAMMHBIN KOMILIEKC;

IIPOrpaMMHO-aIapaTHbIE CPEJICTBA 3aIUThl HHPOPMAIIUN OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA,
OJIOKMPOBKH J1OCTYyTIa U HAPYIIECHUS 1IETOCTHOCTH.

3.2. UudopmanuonHoe odecriedeHne 00yueHust

3.2.1. OcHOBHBIE MeYaTHbIE HCTOYHUKH
1. XKnano C.A., UBanoBa H.IO., Mansxuna B.I'. OmnepainiioHHbIE CHUCTEMBI, CETH M WHTEPHET-
TexHojoruu — M.: M3narensckuil neHTp «Akanemus», 2014.

2. Koctpos b. B. , Pyukun B. H. Ceru u cucrems! nepenaun unpopmaruu — M.: M3ngarensckuii
HeHTp «Akagemusi», 2016.

3. Kypuno A.Il., MunocnaBckas H.I'., Cenatopor M.IO., Toncroii A.M. Ynpapnenue puckamu
nHpopMaIMoOHHOM 0€30MacHOCTH.- 2-¢ u3.- M.: ['opsiuas nunus-Tenexkom, 2014.

4. MenbpaukoB [1. Madopmammonnas 6€30macHOCTb OTKPBHITBHIX chcTeM.- M.: @opym, 2013.



5. Omudep B., Omudep H. Komnerorepusie cetu. [IpuHIUMIBI, TEXHOIOTHH, TPOTOKOIBI. Y YeOHUK,
5-¢ uznanue — [lurep, 2015.

6. Cununpia C.B. , baraes A.B. , Hamorun H.IO. Onepannonnsie cuctemsl — M.: M3naTenbekmii
HeHTp «Akagemusi», 2013.

7. Ckpunmauk JI. A. OOmme BONPOCH TEXHUYECKOW 3aluThl MHQpOpManuu: ydeOHoe mocobue /
Cxpunnuk /. A. —M.: Uatepuet-Yausepcutet Mudopmarnmonnsix Texnonoruit (MHTYUT), 2016.

8. Tanenbaym 3., Yazeponn JI. Komnbrorepusie cetu. 5-¢ u3a. — [lurep, 2013.

3.2.2. JlonoJTHUTE/IbHbIE MeYATHbIE HCTOYHUKH:
1. be3boroB A.A., SkosieB A.B., MaprembsanoB HO.®. be3onacHOCTh onepanuoHHBIX cuUCTeM. M.:

TI'enmnoc APB, 2008.

2. bopucoB M.A. Oco0OeHHOCTH 3alIWTHl MMEPCOHATBHBIX JAHHBIX B TPYJOBBIX OTHOMICHHSX. M.:
JIubpokom, 2012. — 224 c.

3. bpoiino B.JI. BerunciautensHble CUCTEMBI, CETH U TE€ICKOMMYHHUKAIMU: YUEOHUK ISl BY30B. 2-€
u3. - CII6.: ITurep, 2006 - 703 c.

4. I'y6enkoBA.A.MHpopmanrionHas 6€30MacHOCTh BHIYUCIUTENBHBIX ceTeil: yue0. mocobue / A. A.
I'yoenkos. - Capatos: CI'TY, 20009. - 88 c.

5. Hewiten X. M., Heiiren I1. Ix., HYoduec 1. P. Onepannonnsie cucrembl. Yacte 1. OCHOBBI U
npuHIunel — M.: bunom, 2011. — 1024 c.

6. Heviten X. M., Heiwiren II. JIx., Yopuec M. P. Omnepamumonnpie cucrembl. Yacth 2.
Pacrnipenenennble cucTeMsl, cet, 6e3onacHocth — M.: burom, 2011. — 704 c.

7. NBanoB B.W., I'opmuenko B.H., ITonmo I'.H. I{udpoBbie M aHanoroBbie CHCTEMBbI IEpEAavH:
Yuebnuk.-M.: I'opsuas uaus-Tenekom., 2008

8. Kodnep M., Linux. [TonHoe pykoBozactso — ITurep, 2011. — 800 c.

9. Kynakos B.I'., I'arapun M.B., u np. UadopmanronHas 6e30MacHOCTh T€IEKOMMYHUKAIIMOHHBIX
cucreM. YueOHoe nmocobue.-M.: Paguo u cBs3p, 2008

10. Jlamonuna O.P. OCHOBEI ceTeBOW 0€30MacHOCTH: KPUNTOrpahuIeCcKre aTOPUTMBI M TPOTOKOJIBI
B3auMoJIeiicTBus: YueOHoe mocobme.- 2-¢ u3d., uchp.- M.: Hnreprer-Yuusepcuter UT; BUUHOM.
Jlabopatopus 3nanuit, 2007.- 531 c.

11. Mak-Knap C., Ckembpeii Ix., Kyprip JI. Cekpersl xakepoB. be3omacHoCTh ceTeil — TOTOBbIE
pemenus, 4-e uza. — M.: Bunbsimc, 2004. — 656 c.

12. Mamrok A.A., Tasmsun C.B., Iloroxun H.C. BBenenue B 3ammuty wuHboOpManuu B
ABTOMATHU3MPOBAHHBIX cucTeMax: Y4eO. [Tocobue amnst By30B.- 3-€ usn., crep. M.: Iopstuas munaus, 2005.-
147 c.

13. Mapteika T. JI., [TomoB W. M. OnepannoHHBIE CHCTEMBI, CPebl U 000JIOUKH: y4el. moc. JUIst
cryaentoB CIIO — M.: ®opywm, 2013. — 544 c.

14. IInaronoB, B. B. IlporpammHo-anmapaTHble cpeacTBa obecredeHus WHGOPMalMOHHON
0€30MacCHOCTH BBIYMCIUTENbHBIX ceTeil: Yueb. mocobue s cTyA. Bbicul. yued. 3aBeneHui / B. B.
IInatonos. — M.: Akanemus, 2006. — 240 c.

15. PyccunoBuy M., Comomon /[I., Buyrpennee ycrtpoiictBo MicrosoftWindows. OcHOBHBIE
MOJICUCTEMBI ONlepaliMoHHON cucteMsbl — [lutep, 2014. — 672 c.

16. CeBepun B. KommiekcHas 3amurta uadopmanuu Ha npeanpustuu. M.: Topoxen, 2008. — 368

3.2.3. [lepuoauveckue U3IaHUA:
1. Kypuaner Chip/Uun: XypHam 0 KOMIBIOTEPHOW TEXHHUKE JJIsi MPOGECCHOHAIOB M OMBITHBIX

II0JTb30BaTEIICH;


http://www.ozon.ru/brand/4006831/
http://irbis.sstu.ru/cgi-bin/irbis64r_72/cgiirbis_64.exe?Z21ID=&I21DBN=IZDUN&P21DBN=IZDUN&S21STN=1&S21REF=10&S21FMT=fullw&C21COM=S&S21CNR=20&S21P01=3&S21P02=0&S21P03=A=&S21COLORTERMS=0&S21STR=%D0%93%D1%83%D0%B1%D0%B5%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%90.%20%D0%90.
http://www.ozon.ru/brand/858561/

2. Kypnans! 3amura napopmarun. Mucaiin: MabopmManmoHHO-METOANYECKHH KypHAT

3. Mudopmannonnas 6e30nacHOCTh pernoHoB: HaydHO-TipakTHYecKuil sKypHa

4. Bompocel kubepOe3omacHocTu. HayuHblil, mepuogumyeckuii, WHGOPMALMOHHO-METOANYECKHNA
KypHall ¢ 0a30BoM choenuanu3anue B obnactu  wHGopMmanuoHHOW Oe3omacHocTth.. URL:
http://cyberrus.com/

5. be3zonacHocTh MHGOPMAIIMOHHBIX TeXHONOTHH. [lepuoanvecKkuii peneH3upyeMblii HayIHBINA
xypuaia HUSTY MU®U. URL: http://bit.mephi.ru/

3.2.4. DJIeKTPOHHbIE UCTOYHUKH:
1. MudopmarmoHHO-CIIpaBOYHAST CHUCTEMAa MO JOKYMEHTaM B OOJIACTH TEXHHYECKOH 3aluThl

uHdopmarmu WWw.fstec.ru
NudopmannonHsiii moprai no 6e3onacHoctd WWw.SecurityLab.ru.

w N

OOpasoBarenbHbIE MOPTATBl MO Pa3IMYHBIM HAMpPaBICHUSM OOpa3oBaHUSI U TEMATHKE
http://depobr.gov35.ru/

Poccuiickuii GuomeTpudeckuii mopraa WwWw.biometrics.ru

Caiit xypnana Uadpopmanmonnas 6e3onacHocTs http://www.itsec.ru —

Caiit HayuHoii anekTpoHHO#t 6ubnmmorexku Www.elibrary.ru

CrpaBouHo-mipaBoBas cucrema «I apant» » Www.garant.ru

CnpaBouHo-npaBoBas crcrema «Koncynprant [Irocy www.consultant.ru

© o N gk

QenepanbHas ciryx0a 1O TeXHHYECKOMY M dIKcmoptHoMmy KoHTpomo (DPCTOK Poccun)

www.fstec.ru

10. ®enepanbubiii nopran «MHpopMaLMOHHO-KOMMYHHUKALIMOHHbBIE TEXHOJIOTUM B 0Opa30BaHUMN»
htpp\\:www.ict.edu.ru

11. ®enepanbhbiii moptan «Poccuiickoe odpasoBanne WwWw.edu.ru


http://bit.mephi.ru/
http://www.fstec.ru/
http://www.securitylab.ru/
http://www.biometrics.ru/
http://www.elibrary.ru/
http://www.garant.ru/
http://www.consultant.ru/
http://www.fstec.ru/
http://www.ict.edu.ru/
http://www.edu.ru/

4.4. KagpoBoe o0ecnieueHne 00pa3oBaTeIbHOIO Mpoiecca

TpeboBanus k KBaTU(pUKAIMH MIEIarOrMYECKUX KaapoB, obecnieunBaromux odyuenue nmo MIK:

- HaJlM4YHMe€ BBICHIETO MPOQPECCHOHANTBHOIO 00pa30BaHUS MO HAIPABJICHUIO, COOTBETCTBYIOIIEMY
npomIr0 MOIyNsl DKCITyaTalus aBTOMATU3UPOBAHHBIX (MH(GOPMALMOHHBIX) CHUCTEM B 3alIUICHHOM
UCIIOJTHEHUH

- OTIBIT JICSATEIBHOCTH B OPraHU3aLUSAX COOTBETCTBYIONIEH MPOodhecCHOHaIbHON Chephl;

- MpenojaBaTelid JOJDKHBI MPOXOIUTh CTAXUPOBKY B MPOQPMIBHBIX OpPraHMU3alMsIX HE pexe
OJIHOTO pa3a B 3 roja.

TpeboBanust K KBamU(pHUKAIMKA TEIArOTMYECKUX KaJapoB, oOecreuynBaomux mnposeneHue [13,
y4eOHOH MPaKTHUKH:

-HaJM4YUE BBICIIETO NMPO(EeCcCHOHAIBHOTr0 00pa30BaHUS 1O HAIMPABICHHIO, COOTBETCTBYIOLIEMY
npoduiro MoIyIst DKCITyaTalysi aBTOMAaTH3MPOBAHHBIX (MH(GOPMAIOHHBIX) CHUCTEM B 3alHICHHOM
UCTIOJIHEHUH,

- OTIBIT JICATEIILHOCTH B OPraHU3AIMAX COOTBETCTBYIONIECH PO(eCCHOHATBHOM CeEpH;

- TpenojaBaTeN MODKHBI MPOXOIUTh CTAKUPOBKY B MPO(PHUIBHBIX OpPTaHU3AIMIX HE pexe
OJTHOTO pa3a B 3 roja.



5. KOHTPOJIb U OLIEHKA PE3VJLTATOB OCBOEHUS
[HPO®ECCHOHAIBHOT'O MOJY.Is1
(BUJIA MTPOP®ECCUOHAJIBHOM IEATEIBHOCTH)

Kon u HaumeHOBaHUE
PO ECCUOHAITBHBIX U
OOIIMX KOMITETEHIUH,
hopMupyeMbIe B paMKax
MOJTYJISI

Kpurepuu onenku

MeTtonarl onieHKHM

[IK 1.1. IIpousBoaUTH
YCTaHOBKY U HACTPOUKY
KOMITOHEHTOB
ABTOMATU3HPOBAHHBIX
(MHMOPMAITHOHHBIX )
CHCTEM B 3allUIIEHHOM
UCIIOJIHEHUU B

JleMoHCTpHpOBaTH YMEHUS
YCTaHOBKH U HACTPOUKHU
KOMIIOHEHTOB
ABTOMAaTH3UPOBAHHBIX
(MHGOPMAITMOHHBIX ) CHCTEM
B 3alIMIICHHOM HCIIOJHEHUHU
B COOTBETCTBUHU C

TECTUPOBAHUE,
9K3aMeH KBAIH()UKAMOHHBIMH,
AKCIIEPTHOE HAOIIOACHUE BBIITOTHEHUS
nabopaTopHEIX paboT,

IKCIIEPTHOE HAOIIOACHUE BHITOTHEHUS
MPaKTUYECKHUX padoT,

OLICHKA PEUICHUS CUTYallMOHHBIX 3a7a4,

COOTBETCTBHUH C TpeOOBaHUAMU OIIEHKa IpoIlecca U Pe3yIbTaToB
TpeOOBaHUAMU AKCILTyaTal[MOHHON BBITIOJTHEHUS BUIOB Pa0OT HA MIPAKTHKE
JKCINTyaTalMOHHOU JIOKYMEHTaIUH

JIOKYMEHTAI1H.

IIK 1.2. IIposiBneHne ymenus u TECTUPOBAHUE,

AJMUHUCTPUPOBATH MPAKTUYECKOTO OMbITa 9K3aMEH KBAIU(PUKAITMOHHBIH,
pOTpaMMHBIE U aJIMUHUCTPUPOBAHHUS HKCIIEPTHOE HAOIIOICHHIE BBITIOITHEHUS
MIPOrpaMMHO- MPOrPaMMHBIX U nabopaTopHbIX padoT,

anmaparHbie IPOTPaMMHO-aIapaTHBIX HKCIEPTHOE HAOIIOICHHIE BBITIOITHEHUS
KOMITIOHEHTHI KOMITOHEHTOB MPAaKTUYECKHUX pabdoT,
aBTOMaTH3UPOBAHHOM ABTOMATH3UPOBAHHOM OIIEHKA PEUICHUsI CUTYallHOHHBIX 3aj1ad,
(MH(pOPMAITOHHOI) (uHOPMAITOHHOI) OIIEHKA Ipoliecca U pe3yIbTaTOB
CHCTEMBI B 3AIIUIIICHHOM | CHCTEMBI B 3alIUIIIEHHOM BBITTOJIHEHUS BUJIOB pa0OT Ha MPaKTHKE
VCTIOJTHEHUH. UCIIOJTHEHU U

[IK 1.3. ObecnieunBaTh
6ecniepeboitHyI0 paboTy
aBTOMAaTH3HPOBAHHBIX
(uH(OpPMAITMOHHBIX )
CHCTEM B 3aIUIIIEHHOM
UCTIOJIHEHUH B
COOTBETCTBHUH C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHON
JOKYMEHTAIIH.

[IpoBenenue nepeuns padbot
1o 00ecreyeHHIo
Oecriepe0oitHON padOTHI
ABTOMATU3UPOBAHHBIX
(MHQOPMAIIMOHHBIX) CUCTEM
B 3aIIMIIEHHOM HCIOJIHEHUHU
B COOTBETCTBHH C
TpeOOBaHUSIMU
AKCIUTyaTal[MOHHON
JIOKYMEHTAIuu

TECTHPOBAHUE,
9K3aMeH KBAIN(UKALMOHHBIMH,
AKCIIEPTHOE HAOJIIOICHUE BBITOTHEHUS
1a00paTOpHBIX PadoT,

IKCIIEPTHOE HAOJIIOICHUE BBHITOTHEHUS
PaKTUYECKUX padoT,

OIIEHKAa PEUICHUsI CUTYallHOHHBIX 3ajad,
OLIEHKa Ipoliecca U pe3yIbTaToB
BBITTOJIHEHHS BUJIOB Pa0OT Ha MPAKTHKE

[IK 1.4. OcymecTBasaTh
MIPOBEPKY TEXHUUECKOTO
COCTOSIHUSI, TEXHIYECKOE
o0CITyKMBaHUE U
TEKYIIUH PEMOHT,
YCTPAHATh OTKAa3bl U
BOCCTaHaBIINBATh
paboTocrnocoOHOCTh
aBTOMAaTH3MPOBAHHBIX
(uH(pOPMAITMOHHBIX )
CHCTEM B 3aIUIIIEHHOM
WCTIOJTHEHUH.

[IposiBNISITE 3HAHUA U
YMEHHsI B IPOBEPKE
TEXHUYIECKOTO COCTOSHHS,
MPOBEICHUH TEKYILETro
PEMOHTA U TEXHHUYECKOTO
00CITy’)KUBaHUs, B
YCTpaHEHUH OTKA30B H
BOCCTAHOBJICHUH
paboTOCTIOCOOHOCTH
ABTOMATHU3UPOBAHHBIX
(MHGOPMAIIMOHHBIX ) CUCTEM
B 3aIIUIIICHHOM HCIIOJTHCHUN

TECTHPOBaHUE,
9K3aMeH KBAIM()UKALMOHHBIMH,
IKCTIEPTHOE HAOJIIOICHUE BBHITOTHEHUS
71a00paTOpHBIX PadoT,

IKCTIEPTHOE HAOJIIOICHUE BBHITOTHEHUS
MPaKTUYECKHUX padoT,

OIIEHKAa PEUICHUs CUTYallHOHHBIX 3aj1ad,
OlIeHKa Ipoliecca U pe3yiabTaToB
BBITTOJIHEHUS BUJIOB Pa0OT Ha MPAKTHKE




@DopMBbI ¥ METOIBI KOHTPOJISI U OLIEHKU PE3YyJbTAaTOB O0YUYEHHUS JOJIKHBI TO3BOJISAThH
OpoBepsATh y OOydYalomUXCcsi HE TOJBKO CPOPMHUPOBAHHOCTH MPOPECCHOHATBHBIX
KOMIETEHIINA, HO U Pa3BUTHE OOIINX KOMIIETEHIIUN 1 00ECTIEYNBAIOIIUX UX YMEHUU.

Pe3yabTarsl
(ocBoeHHBIE 001IIHE
KOMIIETEHIIMH)

OcHOBHBIE IIOKA3ATEJIH
OLIEHKHM pe3yJibTaTra

@®opMbI U METOBI
KOHTPOJISl M OLleHKH

OK 01. Beibupath criocoOsr
penieHus 3a1a4
npoecCHOHABLHOM
JIeSTEIbHOCTH, IPUMEHHUTEIBHO K
pa3IMYHBIM KOHTEKCTaM.

pacrio3HaeTr 3amady W/HWIM 1podiieMy B

poecCHOHAIbHOM ~ HM/MJIM  COLUATIbHOM
KOHTEKCTE;

aHAIM3UPYET 3a1ady W/Wik MpoljeMy H
BBIJICIIIET eé COCTaBHBIE YacTH,
ONpejeNsseT 93Talbl PpEHICHHS 3a/1a4H;
BBISIBIISIET u 3P PEeKTHBHO UuieT
nHpopMarIuto, HEOOXOUMYIO TS

peleHw s 3a/1a41 U/WIM TPOOIIEMBI;
COCTABIISICT ILJIaH JICHCTBHS;

omnpeeInsieT HeoOXOUMBIE PECYPCHI;
BJIaJICCT aKTyaJIbHBIMH METOJaMH PabOThI B
npoeCCHOHATTBHON M CMEXHBIX cdepax;
pean3yeT COCTABICHHBIN I1J1aH;

OLICHUBAET pE3yJbTaT M  IOCJIEACTBUSA
CBOMX JCUCTBHUIl (CAaMOCTOSTEIBHO WIH C

OK 02. OcymecTBiTh MOUCK,
aHAJIN3 W WHTEPIPETAIIIO
uH(pOpMaIuu, HEOOXOAUMOM TS
BBITTOJTHEHHS 33124
npodeccuoHaNbHOM
JIEATEIHLHOCTH.

TTOMOIIIbIO HACTABHUKA)

olnpezaesser 3aJjauu Ui MIOUCKA
nH(popMaLnu;

orpenieNngeT  HEOOXOJUMbIE  HCTOYHHMKH
nH(popMaLnu;

IUTAHUPYET nporecc MIOMCKa;
CTPYKTYpUPYET MOJIy4aeMYIo
HH(pOpMaINIO;

BBIZICJSIET HamOoJiee 3HAYMMOE B TEpeyHe
uH(pOpMaIHH;

OLIEHUBACT TIPAKTUYECKYI0 3HAYMMOCTh

PE3yNbTAaTOB MOUCKA;
oopMIISET PE3yNIbTaThl TOUCKA

OK 03. IImanupoBats u
peaTn30BBIBaTh COOCTBEHHOE
npodeccuoHanbHOe U
JMYHOCTHOE Pa3BHUTHE.

ONpeaCisICT AKTYaJIbHOCTbL HOPMATHBHO-

MIPaBOBOM JNOKYMEHTaUN B
npogeccuoHaIbHON NESATENBHOCTH;
MPUMEHSIET  COBPEMEHHYI0  Hay4HYIO
po¢eCcCUOHATTEHYIO TEPMHHOJIOTHIO;
onpezensieT M BBICTPAUBACT TPACKTOPUU
npo¢eCcCHOHAIBLHOTO pa3BUTHSA u
caMm000pa30BaHUs

OK 04. PaGoraTh B KOJUIEKTUBE U
KoMaHzie, 3P (HEeKTUBHO

OpPraHHM30BBIBAET pabOTy KOJUIEKTHBA U
KOMAaH/IbI;

B3aUMO/ICHCTBOBATH C B3aUMOJICICTBYET c KOJUIETaMHU,
KOJIJIEraMH, PYKOBOJICTBOM, PYKOBOJCTBOM,  KIHEHTaMH B  XOJe
KJIMEHTaMU. poeCCHOHATILHOMN IEATEIbHOCTH

OK 05. OcyiiecTBisiTh YCTHYIO M | TPAMOTHO ~ M3J1ara€T CBOM  MBICIH U
NUCHbMEHHYI0O KOMMYHHUKAIMIO Ha | oopmiisieT JOKYMEHTBI 10

Nurepnperanus
pe3yabTaToB
HaOJIro/IeHui 3a
JEeSITeTbHOCTHIO
oOyuJatomerocsi B
npoIiecce OCBOCHUS
o0Opa3oBarenbHON
IPOTPaMMBI

DKCnepTHOE
HaOJII0/IEHUE U OLIEHKa
Ha 1abopaTopHO -
MPAKTUICCKIX
3aHATHSIX, TIPU
BBITIOJIHEHUH PA0OT T10
yueOHOI 1
MIPOU3BOACTBEHHOMN
paKTHKaM

OK3aMeH
KBaJIM(DUKAIIMOHHBIN




rOCYIapCTBEHHOM SI3BIKE C
Y4ETOM 0COOCHHOCTEH
COLIMAIBHOTO ¥ KYJIbTYPHOTO
KOHTEKCTA.

npodecCuoHaATBHON TEMaTHKe Ha
roCcyaapCTBCHHOM SA3BIKC, IpOABJIACT
TOJICPAHTHOCTH B Pa00OYEM KOJIJICKTHBE

OK 06. IIposBisTh rpak1aHCKO-
NaTPUOTUUYECKYIO MO3UIIHIO,
JEMOHCTPHUPOBATh OCO3HAHHOE
IIOBE/IEHNE HAa OCHOBE
0011eueI0BeYECKUX [ICHHOCTEH.

OIMCHIBAET 3HAYMMOCTh CBOEH mnpodeccuu
(ceruanbHOCTH)

OK 07. CopeiicTBOBaTh coOio1aer HOPMBI IKOJIOTMYECKOIN
COXPaHEHMIO OKPYKarolLIeH 0€30I1aCHOCTH;
Cpeibl, pecypcocOepeKeHHIO, olnpezaenser HaTpaBJICHUS
3¢ ($eKTUBHO AEHCTBOBATH B pecypcocOepexeHus B pamKax
Ype3BbIUANHBIX CUTYAIHIX. npoeCCUOHANTBHON ~ JESATENBHOCTH  T10
CHeLIUAIbHOCTH
OK 08. Mcnonp30BaTh CpeACTBa | UCIOJIB3YET (bU3KyIbTYpHO-
(bU3UIeCKOil KyIbTypHBI IS O37I0POBUTEIBHYIO  JAESITENBHOCTh  JJIs
COXPaHEHHUSI U YKPEIJICHUS YKpEIJIEHUs!  3J0pOBbsl,  JIOCTHKEHUS
3J10pOBbsI B ITpoLIECCE KHU3HEHHBIX U NPO(PECCHOHATBHBIX IIeNeH;
npodeccuoHaIbHON NPUMEHSET  PalMOHAJBHBIE  MPHEMBI
NeSITebHOCTH U MOJJIEpKaHUe JIBUTATENIbHBIX byHKUIMH B
HEO0OXOAMMOTO YPOBHS npodeccnoHaTbHOM NesTeTbHOCTH;
(Gu3u4ecKoil MOArOTOBICHHOCTH. | MOJNb3YyeTCs CpPeACTBaMHU  NPOQUIAKTUKU
MEPEHANPSOKCHNUST  XapakTepHBIMU  JIJIS

MAHHON CIENUaIbHOCTH

OK 09. Ucnonp30BaTh
WH(OPMAITMOHHBIC TEXHOJIOTHH B
npodeccuoHaNbHOMI

eI TEIIbHOCTH.

IPUMEHSET CpPeACTBa HMH(DOPMAIHOHHBIX
TCXHOHOFI/Iﬁ JJI pemeHI/m
poeCCHOHATILHBIX 3a]1a4;

HCIOJB3YyeT COBPEMEHHOE IMPOrPaMMHOE
obecrieyeHune

OK 10. ITonp30BaThcs
npodeccuoHaNbHOM
JIOKYMEHTalue Ha
rOCy/IapCTBEHHOM U
WHOCTPAHHOM SI3BIKE.

MMOHNMAET o0mmi CMBICIT YETKO
MIPOU3HECEHHBIX BBICKa3bIBAaHUI Ha
U3BECTHBIE TEMBbl (MpOQecCHOHANbHbIE U
OBITOBBIC), TTOHUMAET TEKCThI Ha 0a30BbIE
po¢eCCuOHANTBHBIE TEMBI;

y4yacTByeT B JMajorax Ha 3HaKOMbIE
o0mue W  TpodecCHOHANBHBIE  TEMBI,
CTPOUT IPOCThIC BHICKA3BIBAHUS O ceOe U O
cBOel MpodecCHOHATBHOU JEATEIHHOCTH;
KpaTKO OOOCHOBBIBA€T M OOBSCHSET CBOU
necTBus  (TeKyllMe U IUIAaHUPYEMBIE);
MUIIET MPOCTHIE CBS3HBIE COOOIIEHUs Ha
3HAKOMBIE 170011 MHTEpeCyIolne
npoeccroHabHBIE TEMBI




MNPUJITIOKEHMUE 3

K paboueii mporpamMme mpodheccnoHaIbHOTO MOTYJIS

IJIAHUPOBAHUE YYEBHBIX 3AHATUA C UCHOJb30BAHUEM
AKTUBHbBIX I UTHTEPAKTUBHbBIX ®OPM U METOA0OB OBYYEHUASA

CTYAEHTOB
Ne AKTHBHbBIE "
Kon
n/n HHTEPAKTUBHbIE
Tema y4eOHOro 3aHATHUSA (popmupyembix
¢opMbI 1 MeTOIBI N
KOMIIeTeHITH I
o0yueHust

1. [Tepenocumocts OC. MamunHHO-3aBUcuMBIE MOAyIH | Ypok npe3eHrauus | OK 01-10, ITK 1.1-
OC. 3agaun OC no ynpaBJICHHUIO ONEpalusiMUA BBOJA- 1.4
BBIBOJIa. MHOTrOCI0MHAs MOJIEAb ITOJCHCTEMBI BBOIa-
BeIBOJA. [[paiiBepsl. [loaiepkka onepanuii BBoga-
BBLIBOJIA.

2. O6naunsle TexHoaoruu. Mccnenosanus B odiractu CeMUHAap OK 01-10, IIK 1.1-
BUPTYaIM3alMu U 00JIaKOB 1.4

3. Mopenu nansbix. Mepapxuueckue, ceTeBble U paboTa B MaJbIxX OK 01-10, IIK 1.1-
PEIALMOHHBIE MOJEIHN OPTAaHU3ALUN JAHHBIX. rpynmnax 1.4
[TocTpensiuioHHbIE MOJIENIN TAHHBIX

4. CASE-cpenctBa, CASE-cucrema u CASE- CeMHHap OK 01-10, IIK 1.1-
TEXHOJIOTHSL. 1.4

S. ApPXHTEKTYpHI KIIHCHT/CEepBEp. VYpoxk ¢ anementamu | OK 01-10, T1K 1.1-

poOJIEMHOTO
00yJeHus

1.4
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