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1. TACIIOPT PABOYEN IMTPOI'PAMMBI IPO®ECCHOHAJIBHOI'O MOLY.JIS

MM.02 3AIUUTA UHOOPMALIMUA B ABTOMATHU3HPOBAHHBIX CUCTEMAX ITPOI'PAMMHBIMH
U I[IPOT'PAMMHO-AIINNAPATHBIMU CPEICTBAMU

1.1. O6sacTh npuMeHeHHst paboyeii porpaMmebl

PaGouas mporpamma npodecCHOHATBHOTO MOy A (Hanee - nporpamMma [IM) ABiaseTcs 4acThbio
POrpaMMbl MOATOTOBKH CMELMATHCTOB cpeanero 3seHa no cneuupanpuoctn 10.02.05 Obecneuenue
MH(OPMAIMOHHOI Ge3011aCHOCTH aBTOMATH3HPOBAHHBIX CHCTeM 0a30BOIi  110/IrOTOBKH, pa3paboTaHHO¥
8 I'BIIOY «I'K r. Chi3panu» B 4aCTH OCBOCHHM OCHOBHOIO BMJIA A€STEAbHOCTH: 3aumnta HHPOpMALIUH B
ABTOMATU3MPOBAHHBIX CHCTEMaX IMPOrPaMMHBIMHU U IIPOTPAMMHO-ANIAPATHBIMH CPEICTBAMH.

PaGouas nporpamma Npo()ecCHOHANBLHOrO  MOAY/A  MOXKET  ObiTh  WCMOJB30BAHA B
npod)ecCHOHAILHOI N0AroToBKe 10 crenpaabHocTn Obecnevenne MHPOPMALMOHHOI 0e30MacHOCTH

ABTOMATHU3UPOBAaHHBIX CUCTEM H B JIOTIOJTHUTEJILHOM TIOJArOTOBKE Ha Kypcax IMOBBILIICHHUS KBaJII/I(pHKa[IPIH.

1.2. Hean u 3202491 NPOPECCHOHATBLHOI0 MOLYJIs

O0s3arenbHas 4acTh

C wenmpl0  OBIAJEHHMA  YKA3aHHBIM  BHJOM  IPO(MECCHOHAIBHOW  JCATENBHOCTH M
COOTBETCTBYIOLIMMK  NMPO(PECCHOHANBHBIMM  KOMIETEHUMAMU  O0y4arolWuiicss B XOA€  OCBOCHMS
po¢ecCHOHAIBHOTO MOLYJIS JI0JIKEH
UMeTh MPAKTHYECKHI ONbIT B:

YCTAHOBKH, HACTPOMKHM MPOIPAMMHBIX CPEZICTB 3alMThl MH(OPMALMK B aBTOMATH3HPOBAHHOI CHUCTEME;
obecrieueHns 3aiMThl aBTOHOMHBIX aBTOMATH3MPOBAHHBIX CUCTEM TIPOIPAMMHBIMH K TIPOTPaMMHO-
annapaTHbIMU CPE/ICTBAMH;

TeCTHpOBaHMs (DYHKIHH, IMATHOCTHKA, YCTPAHEHHMs OTKa30B W BOCCTAHOBJIEHHsS PabOTOCIIOCOOHOCTH
MPOTPaMMHBIX M POrPAMMHO-AIIAPATHIX CPEICTB 3aUMThI HH(POPMALUH :

pemtenus saaay sammthl o1 HCJ{ k uHbOpMALMK OrpaHHYEHHOTO QOCTYTIA € TIOMOIIBIO MPOTPAMMHBIX 1
MPOrpaMMHO-aINapaTHbIX CPE/ICTB 3aLNThl HHHOPMALIH;

[PUMEHEHHsS YIeKTPOHHOI MOANMCH, CHMMETPHUHBIX M aCHMMETPHYHBIX ~KPHUITOrpahHuecKHX
QJITOPUTMOB U CPEACTB IH(DPOBAHUS JAHHBIX:

yuyéra, oOpabOTKM, XpaHeHuss M mepegaud  HHGOPMAIMH, UL KOTOPOH  YCTAHOBJCH — PCKHM
KOH(HICHIIMATBHOCTH, |

paboThl ¢ [OACHCTEMAMH PEruCTPalliy COOBITHIA,

BBISIBJICHHS COOBITHI M MHLIMIEHTOB 0€30MacHOCTH B aBTOMATH3UPOBAHHON CHCTEME.

yMeThb:

YCTAaHAB/IMBATh, HACTPAUBATH, IPUMEHATH NPOrPAMMHbBIE W [IPOrPAMMHO-ANNAPATHRIC CPEACTBA 3aLLUHTDI

UHpOpMaLNH;



yCTAHaBJIMBATh M HACTPAMBATL CPEICTBA AHTHBUPYCHOMH 3aLUMTLI B COOTBETCTBHH € MPEAbABIACMBIMHU
TPeOOBAHUAMM;
JAMArHOCTHPOBAT, YCTPAHATL OTKa3bl, obecreunBaTh pabOTOCIOCOOHOCTL M TECTHPOBATH GyHKIMM
MPOrpaMMHO-aIapaTHbIX CPE/ACTB 3alMThl HHPOPMALHH;
[IPUMEHSTH TPOrPAMMHbIE M [POIPAMMHO-ANNAPATHBIE CPEACTBA /UL 3aMTEI HHOPMALMK B Oazax
JTAHHBIX;
MPOBEPSATH BbINOAHEHHE TPEOOBAHMI 110 3aluTe HHPOPMALMH OT HECAHKIIMOHMPOBAHHOTO A0CTYNA MpPH
aTTecTalny 00BEKTOB HHPOPMATH3ALMH 11O TPeOOBaHHIM 6e30MacHOCTH HHPOPMALIHH;
NPHUMEHSTH MaTeMaTHUECKUH arrapat JUIs BBITONHEHHUs KPHITTOrpahHIecKHX npeodpasoBanmii;
MCMONB30BATh THITOBBIE MPOrPaMMHbIE KPUITOrpa(uueckne CpejicTBa, B TOM HHCIE ICKTPOHHYIO
MOAIUCH;
NPUMEHSTH CPEJICTBA FAPAHTHPOBAHHOTO YHHUTOKEHHS HHPOPMALIHH]
yCTaHAB/IMBATh, HACTPAUBATH, IPUMCHSATH IIPOTPAMMHBIC H IPOTPAMMHO-ATITIAPATHBIC CPCCTBA 3aLHTHI
H(opMaLmu;
OCYIIECTBIATh MOHHTOPHHI U DETHCTPAIMIO CBEICHH, HEOOXOAMMBIX JUIs 3allMThl OOBEKTOB
MH(OPMATH3ALMH, B TOM YHCIE ¢ UCTIONB30BAHMEM MPOrPAMMHBIX U MPOrPAMMHO-ANMNAPaTHBIX CPCACTB
0OHApYKEHHS, TIPeYNPEKACHHS 1 IMKBU/IAIMK [OCIE/ICTBHH KOMITBIOTEPHBIX aTakK
3HATH:
0COOEHHOCTH M €rnocoObl NPUMEHEHMs MPOrPAMMHBIX W [POrPAMMHO-AMNNAPATHBIX CPEACTB 3aLLUTbI
HH(OPMALIHH, B TOM YHCIIe, B OTIEPAIHOHHBIX CHCTEMAaX, KOMIIBIOTEPHBIX CeTsX, a3ax IaHHbIX;
METO/Ibl TeCTHpOBaHMs (DYHKIHIT OTACMLHBIX [POrPAMMHBIX 1 TPOrPAMMHO-aNNapaTHeIX  CPEACTB
3aIIUThl HHPOPMALIUK;
TUMOBBIE MOJEAN YNPABICHWA JOCTYIIOM, CPEICTB, METOJ0B W MPOTOKOJIOB MACHTH(hUKALMK M
ayTeHTU(PUKALUH,
OCHOBHbIC MOHATHS KPUNTOrpaGuu M THUMOBBIX KPUNTOrpahHueCKMX METONOB M CPEACTB 3ALLUTEI
nH(popmalnu;
0coBeHHOCTH M crnocoGbl  NPUMEHEHHS IPOrpaMMHBIX U [IPOrPAMMHO-AMINApPAaTHBIX  CPEACTB
rapaHTUPOBAHHOIO YHUUTOKEHHUS HHPOPMALIHH;

THIOBbIE CPEJACTBA M METO/bl BEACHHS AyJIMTa, CPEICTB M CIOCOOOB 3alIMTHI uHpOpMalIUK B

JTOKAJTBHBIX BBIYUCIIUTEILHBIX CETAX, CPEJICTB 3aIUTHI OT HECAHKIMOHUPOBAHHOIO JOCTYIA.



1.3. Koain4ecTBO YacoB HA 0CBOCHHE POrpaMMbl NPOPECCHOHAIBLHOTO MO1Y/I5

Bua yueOHo# 1esATeIbHOCTH

O0bEéM yacosn

Bceero yacoB Ha y4eOHYIO AUCHHUILIUHY 838
CamocrosiTenbHas padora 58
Bcero Bo B3aMMOJACHCTBHY € NPENOAaBATEIEM 780
13 HUX!
Teoperuyeckoe oOyueHue 242
JlaGopaTopHbie M MPAKTHYCCKHE 3aHATHS 162

Kypcosas paboTta (IpocKT)

He npeayemoTtpeHo

Kowncynpranmnm 22
[Ipomeskyrounas arrecrans MK 18
YueOHas npakTHka 108
[1pousBojacTBEHHAs IIPAKTHKA 180
KBanu$puKalnoHHbIH 5K3aMEH 12

[IpomerxyTouHast aTTecTalus B (popme IK3aMeHa




2. PE3YJIbTATbBI OCBOEHUS NTPOPECCUOHAJIBHOI'O MOY.JIsI

Pesynbratom OCBOEHMSI MPO(ECCHOHANIBHOTO MOAY/s ABJAETCS OBjajJeHHe 00yvarolmnMucs
BUJIOM JIEATENbHOCTH 3aiiuTa MH(OPMALUU B ABTOMATH3MPOBAHHBLIX CHCTEMAaxX [POrPAMMHBLIMH M
POrpaMMHO-anapaTHbIMH CPEJACTBAMH, B TOM uucie npodeccnonanbHbiMn Komnerenunsamu (IMK),
ykazanHpivi B PI'OC  no cneunanbioctn 10.02.05 OGecneuenne nHpopmannonHoii 6e30macHOCTH

ABTOMATHU3UPOBAHHBIX CHCTEM!

Ko HaumenoBanue pesyabrara 00y4enust

B/ 2 3auwmra wuHopvauuu B ABTOMATH3MPOBAHHBIX CHCTEMAX INPOIPAMMHBIMH M
MPOrpaMMHO-ANINAPATHLIMH CPeICTBAMHA

[IK 2.1. OCymiecTBIsATh YCTAHOBKY M HAaCTPOMKY OTJAEIBHBIX IPOTPAMMHBIX, [POrpaMMHO-
annapaTHblX CPEACTB 3aLUUThl HHPOPMALIMH.

[HK 2.2 Ob6ecneunBarh 3aIATY HHGOPMALIMK B ABTOMATU3UPOBAHHBIX CUCTEMAX OTAEIbHBIMU
MPOrpaMMHBIMH, ITPOrPAMMHO-AINAPATHLIMU CPEICTBAMHU.

[1IK 2.3. OcCyuiecTBIATh TCCTUPOBAHUE QYHKIHMH OTACIBHBIX MPOrPAMMHBIX M ITPOrPAMMHO-
armapaTHbIX CPEACTB 3alUNThl HHPOPMALUH. 7

1K 2.4. OcyutecTBisTh 00pabOTKY, XPaHEHHE U nepeady Hu(]x)pmmmn or paHuluHum 0 10C1\11a

1K 2.5. | Yuuuroxars HH(j)opwaunK)  HOCHTCIIH MH(bopMdunn HCTIONB30BAHUCM nporpaMMme 1
MPOrpaMMHO-aNNapaTHbIX CPEICTB.

1K 2.6. OcyLecTBIISATh PErUCTPALIMIO OCHOBHBIX COOBITHI B aBTOMATU3MPOBAHHbIX
(MH(GOPMAIIMOHHBIX ) CHCTEMAX, B TOM YHMCJIE C HCIIOJIB30BAHUEM ITPOIPAMMHBIX U
[IPOrpaMMHO-aMNAPaTHbIX CPEACTB OOHAPYKEHHUS, NPEAYNPEKJACHHU U JIMKBUAALUH
TIOCJIEACTBUI KOMITBIOTEPHBIX aTaK.

B npouecce ocoennst [TM cTyaeHTBI 10/KHBI 0BAaACTh 001mMK KomrereHumsamu (OK):

Ko HaumeHoBaHue BH/IOB J€SATEIbHOCTH H NPO(ECCHOHAIBHBIX KOMIIETEHIH I
OK 1. | Boibupats criocoOsl petieHus 3anad npo(eccHOHaIbHON ACATENIbHOCTH, IPUMEHHTEIBHO
K pasjin9HbIM KOHTCKCTAM.

OK 2. | OcyuecTBasTh MOUCK, AHAIM3 W HHTEPIPETalnto nHdopmaimu, HeoOX0ANMOI 1S
BBITIOJIHCHHUS 337124 TPO(YECCHOHATBHOM JCATCIILHOCTH.

OK 3. | [lnanupoBaTh 1 peajn30BbIBaThL COOCTBEHHOE MPO(ECCHOHAIBHOC I JIMMHOCTHOC
paszBUTHE. - - S ]
OK 4. | PaGorarh B KOJICKTHBE W KOMaH/1€, YPPEKTHBHO B3aUMOAECHCTBOBATL € KOJLIEr amu,

PYKOBOJICTBOM, K/IIMCHTAMH.

OK 5. | OcyuwiecTBisiTh YCTHYIO M TUCbMEHHYIO KOMMYHHMKALIMIO HA TOCYapCTBEHHOM A3bIKE C
y4eTOM 0COOEHHOCTEN COLMAIBLHOTO M KYJIBTYPHOI'O KOHTEKCTA.

OK 6. | [IpostBAsTh Ipark/IaHCKO-IIATPHOTHYECKYIO TO3UIIMIO, IEMOHCTPHPOBATh OCO3HAHHOE
MIOBE/ICHHE HA OCHOBE TPAIMIMOHHBIX O0IIEYEIOBEYECKUX ICHHOCTEH.

OK 7. | CozeiicTBOBaTh COXPAHEHHIO OKPYKAIOLLEH cpejibl, pecypcochepexerno, 3phexTnsHo
JACHCTBOBATH B YPE3BbIYAMHbBIX CHTYALMSX.

OK 8. | Mcrronb3oBath cpeacTBa pU3HUecKOi KyJIbTYPbI UIS COXpAaHEHHs ¥ YKPETUICHHS 3/I0POBbS
B poriecce rpodhecCHOHaIbHOI 1eATeIbHOCTH | OUIepKaHue He0OX0IMMOro YPOBHS
(bu3nueckoit MOArOTOBICHHOCTH.

OK 9. | Ucnonb3oBarh HHGOPMALIMOHHbIE TEXHOIOTUH B NPO(YECCHOHATIBLHON ACATEIbHOCTH.

OK 10. | I[Tonb3oBarbest npohecCHOHATBHOM JOKYMCHTALUCH HA ITOCYIapCTBCHHOM M HHOCTPAaHHOM
A3bIKAX.




3. CTPYKTYPA U COJIEP)KAHUE [TPOPECCUOHAJIBHOT'O MOY.JIsA
3.1 TemaTu4deckHuii niaH npogecCHOHAIBLHOr0 MO/Y.JIsi

3aHaTHS BO B3aHMO/IeHCTBHH ¢ IpenoJaBaTe/iem, 4ac. g
Koawr Odyuenne no MJIK, B yac. IpakTuKH = 5
npogeccHon szmapu | - - Ipoussoacreen E S | Camocros
AJIbHBIX, HaumeHnoBaHus pa3zjieion bli 00beM Teoperu . Kypcos = e = i g - 3 Qe
oommx NpodecCHOHATBLHOI0 MOAY.Isi HATrPY3KH, S JlaGopatops |  bIX :f-; - ? - g (ecam _g_ 3 paGora
SONECICEN i obyuenune bIX U | pabor g $E3 e npeaycmorpena | = =
" npakTHuecKH | (Npoek E 2 E paccpesoToyen 2
X 3ausTHiE | TOB) = Hast NPAKTHKA) -
1 2 3 4 5 6 7 8 9
IIK 1.2 Paznen 1. Tlpumenenue 226 92 48 30 6 6 44
IPOrpaMMHBIX M POrPAMMHO-
annapaTHbIX CPEJCTB 3alNUThI
uHdpopMaLuu
JIK 1.1-1.3 | Pa3pen 2. Ilpumenenuc 415 150 114 12 12 108 20
KpUNTOrpaMueckux CpeiacTs
3aIUThl HHGOpMaLHH
ITpou3BOACTBEHHAS IIPAKTHKA 180 180
KBanupukanoHHbIN IK3aMEeH 16 4 12
Bceero: 838 242 162 . 30 22 18 108 180 12 64




3.2 Conepxanue 00y4eHus: 10 NpogeccHoHaILHOMY MOAY/IIO

HaunmeHoBaHHE Pa3jiesioB
npopecCHOHANBHOTO
senremn (TN} ‘ Conepkanue y4e0HOTo MaTepuaa, 1abopaTopHbie paboThl ¥ MPAKTHYECKHUE 3AHITHS, Obbem
y ’ * camMocTosiTe/IbHAasi paboTa 0fy4alouerocs, Kypcosasi pabora (npoekT) 4acoB
MeAK/THCUMIIHHAPHBIX
xypcoB (MJIK) u Tem
1 2 3
Paszien 1. [Ipumenenne nporpaMMHBIX U IPOrPAMMHO-ANNAPATHLIX CPCACTE 3AUIATDLI uHpoOpMALUH 230
MJIK.02.01. ITporpammubie W IPOIPAMMHO-ANNAPATHBIE CPEACTBA 3AIUTHI nndopmanuu 180

Tema 1. OcHOBHbIE IPHHIMITLI TPOTPAMMHON H NPOTrPAMMHO-ANNIAPATHON 321K THI HHPOPMAUMH

Tema 1.1. TIpeamer u | Conepxanme 6
3aj1a4¥ IPOrPaMMHO- ' Ilpe/veT 1 3a1a4 NPOrPaMMHO-AIIAPATHOM 3aL1MTh] uHpOpMaIu

annapaTHOM 3alHUThI ' OCHOBHBIE NOHATHS NPOrPAMMHO-ANNAPATHON 3aMUThI nHpopMayu

uHpopmannu | Knaccnukaims METO/I0B H CPEICTB NPOT PAMMHO-ANNapaTHOH 3aIlUThI uHpopmaium

Tema 1.2. Cranaaprs . Conepxanne 4
6e301acHOCTH | HopMaTHBHBIE PABOBBIC AKThI, HOPMATHBHbIC METOANYECKHE IOKYMEHTBI, B COCTAB KOTOPBIX BXOAST

TpeGOBaHMA ¥ PEKOMEHALMH 1O 3aIMTe UHHOPMALIMK IPOTPAMMHBIMH 1 TIPOrpaMMHO-AMTIapaTHBIMH
cpencramu. [TpodHIN 3aMUTEI IPOrPAMMHBIX 1 IPOTPAMMHO-ANTAPaTHRIX CPCACTE (MeXKCeTeBbIX IKPAHOB,
CpeJICTB KOHTPOJIS CheMHBIX MAIIMHHBIX HOCHTEICH HH(OPMAIMH, CPECTB JIOBEPEHHOI 3arpy3Ku, Cpe/ICTB
AHTUBUPYCHOMH 3aLIMThI)

CranapTsl 110 3aIMTe UHPOPMALIMHK, B COCTAB KOTOPHIX BXOAAT TpebOoBaHMs U PEKOMEH/IALIMM N0 3aLMTE

¥ (OpMAIIMHE NPOTPAMMHBIMA U TIPOIPAMMHO-ANNIAPATHEIMH CPECTBAMA.

TeMaTHKA NPAKTHYECKHX 3AHATHI H J1a00PaTOPHBIX pador 6

O630p HOPMATHBHBIX MPABOBBIX AKTOB, HOPMATHBHBIX MCTOMYECKAX JIOKYMCHTOB 110 3aIHTC uHdopmanumu,
B COCTAB KOTOPBIX BXOJAT TpeGOBaHMS 1 PEKOMEH/IAIHMH 110 3aIATe HHPOPMALMH IPOIPAMMHBIMH 1

| IPOrpaMMHO-ANNapaTHRIMK cpesicTBamu. Padora ¢ coaepxaHueM HOPMATUBHBIX IPABOBLIX AKTOB.

O630p cranapToB. Pabora ¢ coiepkaHneM CTan1apToB

Tema 1.3. amuuicHnas - Conepxanue 4
ABTOMAaTHU3UPOBAHHAs ' ABTOMAaTH3aLMA npoiecca 00paboTku uHdGopmailin

+
cucTemMa [ToHsITHE aBTOMATH3UPOBAHHON CHCTEMBI.

1 (OcOOEHHOCTH aBTOMATHU3UPOBAHHBIX CHCTCM B 3alIMIICHHOM MCITOJIHCHUU.

I
| OOCHOBHbIE BU/Ibl AC B 3alIMIIIEHHOM MCIIOJTHEHHUH.

. MeTo/b! co3/1anus 0€301acCHbIX CHCTEM
" MeTon010rHs MPOeKTHPOBAHHS FapaHTHPORaHHO 3aimiueHHbx KC




lIHCKpCU,PIOHHblC MOJICIIH

MaugaTHbIe MOJIETIH

TeMaTHKA NPAKTUYECKHUX 3aHATHH 1 J1a00PAaTOPHbIX pador

Vuer, 06paboTKa, XpaHEHHE 1 nepesaya uH(popMaLIMH B AUC

Orpaunqune JIOCTYIIa Ha BXOJL B CHCTEMY.

WnenTrdukanms 1 ayTeHTHQHMKALNA NOIb30BaTeNCH

PasrpaHuyeHue J0CTyna.

Perucrpanus COObITHM (ay/HT).

KOoHTpOJIb HETOCTHOCTH IAHHBIX

VHUUTOKEHNE OCTATOYHON MHdopmaImu.

Ynpagnenue nonuTHKoii 6e3onacnocty. 11abnoHb! 0€301aCHOCTH

Kpunrorpadudeckas 3amura. O630p nporpamm mu¢pOBaHUs IAHHBIX

VipaBicHHe TONMTHKOI Oe3onacHocTu. [ITa610HbI Ge30nacHOCTH

Tema 1.4.
Jlecrabnimsupyoiee
BO3/EHCTBHE HA OOBEKTHI
3aAMIUTHI

Conepxanue

JCTOUHMKM AeCTAOMIN3UPYIOIETO BO3ACHCTBUS HA OOBEKTHI 3aLLMThL

Crnioco6bl BO31€CTBHS HA MHDOPMALMIO

TIpHUMHBI M YCIIOBHS IeCTa0MIN3UPYIOLIEr0 BO3ACHCTBUS Ha uHopMaLHIO

TeMaTHKA NPAKTHYECKNX 3AHATHI M J1a0opaTopHBIX pador

PacripejielicHHE KaHAJIOB B COOTBETCTBUM ¢ HCTOYHHKAMH BO3JICHCTBHUSA Ha HHMOPMAIIHIO

Tema 1.5. [Ipunnunsl
NPOrpaMMHO-a11IapaTHON
3aIATHl KHPOPMALIHU OT
HECaHKIMOHWPOBAHHOTO

JI0CTyTIa

Coaepxanue

T[ToHsITHE HECAHKIIMOHMPOBAHHOIO JI0CTYNa K HH)OPMALIHK

OCHOBHbBIE NOAXOABI K 3amuTe nupopmaunu or HCJL

Opranu3anys A0CTyNa K (paiinaM, KOHTPOIb A0CTYNA U PasTPaHUHYCHUE OCTYIIA, MepapXUUYECKUM NOCTYyN K
daiinam. Guxcanus aoctyna K daiiiam

lIoc*ryn K JJAaHHBIM CO CTOPOHBI Tponecca

OcOoOCHHOCTH 3aIUTHI AaHHbIX 0T u3meHeHus. 1llnppopanue.

TeMaTHKA NPAKTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT

Opranu3anys 1ocTyna K daitiam

O3HaKOMHCHHC C COBpCMeHHbIMVI llpOr‘paMMHblMH U ﬂpOI'paMMHO-aﬂﬂapaTHblMM Cpt‘JJ.CTBaMM 3alluThl OT
HCJL

Tema 2. 3amTa aBTOHOMHBIX ABTOMAaTH3HPOBAHHBIX CHCTEM

Tema 2.1. OcHOBbBI 3aLIUTHI
ABTOHOMHbBIX
aBTOMATH3MPOBAHHBIX

ConepxxkaHnue

PaGora aBToHOMHOM AC B 3aL1MLIEHHOM PEXHUME

Anroputm 3arpy3ks OC. lllTaTHble cpeaCcTBa 3aM bIKaHH:A CPEIbI




CHUCTECM

Pacimpenue BIOS kak cpe/icTBO 3aMBIKaHHUs IIPOrPaMMHOH Cpe/ibl

CucTeMbl THNA DNEKTPOHHBIN 3aMOK. D3 € NPOBEPKOi LEIOCTHOCTH nporpammioii cpeasbl. Ionstue AM/I3
(noBepeHHas 3arpysKa)

anMCHCHMC 3aKJIa/l0K, HAalIpaBJICHHBIX Ha CHHUIKCHHUC 3(1)(1)@KTPIBHOCTM CPC/ACTB, 3aMbIKAIOIIUX cpeay.

Tema 2.2.3ammra
NporpamMm OT U3yUYEeHUs

Copepxanue

W3yuenue n obparHoe npoektuposanue 10

Cnoco6sl uzyuenus I10: cTaTHyeckoe U IMHAMHYECKOE H3yIEeHUE

3a/1a4M 3aMIMThI OT H3Y4YEHHs U CIIOCOOBI UX PELICHHs!

3ammTa 0T OTJIAJAKK.

3amuTa 0T JIN3acceMOIMpPOBaHMs

3amuTa OT TPACCHPOBKH T10 NPEPbIBAHUAM.

Tema 2.3. BpenonocHoe
nporpamMMHoe obecrieyeHue

Coaepxkanue

BpeI0HOCHOE POrpaMMHOE 0becTieieHte Kak 0COObIH BHJL paspyliaroninx BO3/ICHCTBUH

Knaccnukaims Bpe/IOHOCHOTO IPOrpaMMHOro obecneyerms. Cxema 3apakeHus. CpeacrBa HEMTpaNU3aLnH
speaonocHoro I10. Ilpodunakrika 3apaxeHus

Iowuck cienos aktnBHOCTH BpegonocHoro I1O. Peectp Windows. OcHOBHBIC BETKH, COJCPKaAILHE
nrdopmanmio o BpeaorocHom 110, Jlpyrue 00beKThI, ConepxKame uHdopmaimio o BperonocHom 10,
daiinsl prefetch.

Bot-meThl. Ilpunumn ¢yskumonnposanus. MeTojbl 00HapyKeHUs

Knaccudukaius aHTHBAPYCHBIX ¢pe/IcTB. CHTHATYPHBIH 1 IBPUCTHYECKUI aHAIN3

3amuTa OT BUPYCOB B "pydHOM pexume"
y! y

OCHOBHbBIE KOHIENIMH MOCTPOCHNS CHCTEM aHTMBUPYCHO# 3alLMThI HA NPEANPUATHH

TemaTHKA NPAKTHYECKHX 3aHATHI M 1a6OPAaTOPHBIX padoT

TIpuMeHeHNs CPeACTB uecnenosanus peectpa Windows Juis HaX0ICHNA C/1€/10B aKTHBHOCTH BPE/IOHOCHOTO

110

Tema 2.4. 3amura
IPOrPaMM M J@HHBIX OT
HECAHKIIMOHHUPOBAHHOTO
KOITMPOBAHMS

Conepxkanue

Hecaukinonupoalsoe konupopanue nporpamm kak tin HCJ/1

JOpHAMUCCKHE ACTICKTbI HECAHKIMOHMPOBAHHOTO KOMMPOBatis porpavm. Od1Iee MOHATHE 3alIUTHI OT
KOITMPOBAHMUSI.

Ipuss3ka 10 k annapaTHOMY OKPYKEHHIO U HOCUTEJISM.

SaIMTHBIE MEXaHN3Mbl B COBPEMEHHOM NPOrpaMMHOM obecrieuenny Ha npumepe MS Office

TemMaTHKA NPAKTHYECKUX 3aHATHI H J1a00PAaTOPHBIX padoT

3ammuTra nnd)opMauuu OT HECAHKIIMOHHPOBAHHOI'O KOIIHPOBAHHUA C MCIIOJIL30BAHHUEM CIIELHAJIM3UPOBAHHBIX
IpOrpaMMHBIX CPCJICTB

3alMTHBIE MEXaHU3Mb] B NPUIOKeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. ammra

Conepxanue




nHdpopmMannu Ha
MAlIMHHBIX HOCHTEISX

IIpo6eMa 3aIiThl OTUYXIaeMbIX komionenTos II9BM.

MeTo/b! 3anThi HHGOpMaLMK HA OTHYKAaemMbix HocuTessx. HIudposanue.

CpeacTBa BOCCTAHOBJICHHS OCTATOYHON NH(OPMALIMH. Co3nanue nocekTopHbix 06pazos HKM/IL.

Hpnmeﬂe}me CpEACTB BOCCTAHOBJICHUA OCTAaTOYHOMN HHCI)OpMaLlMM B Cy,lICGHbIX KPUMHHATTMCTHYCCKHUX
JKCIICPTHU3ax M I1PH pacclic/IOBaHNH WHIIM/ICHTOB. HOpMaTHBHaﬂ 0aza, JIOKYMCHTHPOBAHHEC pE3yJIbTAaTOB

Be3Bo3ppaTHOe yaaaeHHue AaHHbiX. [IpHHLNAIIBI 1 aNITOPUTMBL.

TeMaTHKA NPAKTHYECKUX 3AHSITHI M J1a00paTOPHBIX padboT

TTpumeHenne Cpe/ICTBA BOCCTAHOB/ICHHs 0CTaTOuHOM HHdopManny Ha npumepe Foremost iim aHanora

TIpyMeHeHne CrIelnanM3HPOBAHHOTO MPOrPAMMHO CPE/ICTBA /LIS BOCCTAHOBIICHHA YNAICHHBIX Gaiinos

IIpumenerne IporpamMm i 6€3803BpaTHOTO YIANECHHA AaHHBIX

HpMMCHCHMG nporpaMm jis mmbposaum JIAHHBIX HA CbE€MHBLIX HOCUTEIAX

Tema 2.6. AnnaparHbie
Cpe/ICTBA MICHTH(pUKAIIMH

Copnepxanue

TpC6OBaHHﬂ K annapaTHbIM CpeJ/ICTBaM HIICHTHQ)I’IKBLIMH 144 ay’TCHTMd)MKaHl/IH l'lOHb3OBaTC.H€ﬁ, MMPUMEHACMbBIM

¥ ayTeHTH(pHUKAIHH B O3 u AIIM/13
noab30BaTeNIeH Verpoiictea Touch Memory
Tema 2.7. CucreMsl Conepxanue

o0OHapyKeHus aTaK U
BTOPIKCHUIN

COB u COA, oranuns B pynxumsix. OcHoBHble apxuTekTyphl COB

Ucnonb3oBanne ceresbix cHuddepos B kauectse COB

Annaparsbiii komnoneHT COB

I[Iporpammublii komnonenT COB

Mojiean cucTeMbl 0OHapyKenus Bropykenuii, Kimaccudukaiins cucrem 00HapyKeHus BTOPKCHHUH.
O6uapysxenue curnaryp. Obuapyxkenne anomanuii. Jlpyrine Me1o/1sl OOHApYKEHHs BTOPKCHU.

TeMaTHKA NPAKTHUCCKHX 3AHATHI 1 1a00PaTOPHBIX PaboT

Mojie/MpoBasie IIPOBE/ICHHs aTaky. V3ydeHne MHCTPYMEHTAIbHEIX CPEACTB 00OHapy/KCHHSI BTOPKEHUI

Tema 3. 3amuTa HHGOPMALHH B JIOKAJIbHBIX CeTAX

Tema 3.1. OCHOBBI
[OCTPOCHHUSA 3aIMIICHHBIX
cereH

Conepxanue

Cern, paboTaONIME 110 TEXHOJOTHH KOMMYTAIIMH NAKETOB

Crek npotoko08 TCP/IP. OcobeHHOCTH MapLIPYTH3ALHH.

[lITaTHble CpeICTBA 3aLIMTh MHQOPMALMH CTEKA POTOKOJIOB TCPAP.

CpeacTBa MACHTHOUKAIMY ¥ ayTEHTU(HUKAIMN Ha Pa3HBIX YPOBHSAX IIPOTOKOJIA TCP/IP, nocTouHCTBa,
HEJIOCTATKH, OIpaHHYCHUSL.

Tema 3.2. Cpeacrna
oprannzanu VPN

Cojepxanue

BupTtyanbHas uyacTHas ceTh. OyHKINH, Ha3HAYCHHUE, IPHHLMII I0CTPOCHHA

Kpunrorpaduueckie 1 HEKpUNTOrpaQHUCCKUE CPEICTBA OpI aHH3aIIA VPN

Ycrpoiictsa, oOpasyiomue VPN. KpunromapmpyTus3aTop 4 KPUNTOPHIBTP.

Kpunropoytep. [IpHHIMIbI, apXHTEKTYPa, MO/JC/b HAPYIIHTE/1S, /IOCTOMHCTBA H HEAOCTATKH




KpHﬂTO(bPUIpr. HpHHHHl'IbI, APXHUTCKTYpa, MOICJIb HAPYIIHUTEC)IS, JOCTOMHCTBA H HEJIOCTAaTKH

TemaTuka NPaKTHYECKHUX 3AHATHI M J1A00PATOPHBIX PadoT

PasseptbiBanne VPN

Tema 4. 3amura uHGOPMALNY B ceTSX 00LIEro 10CTYNA

Tema 4.1.06ecneuenue
0€e30MmacHOCTH
MEXCETEBOTO
B3aUMOJIEUCTBUS

Coaepxanue

Meronpl 3amuTel vHGOpMaLKK TpH paboTe B ceTsix 00LIEro JOCTyTa.

Me:xcererbie 5kpanbl TN firewall. JlocToMHCTBA, HEOCTATKHM, peaTn3yeMble MOTUTHKH 6E3011aCHOCTH

Ocnosubie Tunsbi firewall. CumMmeTpuyHbie H HecuMMmeTpuyHble firewall.

Yposens 1. IlakeTnsle uiabTpsl

YpOBCHL 2. (DPI.HBTan,PISI CJIy)K6, TIOMCK K/IKOYCBLIX CJIOB B TCJIC ITAKETOB HA CETCBOM YPOBHC.

Yposenb 3. Proxy-cepBepa npuKIaJHOTO YPOBHSI

On1HOXOCTOBBIC ¥ MYJTBTHXOCTOBBIE firewall.

OcHoBHbIE TUIIBI ADXUTEKTYP MYILTUXOCTOBBIX firewall. TpeGoBanus Kk Kaka0My XOCTY HCXOJIS M3
ApPXUTCKTYPhI M BBINOJIHACMBIX (YHKIIHH

Tpebosanus no cepruduKaluy MEKCETEBbIX IKPAHOB

TemaTuka npakKTUYECKUX 3AHATHI H JIA00PATOPHBLIX PadoT

Usyuenne u cpaBaenne apxurektyp Dual Homed Host, Bastion Host, Perimetr.

W3yuenne pasnuyHbIX cnocoOOoB 3aKphITHs "onacHbiX" 1OpTOB

Tema 5. 3ammrTa uHdopmanuu B 6a3ax JaHHBIX

Tema 5.1. 3amuTa
uHdpopmanuu B 6azax
JIAaHHBIX

Conepxanue

OcHoBHbie THNBI YIrPo3. Mosienb HapymuTens

Cpeacrsa nieHTHOUMKALMY M ayTeHTUPUKALNH. YIIDAaBIEHUE JOCTYIIOM

CpejicTBa KOHTPOJIS LEIOCTHOCTH HHGOpMaLnK B Oa3ax JaHHBIX

Cpeacrsa ayauta u KOHTpons Oe3onacHocT. Kpurepny 3amIeHoCTH 0a3 JaHHBIX

IIpuvenerne KpunTorpaQuyeckuX CpeICTB 3aninThi HHGOpMaLWHK B 6a3aX JaHHBIX

TemaTuKa NPAKTHYECKUX 3aHATHI H J1a00pPaTOPHBIX padoT

Usyuenne mexanusmos 3amuthl CYBJ] MS Access

Msyuenne mratubix cpeacts 3amuthl CYB/1 MSSQL Server

Tema 6. MOHHTOPHHT CHCTEM 3ALNTHI

Tema 6.1. MOHUTOPUHT
CHCTEM 3alNThI

Cojaepxanue

ITonsiTue U 0OOCHOBaHUE HCO6XOIIPIMOCTH ACTOJIL30BAHNA MOHUTOPHUHIA KaK HCO6XOIIP1MOE KOMITOHCHTBI
CUCTEMbI 3a1LIUThI qu)opmauuu

OcobennocTy ukcannu coOBITHI, TOCTPOSHHBIX HA PA3HBIX NPUHIMIAX: CETH ¢ KOMMYTalHel coeTMHeHHi,
ceThb ¢ Kommyranuei nmakeros, TCP/IP, X.25

Kiaccuduxauus orciexxuBaeMbx co0bITHi. OCOOEHHOCTH IOCTPOCHHS CHCTEM MOHHTOPUHTA

HNcTouynmnku und)opmaunn AU MOHHTOPHUHTAZ CCTCBBLIC MOHUTOPBI, CTATHCTHYCCKUE XapaKTCPHCTHKH




tpaduka yepes MO, npoBepKa pecypcoB 00IIEro MoJIb30BaHHs.
P P

Knaccudukauus cereBbix MOHHTOPOB

Cucremsl ynpaBiienus coObITUsiMA HHDOpManMoHHo# 6e3onacHoctu (SIEM).
0O0630p SIEM-cucteM Ha MUPOBOM M POCCUHCKOM pPBIHKE.

TemaTuKka NPpaKTUYECKUX 3aHATHHA U J1aDOPAaTOPHBIX padoT 2
M3yuenne v CpaBHUTENBLHBIN aHAIN3 PacTipOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha npuMepe RealSecure,
' SNORT, NFR unu npyrux ananoros
' Ilposenenne ayura JIBC ceteBbiM cCKaHepoM
Tema 6.2. V3yuyenue mep Conepxanue 4
3aUTHl HHGOpMaLIMK B W3yyenune tpeboBanmii 0 3aumre MHGOpPMALMK, He COCTABIAIONIEH rOCyIapCTBEHHYIO TalHy. U3yuenune
MH(}OPMALIMOHHbIX meToaundeckux JoKyMeHToB PCTOK 1o npumMeHeHHI0 Mep 3alMThI.
crucTemax - TemaTuka NpakTHYECKHX 3aHATHHA U J1a00PaTOPHbIX padoT 2
' BeiGop Mep 3amuThi HEQOPMALIMH IS HX peanusaiiy B HHPOPMALHOHHOI cicTeme. BriGop
COOTBETCTBYIOIMX IPOIPAMMHBIX M IIPOIPAMMHO-aNNapaTHRIX CPEJICTB M PEKOMEH 1allMii 110 UX HACTpOHKe.
Tema 6.3. V3yuenue TemaTuKa NIPAKTHYECKUX 3aHATHH H J1a0OPaTOPHBLIX padoT 8
COBPEMEHHBIX VYcTanoBKa M HaCTpoO¥iKa KOMILIEKCHOIO cpe/icTBa Ha npuMepe SecretNetStudio (yueOHas nuneH3us) wim
NPOrPAMMHO-ANTIAPATHBIX | APYI'UX QHAJIOTOB
KOMILICKCOB. YcTanoBKa W HACTPOIMKA MPOrPAMMHBIX CPE/ICTR OLCHKH 3aIMIICHHOCTH M ay/INTa HHYOPMALIMOHHOM
6e301acHOCTH, U3ydeHHe QyHKIMIT M HacTpoiika pexkuMoB paboTsl Ha mpumepe MaxPatrol 8 uiau apyrux
| AHAJIOTOB
i M3yuenne Tunoseix pemienui s noctpoenns VPN Ha npumepe VipNet wim Jipyrux anajioros
M3yueHune COBPEMEHHBIX CUCTEM aHTUBUPYCHOH 3alIMThl HA MPUMEPE KOPNOPATHBHBIX PelIeHHi
- KasperskyLab nim gpyrux a"anoros
N3yyenne Gpynxunonana u obnacreii npumerenns DLP cucrem Ha npumepe InfoWatchTrafficMonitor nim
JIPYTMX aHAJIOTOB
Kypcosasi paGora 30

IIpumepHasi TeMaTHKa KYPCOBbIX padoT
1. Ouenka >pPexTHBHOCTH CYIIECTBYIOIMX NPOrPAMMHBIX H IIPOI'PAMMHO-ANNAPATHBIX CPEJACTB 3aIUUThI HHPOPMaLIHH ¢
NPUMEHEHHEM CIICLIMAIM3HPOBAHHBIX HHCTPYMEHTOB U METOAOB (MHAMBH1YaNbHOE 3a/JaHHE)

2. O030p n aHAIU3 COBPEMEHHBIX NPOrPAMMHO-AINAPATHBIX CPEACTB 3allMThl MHPOpMaLUK (MHAMBHIYATLHOE 33/1aHKe)
3. BobiOop onTUMANLHOIO CPEICTBA 3aMThl HHPOPMAIIMK KCX01 W3 MeTo iyecknX pekoMmenaanmii @CTOK u umeronmxcs
MCXO/IHBIX JIaHHBIX (MHMBU/1yaJIbHOE 33 JaHUE)

4. TlpumeHeHHe NPOrpaMMHO-aNIapaTHLIX CPEICTB 3alIUThl HH(POPMAIIUK OT Pa3/IMYHBIX THIIOB YIpo3 HA NPEANPUITHHA
(MHAMBUAYANbHOE 3a/laHUE)

5. TlpoGnema 3ammThl nudopManuu B 001a4HbIX XpaHunumax JaiHbix 1 110/ ax




6. 3ammTa cpejl BUpTyalu3aluu

IlpuMepHasi TeMAaTHKA CAMOCTOSITEIbHON padoTel npu usyyennn MJ/IK.02.01
W3ydenue HOBBIX TEXHOJIOTHIA XpaHEeHUs! UHOPMALIUH

1.
2. CraThCTHKA ¥ aHAJIW3 KPYITHBIX YTe4eK HH(OpMaLmu 3a roj

3. TMowuck naHGOpPMALIMK O HOBBIX BHIAX aTaK Ha HHGOPMALIMOHHYIO CHCTEMY

4. O630p COBPEMEHHbBIX MPOTPAMMHBIX U MPOrPAMMHO-ANNAPATHBIX CPEJCTB 3alUThI

5. CpaBHHTE/IbHBIH aHAIU3 COBPEMEHHBIX IIPOrPAMMHBIX 1 IIPOrPaMMHO-AIIApaTHIX CPEJACTB 3alIHUThI

Kouncyabranuu 6

Ilpomexyrouynas arrecrauusi no MJ/IK.02.01 B Buae yx3amena 6

TpumepHbIe BI/IbI CAMOCTOSITEILHBIX PA0OT NPH H3YYeHuH pa3znena 1 moayis

CucremaTnueckas npopaboTka KOHCIICKTOB 3aHITHIH, y4eOHOM 1 CrICIMaIbHON TEXHUYECKOH JIMTEpaTyphl (110 BonpocaMm K naparpadam,

riaaBaM y4eOHbIX IOCOOMI, COCTABICHHBIM MPENoAaBaTeIeM)

IToAroToBKa K NpaKTH4YECKMM paboTaM ¢ HCIIONB30BaHHEM METOIMYECCKMX PEKOMEHIAlMi IpenoaaBarens, opopMIeHHE MPAaKTHYECKHUX

paboT, OTYETOB K MX 3alIUTE.

PaGota Hai KypCOBbIM ITPOEKTOM (paboToil): MIaHMPOBaHKE BLINOIHEHHUS KyPCOBOro NpoekTa (padoThl), onpeaeienne 3aaay paboTh,

M3yYEHHE JINTEPATYPHBIX MCTOUHUKOB, IPOBEAECHHE NPENPOEKTHOIO HCCIIEA0BAHMSL.

Y4eOHasi npakTHKa 1o pasjaeay 1 moays -

Bunasi pado

Paszjen 2. Ilpuvenenne KpunTorpaguyecKux CpeacTs 3auThi HHPOPpMAUKY 169

MJIK.02.02. Kpunrtorpadguyeckue cpecTBa 3alIUTHI HHPOpMALHH 144

Beenenune Copnepxanue 2
Ilpenmer u 3aiauu kpunrorpaduu. Meropus xpunrorpadgum. OCHOBHBIE TEPMUHBI

Tema 1. MaTemMaTHuCCKHUE OCHOBBI 3aILMTHI HHGOpMALMK

Tema 1.1. Coaepxanue 26

MaremaTH4ecKkue OCHOBBI DJIeMEHTbl TEOPUM MHOXKECTB. | pyniibl, KOabLa, nomas.

KpHITOrpad Jenumocts uncen. [Tpuznaku aeaumoctu. I1pocTeie M cOCTaBHBIE YHCIIA.

OcnosHas Teopema apudmerrkn. Haudonbmmii odumii nenurens. Bzanmuo
npocrteie unucna. Anroputm Eskinjia ans naxoxaenns HOJL

Otxomenust cpaBHUMOCTH. CBOMcTBa cpaBHeHui. MoaynsapHas apudmeTHka.

Kuaccel. [TonHas u npuBe/ieHHas cuctema BbiuetoB. dynkius Dinepa. Teopema depma-Iiiiepa. AIroput™
OBICTPOTO BO3BEJCHHUS B CTEICHB 110 MOAYJIIO.

CpasHenus nepBoii creneHy. JIuneinsie 1Mo¢anToBsl ypaBHeHus. Pacmpennsiii anroput™ EBkimna.




Kuraiickas Teopema 06 ocTaTKax.

TpoBepka uuces Ha NPOCTOTY. AJITOPUTMBI TEHEPALIMHM NPOCTHIX Yuce. MeToa npobHbIX Aenenmii. Peineto
Dparocdena.

PazsiokeHne YHUCiIa Ha MHOKHUTE M. Anroputmbl Gakropusauny. Pakropusanns Pepma. Meroa Ilonnapaa.

ANTOpUTMBI IMCKpeTHOTO Jorapudmuposanus. Meron IMonnapaa. Meroa Iloppa.

ApudmeTHdeckre onepanny Hajl 00IbIIMMH YHCIIAMH.

DIUIMNTHYECKHE KPUBbIE M KX NIPUIOKEHUS B KpUnTOrpadun.

TeMaTHKa NPAKTHYECKHX 3aHATHI H J1200paTOPHbIX pador

Ipumenenue anroputva Esxkinnaa wns naxoxaenns HOJL. Pewenne nunelinbix 1nopanToBbIX ypaBHEHHH

IIpoBepka ynces Ha MPOCTOTY

Pemenue 3anau ¢ anieMeHTaMu TCOPHUH HHUCEIL.

Tema 2. Knaccuueckas kpuntorpadus

Tema 2.1. MeToabl
KpUNTOIpaduyecKoro
32 ThHl MHGOpMaIu

Copepxanue

10

KiacciuKaims OCHOBHBIX METO/10B KpUITOrpaduaeckoii 3amm el MeTo/bl CMMMETPHYHOTO LIH(pPOBAHUS

1Ingps 3amensi. [1pocTas 3amena, MHOroanhaBuTHas N0ACTAHOBKA, NPONOPLMOHATHBIA MK

MeTto/pl nepectaHoBkH. Tabnuunas nepecTaHoBKa, MapIIpyTHas EpeCTaHOBKa

T'ammupoBanue. "'aMMIPOBaHNE ¢ KOHEYHON W OECKOHEYHOH raMmMamy

TeMaTHKA NPAKTHYECKHX 3aHSITHII U J1a00pPaTOPHBIX paboT

IIpuMeHeHHe KIacCHYeCKUX IU(PPOB 3aMEHBI

HpHMeHeHHC KJIACCHYCCKHX Il]l‘l(i)pOB IICPCCTAaHOBKH

Hpumeueﬂue METO0/1a raMMUPOBAHNA

Tema 2.2. Kpunroananus

Conepxanue

OCHOBHBIE METO/1bl KpUnTOaHau3a. Kpunrorpaguyeckue araku.

Kpunroradguueckas cToiikocTs. AGCOn0THO cToiKHe KpunTocucTembl. Ilpunimns Kupkxoddea

nepCHeKTPIBHbIe Hanpap/JCHHUA KPHUINITOAHAIN34, KBaHTOBBIN KpHUIITOAHAJIN3.

TeMaTHKA NPAKTHYECKHX 3aHSATHII ¥ J1a00PaTOPHBLIX padoT

10

Kpunroananns mwndpa npocToii 3aMeHbl METOIOM aHAIH3a YaCTOTHOCTH CHMBOJIOB

Kpunroananns KJ1acCHYecKnX mWndpoB METOI0M MOIHOro nepedopa kiouei

Kpunroananus mmdpa Buxunepa

Tema 2.3. ITorounbie
wndpsl ¥ reHepaTopsl
NICEBAOCITYYaWHbBIX YHCE

Coaepkanue yueOHOIo MaTepua/ia

OCHOBHbIE IPUHLMIIBI HOTOYHOTO Wwinposanus. [Ipumenenne reneparopos I1CY B kpunrorpadun

| Merozpl nomyuenms ncerocyyaitnpx nocaenosarensuocreit. JIKT, meron ®ubonavuu, meton BBS.




TemaTnka NpaKTHYECKHX 3aHATHH U 1a00PaTOPHLIX padoT

IIpumenenue meronos renepaunu I1CY

Tema 3. CoBpemenHas kpunrorpapus

Tema 3.1. Koaupoanue
MHOOPMALIMH.
KomnsroTepusanus
mupoBaHUs.

Coaepxxanue yuyeGHOI0 MaTepHaia

Koauposanue nndopmaiu. CUMBOIIbHOE KoanpoBanue. CMbICIIOBOE KOMpOBaHHEe. MexaHu3alus
mudposanns. Ilpeacrasnenue nundopmannn B 1sondHoM koje. Tadima ASCII

Komnprorepusaums mudposanus. Annaparsoe ¥ nporpammuoe wndposanne Cranaaprusauus
MPOrpaMMHO-anTiapaTHbiX KpUNTOrpaguyYecKuX CUCTEM U cpe/cTB. M3yyeHne COBpeMEeHHbIX TPOrPaMMHBIX
M annapaTHbIX KpUNTOrpagMYeCKUX CPe/ICTB

TemaTuka NpakTHYECKUX 3aHATHHA U 1a00PATOPHLIX PadoT

Koauposanue nadopmanmum

ITporpammuas peannsaims K1acCHYeckux mugpos

N3yuenue peannsanyy Kiaccu4eckux mWndpos 3amensl 1 nepectanosku B nporpamme CrypTool uinm
aHasore.

Tema 3.2. CumMeTpHYHBIC
cUCTEMb! IIMDPOBAHUSA

Cojaepxxkanue y4edHOro MaTepuaJa

O6mme cBeneHus. CTpyKTypHast CXeMa CHMMETPHYHBIX KPHIITOIpahuyeCKUX CUCTEM

OreuecTBenHbie aaroputmbl Marma u Kysueunk u crangaptel TOCT P 34.12-2015 u TOCT P 34.13-2015.
Cummerpuunble anroput™bl DES, AES, rocT 28147-89, RC4

Temaruka npakru4ecKux 3aHATHH U J1a00OpaTOPHBIX padoT

W3ydeHne nporpaMmHoii peaau3aliy COBPEMEHHBIX CHMMETPHUHBIX 1H(POB

Tema 3.3. AcummeTpuuHbIe
CUCTEMBI IIN(POBAHUS

Coaepxanue yuedHoro matepuaia

Kpunrocucrems! ¢ 0TkpbiThiM KarouoM. Heobparumocts cuctem. CTpykTypHas cxema mndpoBaHusi ¢
OTKPBITHIM KJIIOYOM.

DJIEMEHTBI TEOPUH YHCeIl B KpHITOTPaGUH ¢ OTKPHITHIM KIIOYOM.

TemaTuka NpaKTHYCCKUX 3aHATHI H J1a00paTOPHBIX padoT

anMCHCHHC pasinuHbLIX ACHMMETPUYHBIX AJITOPUTMOB.

H3zyuenune nporpaMmHoii peaau3alyy aCHMMETPUYHOro anroputma RSA

Tema 3.4.
AyTeHTH(HUKALIMS JaHHBIX.
DNIeKTPOHHAS OITUCH

Conepxkanue yueOHOI 0 MaTepuaia

Ayrentudukanus nannpix. O6ume nonarus. 1. MAC. OnnonanpasieHHbIe Xenl-)YHKIHH. AJITOPUTMBI
1M pOBOHA NOANUCH

TemaTnka NPpaKTHYECKUX 3aHATHI M 1200PaTOPHBIX padoT




IIpumenenye pasiuyHbIX (yHKIMI XCIIHPOBAHMS, AaHAIIH3 0COGEHHOCTEH Xemeid

IIpumenenue kpunrorpaguyeckux aTak Ha Xem-QyHKIHH.

M3y4enne nporpaMMHO-annapaTHIX CPEJICTB, PEaln3yIOUINX OCHOBHbIE ByHKIH D11

Tema 3.5. Anropurmel
oOMeHa Kitouei 1
NPOTOKOJIbI
ayTeHTU(UKAMK

Conepxanue yyebHoro marepuana

AJITOPHTMBI pacTpefieieHts KItoUeil ¢ IPUMEHEHHEM CHMMETPHYHBIX H aCHMMETPHYHBIX CXEM [TpoTokos
ayreHTH(ukaunn. Bzanmnas ayrentudurauns. OHOCTOPOHHSS ayTeHTHduKams

TemarTnxa npakTH4eCKHX 3aHATHI 1 1a60PATOPHBLIX paboT

IIpumenenne nporokona Anddu-Xemmmana ans oOMeHa Kio9aMu mndpoBanms.

W3yuenne npunumunoB paboThl MPOTOKOJIOB ayTEHTH(HHKALIMK C UCTIOTb30BAHHEM JIOBEPEHHOI CTOPOHbI Ha
npumepe nportokosa Kerberos.

Tema 3.6. Kpunrosammura
UHPOPMALINK B CETSX
nepeiaym JaHHbIX

Conepxanne yuedOHOro Mmarepuania

Abonentckoe mnpposanue. [lakeTnoe mupposanne. 3aumra HeHTpa IeHEepallMK KITIYeH.
Kpunromapuipyrusarop. IlakeTHsiit puiabTp

Kpunrorpaduueckas 3ammra 6eCipOBOAHBIX COCIMHCHUIT B CETAX crannapra 802.11 ¢ ucnonb3oBanuem
nporokonos WPA, WEP.

Tema 3.7. 3ammra
uHpopmaruu B
IEKTPOHHBIX TUIATEKHBIX
cucTemMax

Conepxanue yueOHOro marepuana

ITpunimbl GyHKUMOHMPOBAHNS YNEKTPOHHBIX ILIATEKHBIX CHCTEM. DIIEKTPOHHBIE MIACTHKOBbIC KapTbl.
llepconasbHblii WICHTHUKALHOHHBIN HOMED

lpivencue KpunTorpaguyecKuX NPOTOKOIOB /Ui 06ecIicYeHUs GE30MaCHOCTH YEKTPOHHOI KOMMEPIIH.

Temarnka npakTHYECKUX 3aHATHI H 1a00PATOPHLIX PadoT

Ilpuvenenne ayrenTndukaiiy no 0AHOpa3oBsIM naponsm. Peannzauns AITOPUTMOB CO3aHMS OJIHOPA30BBIX
napoJiei

Tema 3.8. KomnbrorepHas
creranorpadus

Conepxanue yae6HOro Mmarepuaia

CxpbiTas nepenaya HHOPMALHK B KOMIIBIOTEPHBIX cucTemax. [Ipo6iema ayTeHTH(HKALUN
MYJIbTHMENHHOM HHpOopMaLHHu. 3almuTa aBTOPCKHX 11paB.

Metonpl komibioTeproit creranorpadun. Liudposbie BoAsHbIC 3HAKH. AnropuTmel BcTpauBanus 1B3

Temarnka npakTudeckux 3ansiTHii B 1a00PATOPHBLIX PadoT

O630p ¥ cpaBHMTENIBHBIN aHAINM3 cymiecTByIoniero 110 s BcTpauBanus [1B3

Peannsaums npoctedmmx creranorpaguyeckux anropuTmMos

ITpumepHas TeMaTuKa caMOCTOSITEILHON PaboThl npu u3yyenun MJIK.02.02
1. Wcropwms passutus kpunrorpadguu

2. TlporpamMmHuas peanm3ains KJIacCHYECKUX IH(POB
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ONTHMHA3AIIS METOJIOB YaCTOTHOTO aHAJIM3a MOHOAI(GABHTHBIX MH(POB.
IlporpamMmHas peaiu3alns KJIacCH4ecKuX wuppos

MeTo/1bl MEXaHH3aUMK WHHPOBAHUS

[lnpposoe npeacTapieHne pasinaabx Gopm uHpopmanuu

AHaIN3 COBPEMEHHBIX CUMMETPUYHBIX KPHIITOAITOPUTMOB

AHa/IN3 COBPEMEHHBIX ACUMMETPHYHBIX KPUIITOAITOPUTMOB

9. Tlporpammias peaau3alus COBPEMEHHbIX KPHITOAIIOPUTMOB
10. CpaBHuTeNIbHBIN aHaKM3 ) YHKIHHE XCIINPOBAHHUA
11. Ayrentudukanms coodmeHuni

12. 3aKOHOAATEIBCTBO B 001ACTH KPUITOrpadUyecKoi 3aluThl HHpopMalmu

13. TlepcnekTHBHBIE HATIPaBJIEHUs KpUNTOrpadun

KoncyabTauumn 6
Ipomesxyrounas arTecranus no M/1K.02.02 6
M/IK 02.03 KoprniopaTusHasi 3a1u1a 0T BHYTPEHHUX YIPo3 HHPOPMAUNOHHOI He3011aCHOCTH
Tema 1. KopnopaTHuBHas 3alMTa 0T BHYTPEHHHX yIpo3 HHPOPMANIHOHHOH 0E30NACHOCTH
Tema 1.1. YcranoBKa, Conepxanue y4eOHOro MaTepuana 24
KoH(UTYypHpOBaHHC 1 Cerepoe okpykenne; CeTeBble IPOTOKOBI; 3HATh METO/IbI BLIABICHUS U IIOCTPOCHHUA MYTEH IBUKCHHUS
yoIpanesus. nidopmain B opragusaiiy; [I0JX0/bl K OCTPOCHUIO CETH M KAK CETEBbIC YCTPOHCTBA MOTYT ObITh
HEUCIIPABHOCTEH B CHCTEME | yacrpoeript 405 YGPEKTHBHOrO B3aUMOACHCTBHIs: THIlbl CeTEBbIX YCTPOHCTS; Pasznoobpasue onepanoHHbIX
KOPIIOPATUBHOM 3ALUMTBI OT | (jierens jix BO3MOKHOCTH € TOYKHM 3PEHHS HCTIO/IL30BAHMS 110/1b30BATENSMH U JUIS Pa3BEPTHIBAHNA KOMIOHCHT
BHYTPCHHHAX YIpO3 CHCTEM 3alIMTBI OT BHYTPEHHUX yrpo3; Ilporece BHIGOPa NOAXOASIIMX APaHBEPOB H NPOIPAMMHOTIO

obecrieyerus Ulsi pa3HbIX THIIOB aNapaTHIX CPE/ICTB U ONEPAIOHHBIX CHCTEM; Mepbl IPeI0CTOPOKHOCTH,

pPeKOMEH TyeMble K IPHHATHIO Nlepelt yeTanoBkoit 110 nan 0GHOBIEHHEM CHCTEMBI; JTarbl yCTaHOBKH

CHCTEMbB] KOPIIOPATHBHOM 3aILATHI OT BHYTPEHHHX YIPO3: OTJIMYMS Pa3IMUHBIX BEPCHH CUCTCM

KOPIIOPATHBHOM 3aIlMTh OT BHYTPEHHUX YIPO3; HA3HAYCHNE PasIHHBIX KOMIIOHEHT BEPCHH CHCTEM

KOPIIOPATHBHOM 3aIIMTHI OT BHYTPEHHHX YIPO3: TCXHOJIOIMH IPOrPAMMHON H aIIapaTHOH BUPTYyalu3alim;

TeMaTHKA NPAKTHYECKHX 3AHATHI M 1a00paTOPHBLIX padoT 22

KondurypupoBanue ceTeBoi HHPpaCTpyKTyphl

VeTanoBKa M HACTPOWKA CHCTEMbl KOPIOPATHBHOMN 3aLLIMThI

VimMuTaiins npolecca yreuku KoHGuaeHIHanbHoi nHbopmaliu

[loaroToBka oryera 1o OLCHKE pa6OTOCHOC06HOCTPl CUCTCMBbI




Tema 3.2. TexHonoruu Cojxepxanue y4edOHOro MaTepHajia

Buawbi pabor:

— IlpuMeHeHue NPOrPaMMHbIX M IIPOrPAMMHO-aNNapaTHEIX CPEACTB obecneyeHns MHPOPMALIMOHHOM O€301acHOCTH B
aBTOMATH3MPOBAHHBLIX CHCTEMAX

JIMArHOCTHKA, YCTpaHeHie 0TKa30B M obecneverne paboTocnocoOHOCTH NPOrPaMMHO-aINNapaTHbIX CPE/ICTB obecneyeHnsi HHHOPMALTMOHHON
0€3011aCHOCTH

Ouenka 3QPEeKTHBHOCTH IPUMEHAEMbIX IPOTPAMMHO-ANNApaTHBIX CPE/ICTB obecneuenus HHPOPMALMOHHOIN 6E3011aCHOCTH
CocTaBJIeHHE JOKYMCHTAIINH 10 y4eTy, 00paboTKe, XpaHCHHIO U 1iepe/iayc KOH(pUIACHIMAILHOH HHOpMALIH
Hcrionp30Banue POl PavMMHOro obecriedenus uis 00paboTku, XpaHeHus 1 nepeaaiu KOH(MIeHIHMAIBHON HH(OpMaLK

CocTaBAeHHEe MapLIPVTa 1 COCTAaBa NPOBE/ICHUS PA3IMYHBIX BU/IOB KOHTPOILHBIX TIPOBEPOK MPH ATTECTALNH 00BEKTOB.
[TOMEUICHHH, IIPOrPpamMMm, aIrOpUTMOB.

— VYcTpaHeHHe 3aMeuannii 1o pesyabraTtaM NpoBepKH

AHAIHM3 M COCTABICHIE HOPMATHBHBIX METOAMYECKUX AOKYMEHTOB 10 00ecreyenio HHPOPMaLMOHHOH 6€30MacHOCTH NPOrPAMMHO-
annapaTHBIMH CPEACTBAMH, ¢ YHETOM HOPMATHBHBIX NPABOBbIX AKTOB.
TpyMMCHCHHE MATEMATHUCCKIX METOIOB /U OLEHKH KauecTBa i BbIOOPA HaMIy4IIero NpOrpaMMHOTO CpeaCTBa

—  Mcnoab30BaHUEe TUIIOBBIX KpMﬂTOI’pa@M‘leCKMX CPEACTB XU METO/I0OB 3dlLMUThI MH(i)OPMauHH, B TOM 4YHUCJIC U SJIeKTPOHHOﬁ [OAITUCH

26
areHTCKOrO MOHMTOPHHIA " (hyykiiy areHTCKOTO MOBMTOPHHIa; OOILe HACTPOHKH CHCTEMBI aréHTCKOro MoHUTOpHHTa; Coe/iMHeHue ¢
LDAP-cepsepom u cuaxponusauus ¢ Active Directory; TlonuTHKn areHTCKOro MOHUTOPHHTA, 0COOEHHOCTH
ux HacTpoikn; OCOOEHHOCTH HACTPOEK CcOOBITUH areHTCKOr0 MOHUTOPUHTA; MeXaHU3Mbl JIMAarHOCTHKH
areHTa, MOJAXO0b! K 3allIUTE areHTa.
TemaTHKAa NPAKTHYECKHX 3aHSITHI M J1a00paTOPHBIX padoT 24
MexaHu3Mbl paboThl areHTCKOr0 MOHUTOPHHTA
Pa3paGoTka M NPUMEHEHHE MONMTHK areHTCKOIO MOHMTOPUHIA JUisi pabOThI C HOCHTENISAMHY 1 yCTPOHCTBAMHU
| Pa3paboTka ¥ NpUMEHEHME NMOAMTHK ar€HTCKOroO MOHUTOPHHIA JUIA pabotsi ¢ daiinamu
L
| PaboTa ¢ HCKIIIOYEHHSIMH
IIpuMepHbIe BH/IbI CAMOCTOATEILHONH Pab0ThI NPH H3YYEHUH pa3jena 2 moayast 20
CucremaTnyeckas IpopadoTka KOHCIIEKTOB 3aHATHH, y4eOHOM 1 CrieinanbHOM TeXHUYECKOH JIMTepaTyph! (10 BOIpocam K naparpadam,
raaBaM yueGHbIX N0COOMIL, COCTABICHHBIM NPENOAaBaTesieM)
TTOArOTOBKA K NPAKTHYECKHM paboTaM ¢ HCIIONL30BAHAEM METOANYECKHX PEKOMEH Il Npenozasaress, odopmiienne 1abopaTopHO-
NPaKTHYECKUX paboT, OTUCTOB K MX 3aLIMTE.
KoHcyabTanuu 6
Ipomesxkyrounas arrecrauus no MJIK.02.03 6
VyeOuasi NPpaKTHKA pasjiena 2 MOayJis 108

IpoussoacrBennas npaxtuka no IMM.02

180




Buawbi pabor

— AHAnM3 NPUHIMIOB NIOCTPOCHMS CHCTEM HH(POPMALMOHHOH 3aIMThI MPOM3BOJCTBEHHBIX NOApa3/Ie/ICHHHM.

— TexHHUECKas SKCIUTyaTallisl IEMEHTOB IPOrPAMMHO¥ 1 anapaTHOH 3alMThl aBTOMATH3UPOBAHHON CHCTEMBI.

— VyacTue B AMArHOCTHPOBAHMHU, YCTPAHEHHH OTKA30B M 00eCneyeHIH paboTOCIIOCOOHOCTH NPOIPAMMHO-ANNAPATHBIX CPE/ICTB
obecriedenns HHGOPMALIMOHHOH 6E30MaCHOCTH;

— AHanu3 YPHEKTHBHOCTH IPUMEHSIEMBIX IIPOrPAMMHO-AIINAPATHRIX CPEACTE obecricucHus MHGOPMAITMOHHOM OE30MacHOCTH B

CTPYKTYPHOM 110/Ipa3/IeNeHNH

— VyacTtue B obecrieyeHun ydera, 00paboTKH, XpaHEHUA U NIepeiain koH (U IeHIIHAIbHON HHOpMALUH

— IIpuMeHEeHNE HOPMATHBHBIX [IPABOBBIX AKTOB, HOPMATHBHBIX MCTOMYCCKHX JIOKYMEHTOB 110 00eCIIeYeHUI0 HHPOPMALIHOHHOM
6e3011aCHOCTH PO PAMMHO-ANMAPATHBIMK CPEACTBAMM NPH BLITIONIHEHHH 3314 NPAKTHKH.

KpaanduKauuoHHbIil IK3aMeH 10 NpopeccHOHANLHOMY MOY. 110

12

Bceero:

838




4. YCJIOBUSI PEAJIU3ALIMU ITPO®ECCUOHAJIBHOI'O MOAY /IS

4.1 TpeboBanusi K MUHHMAJIBHOMY MaTEPHAIBLHO-TEXHUHECKOMY oOecrneYeHuIo

Peanusatis MPOrPaMMBbl PEATIONATaeT HATMUKE yUeOHBIX KaOMHETOB — JIEKLIMOHHbBIE aYJIHTOPUH
¢ MyJIbTUMEHITHBIM 060PYI0BaHHEM; 1a00PATOPHH «[IporpaMMHbIX ¥ IIPOrpaMMHO-aInapaTHeIX
cpescTB obecriedenus HHPOPMALMOHHO 6€30MacHOCTHY.

O6opynoBanyne yueGHOro kabuHera u paboumx MecT KaOuHera — JIGKUMOHHAS ayJANTOpHS:
nocajoyHeix mect - 30, palGovee MecTO MpernojaBaTeis, MPOCKTOP, MEPCOHAIbHBIA  KOMITBIOTEP,
KOMILJIGKT MpPe3eHTaLM.

O6opynopanue nadoparopun «[1porpaMMHBIX U IPOrPaMMHO-ANNAPaTHLIX CPEACTB ofecrieueHus
nH(OPMALMOHHOI 6E30MacHOCTH» 1 padoUHX MCECT nabopaTopHH:

— paboume MecTa CTYJACHTOB, 000PY/I0BAHHBIC ICPCOHATBHBIMHI KOMIIBIOTCPAMH;

— nabopaTopHbic y4eOHBIC MAKCThI;

— pabouee MeCTO npernojaBaress:

~ yueGHO-MeTO1uecKoe obecrieueHne MOAYJIs,

— MHTEPAKTHUBHAs 0CKA, KOMILIEKT PE3eHTALIN;

— AHTHUBMPYCHBIE MPOrPAMMHbIC KOMIUICKCHI;

— I[pOrpaMMHO-aNTapaTHbIC CPEICTBA 3aTBl HH(MOPMAIHK OT HCJI. GI0OKUpOBKH JIOCTYTIA |

HapyLIeHs 1eJOCTHOCTH;

— [IpOrpaMMHbIE M IIPOrpaMMHO-aNapaTHbIe CPEICTBA oGHapy KeHus aTak (BTOPIKEHHI), IOUCKA

yA3BUMOCTEH

— Cpe/ICTBA YHMUTOXKEHHs OCTATOUHO#H MHPOPMALMK B 3aIOMHHAIOLINX YCTPOHCTBAX;

— NpOrpamMMHbIE CPECTBA KPUNTOrpaduyeckoi 3alnThl nH(pOpMALMH.

3.2. Uudopmaunonnoe obecnevenue o0yieHus
3.2.1 OcHOBHBIE NEYATHBIEC HCTOYHHKH!
I. Bapuues C.I'., T'onuapos B.B., Cepo P.E. OcHosbi coBpemenHoil  kpunrorpadum: yued.

[Mocobue. — M.: opsuas auuus — Tenexkom, 2017.- 175 c.

2. Jlywkun A.B., bapcykos O.M., Kpasios E.B.. Cnasuos K.B. [lporpammuo-annapaTHble
cpeacTBa obecrieuenusi MHPOPMALMOHHOI] 6esonachoctu: yueb. ITocobue. — M.: [opsauas nunus -
Tenekom, 2016.- 248 c.

3. Hosukos B.K. Opranusainontoe u npaBoBoe obecreueHmne nHpopmalmonHoit 6esonacHocru: B
2-x wactsax. Yacts 1. IIpasosoe obecnedenne HHGOPMALMOHHOI OE30MaCHOCTH: yue6. Ilocobue. — M.:
MMUIT, 2013. - 184 c.

4. Hosukos B.K. OprannsaitioHHOe 1 MpaBoBoe odecreyeHne nrdopMaloHHOi OezonacHocTr: B
2-x yacTax. Yactb 2. Oprani3alioHHOE 00CCTICUCHUE MHAOPMALIMOHHOM Ge30MmacHoCTH: yuel. nocodue.
—~M.: MU3T, 2013. - 172 c.

5.  OpraHu3alnHOHHO-IPaBOBOE OOeCneYeHHe uHpOpMALMOHHON Ge3omacHocTH: y4eb. nocodbue s
Ty yupexkaenuii cpes. npod. obpasosanus/ E.b. beios, B.H. Ipsxeropannckuii. — M.: U3naresnbcknii
LeHTp «AKkagemusi», 2017. — 336¢

6. Wsanos M.A., Uyryukos W.B. Kpunrorpapuueckue METOAbI 3alIUThI uHdopmarn B
KOMITHIOTCPHBIX CHCTEMaxX M ceTax. YuebHoe nocodue - Mocksa; MU®I, 2012.- 400 ¢. PckoMeH10BaHO
YMO «SlaepHble (usnka u TEXHOIOIHM» B KAYCCTBC yueOHOro nocoOus JIsi CTY/ACHTOB BbICIIMX
y4cOHBIX 3aBCACHMH.

7. Andépos A.IL, 3y6os A.10., Kysemun A.C., Hepemyuikut A.B. Ocnosbl kpunrorpadun (y4ed-
noe mocobue). - M.: I'enmmoc APB, 2005. — rpud Munncrepcrsa obpazosanus PP 1o rpynne
CrelMaIbHOCTEH B 001acTH HHPOPMAIIMOHHO#H 0€301MacHOCTH



8. Menbnukos B.I1., Kneiimenos C.A., [Terpako A.M.: Mupopmaunonnas 6e301acHOCTb M 3aLUTa
uHpopmamu M.: Akagemus, - 336 c. —2012

9. [Mansrun B.®. 3aumra napopmauny B KOMIBLIOTEPHBIX cuctemax u cetsx Msu-so: JIMK Tlpecc,
- 2012

10. Karopun 1O.®., Pasymosckuii A.B., Cnupak A.M. 3ammra nHOpMalMM TEXHUYECKUMH
cpencrBamu: Yuebnoe nocodue / [Toa pepakuueii F0.d. Karopuna — CI16: HUY UTMO, 2012. - 416 c.

3.2.2. JIonoJHUTEAbHBIE MeYATHbIE HCTOYHUKM:
1. Tloropenos B.A., Caukos B.H. (pex.). CnoBapp kpunrorpaduueckux TepMHHOB. - M.:

MLIHMO, 2006. Cnosapb kpuntorpadudeckux tepmunos. [lox pea. b.A. [Toropenosa u B.H. Caukosa.
—M.: MITHMO, 2006 r

2. ®enepanbhbiii 3ak0H 0T 27 uronsg 2006 r. Ne 149-03 «O6 undopmaunu, nHGOPMaLMOHHBIX
TEXHOJIOTHSX U O 3aluTe HHPOPMALIUI,

3. ®enepanbubpiii 3ak0H 0T 27 urosist 2006 r. Ne 152-D3 «O nepcoHalbHBIX JaHHBIX).

4.  ®enepanbHbiit 3akoH o1 27 aexabps 2002 r. N 184-D3 «O TeXHUUECKOM PeryiInpoBaHumn).

5. ®cacpanbHbiii 3akoH o1 4 mast 2011 1. No 99-03 «O AUUCH3UPOBAHUH OT/IC/IBHBIX BHI0B
JAEATEbHOCTH Y.

6. ®Deacpanbbiit 3akon o1 30 aekabps 2001 r. Ne 195-03 «Koaeke Poccuiickoit deaepaunn 06
A/IMMHUCTPATHUBHbBIX PABOHAPYLLIECHUAX Y.

7. VYka3 Ilpesupenta Poccuiickoit @enepauuu or 16 asrycra 2004 r. Ne 1085 «Bompocsl
DdenepanbHOM CrTyKOBI 10 TEXHUYECKOMY ¥ SKCTIOPTHOMY KOHTPOIIIO.

8. VYka3 IlpesuacHra Poccniickoit ®@enepauuu or 6 mapra 1997 r. Ne 188 «O06 yrBepx/icHuH
MepeyHs CBeICHUI KOH(DHUICHINATBHOTO XapakTepay.

9. Vka3 [pesuacnra Poceniickoii deaepaunn ot 17 mapra 2008 r. Ne 351 «O mepax no obecneucHuio
nrdopmaumonHoit  GezonacHoctn  Poccewiickolt  MDenepauny  npu MCNOIBL30BaHMM  MH(OPMALIMOHHO-
TCIICKOMMYHHKAIIMOHHBIX CCTCH MEXKIYHAPOIHOTO HHPOPMALIHOHHOTO 0OMEHa.

10. TTonoxkenue o cepTudUKALUK CPEACTB 3aILMThl MHOOPMALMK. YTBEPKIEHO MOCTAHOBIECHHEM
[IpaButenscrBa Poccuiickoii deneparun ot 26 urons 1995 1. Ne 608,

I1. CoctaB u cojaepKkaH1e OPraHU3allMOHHbBIX U TEXHHYECKHX Mep no oldecnedeHuio 06€30nacHoCcTH
MepPCOHAIbHBIX JAHHBIX IpH HX 00paboTke B MH(OPMALMOHHBLIX CHCTEMAX HNEPCOHAJbHBIX aHHBIX.
Vrepxaensl npukazom GCTOK Poceun ot 18 despans 2013 1. Ne 21,

12.  Mepsb! 3ammThl HHGOPMALIMK B IOCYJaPCTBEHHBIX MHPOPMALMOHHBIX CHCTEMaX. Y TBEP/K/IEHbI
®CTOIK Pocenn 11 derpansa 2014 1.

13.  Aamunucrparusupii pernament PCTOK Poceuu 1o npenocraBieHHIo rocyaapCTBEHHOM
YCIYTH 110 JIMUEH3UPOBAHHIO JICATETLHOCTH 110 TEXHUUECKOH 3ammTe KoH(GuIeHIManbHOH nH(GopMauH.
Vreepxaen npukazom GCTOK Pocenn ot 12 nrons 2012 r. Ne 83.

14.  AamunuctpatuBsblii pernament OCTOK Poccum 1o mpenocraBieHuio ToCyAapCTBEHHOM
YCAYTH [0 JIMLEH3MPOBAHHUIO JIEATeNbHOCTH 110 pa3paboTKe W MNPOU3BOACTBY CPEACTB  3alUUThI
koHMUAeHIMaIbHOM uHpopMarmn. YrBepxkaeH npukazom PCTIOK Poceun ot 12 uronsa 2012 r. Ne 84,

15. Creunanbupie TpeGOBaHUS M PEKOMEHJAALMM MO TEXHWYECKOH 3almTe KOH(pHACHIMAILHONH
uHpopmaunu (CTP-K). Yreepxaens npukazom ['ocrexkomucenu Poccun
ot 30 aBrycta 2002 r. Ne 282.

16. TpeGoBanusi o 3awmre HMHGOPMALMK, HE COCTABAAIONUIEH rOCYAapCTBEHHYI  TaWHY,
COZIePIKALLCHCS B rOCY/AapCTBEHHBIX MH(POPMALMOHHBIX cucTemax. Yreepxienbl npukazom GCTIK
Poccun ot 11 pepans 2013 r. Ne 17.

17. TpeGosauus o sammTe MHPOPMALIMN, COJACPKAILIEHCH B MHPOPMALIMOHHBIX cHcTeMax 00LIero
nonb3oBanus. YreepxkacHbl npukazamu ®Ch Poccun u ®CTOK Pocenn



ot 31 aBrycra 2010 r. Ne 416/489.

18. TpebGosanus k cucrteMaM oOHapyKeHUst BropkeHuit. Y eepixkaensl npukazom GCTIK Poccun
ot 6 nexabps 2011 r. No 638.

19. PykoBojsmmii  A0KYMCHT. ['comH(OPMAIMOHHBIC ~CHCTCMbI.  3ammTa  WHpOPMALUH  OT
HECAHKLMOHMPOBAHHOTO focTyna. TpeGoanns no sawmre nudopmanun. Yreepaaen GCTIK Poccnm,
2008.

20. PykoBOasuMil JOKYMEHT. 3aunTa OT HECAHKLIMOHMPOBAHHOTO J0cTyna K nHdopmaumu. Hacts
2. [Ilporpammuoc oOccricucHue 0a30BBIX CHCTEM BBOJA-BBIBOJA  IIEPCOHAIBHBIX  JJICKTPOHHO-
BBIYMCITHTEBHBIX MariuH, KiraccuuKaums 1o ypoBHIO KOHTPOJIS OTCYTCTBHMSA HEIEKJIapUPOBAHHBIX
BozmoskHocTel. YTeprkaeH PCTOK Poccun 10 okrabpsa 2007 r.

21. Tlpukaz ®AIICH npu [lpesnnente Poceniickoit ®eaepanyn ot 13 nrons 2001 .

No 152 «O6 yrBep)KACHMHM HHCTPYKLHH 00 OpraHuszauuu M oOecriedcHUM O€30MaCHOCTH XPaHCHMS,
00paboTKK M [epejaun [0 KaHajlaM CBS3M C MCIOJIL30BAHMEM CPEACTB KPUITOrpapuyYeCKOH 3allUThI
MH(OPMALIMK C OrPAHHYEHHBIM JIOCTYNOM, HE COAEPIKALLEH CBEACHHIT, COCTAB/IAIOUIMX FOCYAaPCTBEHHYIO
TalHy».

22. Tlpukas ®CB Poccun ot 9 depans 2005 r. Ne 66 «O6 yrsepxaennn [Tonoxenus o paspaborke,
POM3BOACTBE, pealn3allMin M IKCrayaTaunu Wu@poBaibHbIX (KpUNTOrpaguuecKknx) CpeiCTB 3allUThl
UHpOpMaALUUY,

23. TOCT P WUCO/M3K 13335-1-2006 WHdPopmaumoHHas TexHonorma. MeToabl W cpeacTsa
obecneyeHns 6esonacHoctn. Yacte 1. KoHuenuua wn  moaenn MmeHemgxmeHTa ©HesonacHoCTH
MHOOPMALMOHHbBIX M TENEKOMMYHUKALMOHHbIX TEXHONOTUH

24. TOCT P UCO/M3K TO 13335-3-2007 UHdopmaumoHHaa TexHonorna. Metoapl U cpeacTsa
obecrneyeHunn 6esonacHocTh. Yactb 3. MeTtodpl MmeHemKmeHTa 6e30nacHOCTM WMHPOPMALMOHHbIX
TEeXHONOrnM

25. TOCT P UCO/M3K TO 13335-4-2007 WHpopmaumoHHaa TexHonorma. Metoabl u cpeactsa
obecneveHuns besonacHocTh. YacTb 4. Bbibop 3aWMUTHBIX mep

26. [OCT P UCO/M3K TO 13335-5-2006 WHpopmaumoHHaa TexHonorma. Metoabl M cpeactsa
obecneyeHuns BesonacHoCTU. YacTb 5. PyKOBOACTBO NO MeHeAXMeHTy 6e30nacHocTn cetu

27. TOCT P WMCO/M3K 17799-2005 WHbopmaumoHHasa TexHonorua. [lpaktuyeckue npasuna
ynpasneHma HbopmauoHHON 6e30nacHoOCTbIO

28. TOCT P WUCO/M3K 15408-1-2008 WHPopmaumoHHas TexHonorma. MeTtoabl W cpeacTsa
obecneyeHmna 6e3onacHocTU. Kputepun oueHkn 6e30nacHOCTM MHGOPMALMOHHbIX TeXHONOTMIA. HacTb 1.
BeeaeHune n obuan moaenb

29. TOCT P WUCO/M3K 15408-2-2008 WHbopmaumoHHasa TexHonoruna. Metoabl W cpeactsa
obecneyeHna 6es3onacHocTv. Kputepum oueHkn 6e3onacHOCT MHPOPMALLUMOHHBIX TEXHONOTUIA. HYacTb 2.
®yHKUMOHaNbHble TpeboBaHuA HesonacHoCTK

30. FOCT P WMCO/M3K 15408-3-2008 WHbopmaumoHHaa TexHonorma. MeTtoabl # cpeactsa
obecneyeHna besonacHoCcTH. Kputepun oLeHKn 6e30nacHOCTU MHPOPMALIMOHHBIX TEXHONOTUIA. HacTb 3.
TpeboBaHua posepua K 6esonacHoCTU

31. FOCT P 34.10-2001. "WHdopmaumoHHaa TexHonorua. Kpuntorpaduyeckaa 3awmra
nHdpopmaumu. Npoueccol GoOpMUPOBAHUA N NPOBEPKMA INEKTPOHHO Lindposoit nognmcn'”

32. TOCT P 34-11-94. "MHbopmaumoHHan TexHonorua. Kpuntorpaduueckan 3awmra nHGopmaumu.
DyHKUMA XawmnposaHus"

33, TOCT P 50922-2006 3awwmra wHpopmaurn. OCHOBHBIC TCPMHUHBLI W ONPEACICHUS.
Pocrexperynuposanne, 2000.



34. TOCT P 52069.0-2013 3ammra nndopmauun. Cucrema cranaaptoB. OCHOBHBIE MOTOKEHHS.
Poccranmapr, 2013.

35. TOCT P 51583-2014 3aumra nrdopmannn. [Topsiok co3ganus aBTOMaTH3MPOBAHHEIX CHCTEM
B 3alMIICHHOM HerosreHnn, Oume nonoxkenus. Poccrannapt, 2014.

36. TOCT P 51624-2000 3awmra nudopmaruy. ABTOMATH3HPOBAHHBIC CHCTCMbI B 3aLLMLICHHOM
penonuenuu. O6iwe tpeGosanus. ['oceranaapr Pocenn, 2000.

37. TOCT P 51275-2006 3aumra wundopmauun. OObekt uHpopmarnsaunn. DakTopsl,
BO3/ICHCTBYIONIME Ha HHpopMaLiio. OGIIHME MOI0KCHHA. POCTCXperympoBanue, 2006.

38. TOCT P 52447-2005 3aumra nadgopmarmn. TeXHUKA 3aMTE HHGOPMALIIH.

HomeHknaTypa nokasarcicii kauectsa, PoctexperyinpoBanuc, 2005.

39. TOCT P 50543-93 Koucrpykumu GaszoBbie Hecymue. Cpeacrsa BBIYMCIIUTEIbHOM TEXHHUKH.
TpeGoBanus 10 0GCCICUCHHUIO 3alllUThl HHPOPMALKMH U 3JCKTPOMArHUTHOH COBMECTUMOCTH MCTOIOM
skpanupoBanus. ['occrannapt Poccun, 1993.

40. TOCT P 56103-2014 3awmra uHdopmaunt. ABTOMATH3UPOBAHHBIC CHCTEMbl B 3aLLMILCHHOM
ycrionHennd. OpraHuzalusi ¥ colepkaHue paboT 1Mo 3alMTe OT MPCAHAMEPCHHBIX  CHIOBBIX
3NeKTPOMArHUTHBIX BO3/eHCTBHI. OOLHE MOTOKEHU. Poccrannapr, 2014,

41. TOCT P 56115-2014 3awmra unpopmauny. ABTOMaTH3HPOBAHHBIC CHMCTEMbI B 3aLLMLICHHOM
ucnonHenun. CpeacTBa 3alMTbl OT NPEAHAMEPEHHbIX CHIOBbIX HIEKTPOMArHUTHbIX BO3/EHCTBUH.
O6ume tpebosanus. Pocctannapt, 2014.

42 TOCT P UCO/MDK 15408-1-2012 HnudopmaunonHas TtexHosorns. Merogbl U CpeacTBa
obecrieyenns GezonacHocTH. Kpurepuu oneHKH 6e30macHOCTH HHPOPMAIHOHHBIX TexHosorui, Yacrs 1.
Beesenue u obuas Moaen. Poceranaapr, 2012,

43, TOCT P UCO/MDIK 15408-2-2013 HupopmaioHHas TexHOMorus. Meroabl M CpeacTBa
oGecrieuenns GezonacHocTn. Kputepnu oleHkn 6e301acHoCTH HHPOPMALMOHHBIX TEXHOTOTH. Yacrs 2.
OyHKuMoHaNbHbe TpeGoBaHus —Ge3onacHOCTH  (IPAMOE  NPUMEHEHHE ISO/IEC  15408-2:2008).
Poccranpapt, 2013.

44, MeToauKa ONPE/ICICHHS aKTYaJIbHBIX YTpo3 Oe30MacHOCTH TMEPCOHATBHBIX JAHHBIX IIPH HX
obpaborke B WHPOPMALMOHHBIX CHCTEMAX TEPCOHATBHBIX JAHHBIX. Vreepkaena ®CTOK Pocenn 14
¢espans 2008 r.

45. COOpHHUK BPEMEHHbIX METOAMK OLCHKH 3aLIMIICHHOCTH KOH(MACHIMAIBHOW MHpOpMALIMK OT
YTEUKH 110 TEXHMYECKUM KaHanaM. YTBepxk/eH I ocrexkomuccuei Poceun, 2002.

46. TOCT P 50922-2006 3ammra wuHdopmaunn. OCHOBHbIC TEPMUHBI W ONPEAC/ICHHS.
Poctexperynuposanne, 2006.

47. TOCT P 51275-2006 3ammrta wundopmaunn. OGbekt uHpopmarnsauni.  DakTopsl,
BO3/CHCTBYIOWME HA HH(OPMaLni0. OOLLHC NOJIOKCHHS. Pocrexperyinposatne, 2006.

48. COOpHMK BPEMEHHBIX METOAMK OLUCHKH 3aLIMLICHHOCTH KOH(pHAEHIMAILHONH MHpOpMalinK1 OT
YTEUKH 110 TEXHHYECKMM KaHajaam. Y TBEpKIICH [ocrexkomuccueii Poceun, 2002.

49. TpebGosanuus o 3ammure HHMOpMALMH, HE COCTABAAIONIEH TOCY/IApPCTBEHHYIO — TalHY,
cozepKameiics B rocyapcTBCHHBIX HH(POPMAIMOHHBIX CHCTCMAX. VreepskacHsl npukazom GCTIOK
Poccun ot 11 despans 2013 . Ne 17.

50. Mepbi 3amnThl HHGOPMALHH B FOCYAAPCTBCHHBIX HHPOPMALMOHHBIX CHCTEMAX. Y TBEP/K/ICHbI
DCTIK Pocenn 11 despans 2014 r.

51, MeTojuueckue PEKOMEHJALMA 110 TEXHMYECKOil samre HHPOPMALMH, COCTABJISIIOLLEH
KoMMepueckyio Taiiny. Y reepxkaens PCTOK Pocenn 25 nexabps 2006 r.

B) mporpammHoe obecreyeHue: CneHaIn3npoBaHHoOe NpOrpaMmMHoe obecneueHune s NPOBEPKH
JAIMIIEHHOCTH TIOMEIIeHHH OT yTedkH HH(OPMALMK 10 aKyCTHYECKOMY M BHOPOAKyCTHHYECKOMY
KaHAIaM, CIIELHAIbHBIX HCCIIE0BAHMI CPEICTB BbIYMCIIMTEILHOM TeXHUKH;



r) 6aszbl  JAaHHbIX, WH(POPMALMOHHO-CIIPABOYHBIE M TMOMCKOBBIE CHCTeMbL: Www.fstec.ru;
www.gost.ru/wps/portal/tk362.

3.2.3. Tlepnoanueckue U3 JaHUA:
1. Chip/Yun: JKypHain 0O KOMMBIOTCPHOH TEXHMKE JUis TPO(QCCCHOHAIOB M OMBITHBIX

0J1b30BATENCH;

2. 3ammra undopmannn. Mucaiin: MuopMaoHHO-METOANYECKHI JKypHAT

3. Uudopmanuonnas 6e30nacHOCTb PernoHoB: HayuHo-npakTuiyecknil ;ypHai

4. Bomnpocsl kubGepOesonacHocTH. HayuHbii, nepuoanucckuil, HHGOPMaMOHHO-MCTOANYCCKHUT
KypHan ¢ Gasooil  cneumanusaumeit B obmactm  mHbopmaumonnoi  GesomacHoctn..  URL:
http://cyberrus.com/

5. BesonacHOCTh MHPOPMALMOHHBIX TeXHOMOTHiA. [Tepnoanyeckuil peueH3npyeMbiii HayuHBbIH
Kypuan HUAY MUOW. URL: http://bit.mephi.ru/

3.2.4. DiIeKTPOHHbIE HCTOYHUKH:

. ®denepanpuas cayxkba no TexHuueckomy M dkcnoptHomy kontpomo (PCTIK Poceun)
www.fstec.ru

2. UudopmaluuoHHO-CIIPABOYHAS CHCTEMA 0 JOKYMEHTaM B 00JaCTH TEXHMYECKOW 3allNThI
nHGopmamu www.fstec.ru

3. OG6pasoBaTesibHbIe TOPTANBI 10 PA3TUYHBIM  HANIPABJICHUAM OOpA30BAHWS W TeMaTHKE
http://depobr.gov35.ru/

4. Cnpasouno-npasosas cucrema «Koncynbrant [Lioc» www.consultant.ru
CnpaBo4Ho-rpaBoBas cucteMa «lapanT» » www.garant.ru
Ddenepanbublil nopran «Poceuniickoe odbpasosanue www.edu.ru
MenepanbHblil mpaBoBoii mopran «fOpuauyeckas Poccus» hitp://www.law.edu.ru/

Q0! 51 (Y ©h

Poccuiicknii Gnomerprueckmii moprain www.biometrics.ru

9. ®caepanbhpiii - nopran  «MHpOpPMALMOHHO-  KOMMYHHMKAlMOHHBIC — TCXHOJIOIMH B
oOpazosanuu» htpp\\:www.ict.edu.ru

10. Caiit Hayunoii snekrpontoit 6nbmuorexn www.elibrary.ru



4.4. Kaaposoe obecnevyenue 00pa3oBare/bHOI0 npouecca

TpeGopanua K KBalM(UKALMK [1€1arOTMUECKUX KaapoB, 00ecrneuHBaiomuX oOyuenue no M/IK:

- HQJMYHE BHICIIEro NpodeccHOHATbHOr0 00pa3oBaHMs M0 HAMPABICHUIO, COOTBETCTBYIOLIEMY
npopuao  Moayns 3ammrta MHGOPMALMM B ABTOMATH3MPOBAHHBIX CHCTEMAX MPOrpaMMHBIMH  H
IPOrpaMMHO-AMIIAPATHBIMH  CPEJCTBAMA - ONBIT JEATEIbHOCTH B OpraHd3alMsiX COOTBETCTBYIOLIEH
npogeccuoHanbHO chepsl;

- IpenojaBatesv JOMKHBI MPOXOIHThL CTAKMPOBKY B MPOQHMILHBIX OPraHM3alMAX HE peke
OJHOTO pa3a B 3 roja.

TpeGopauus K KBaaM(UKALKK NEIArOMHYECKMX KaipOB, 0OECHCUMBAIOUIMX [IPOBEICHNE [13.
y4COHON NPAKTHKH:

-HAJTMYME BBICIIEro MpopeccHOHaIbHOro 00pa3oBaHMs [0 HANPABICHWIO, COOTBETCTBYIOLLIEMY
npopuao Moayas 3ammra WHGOPMALMM B ABTOMATH3MPOBAHHBIX CHCTEMAX MPOrPaMMHBIMH M
MPOrpaMMHO-aMnapaTHbIMK CPEACTBAMH;

- OIBIT AEATENLHOCTH B OPraHU3aLMAX COOTBETCTBYIOMIEH NPO(eccHOHalbHOI chepsl;

- TpeNoAABaTe/M 0KHBI [POXOIUTH CTAXMPOBKY B NPOQUIIBHBIX OPraHW3alMAX HC PCKe
O/IHOro pasa B 3 roja.



5. KOHTPOJIb U ONEHKA PE3YJIbTATOB OCBOEHUAA
NPO®ECCUOHAJIBHOT'O MOYJIs1
(BUJIA NPO®ECCUOHAJIBHOU TEATEJIBHOCTH)

Ko n HanmeHoBaHue
npoeccuoHanbHbIX U
00IIMX KOMIIETEHLUH,
(opMupyembie B paMKax
MO/YJ1s1

Kpurepnn oLeHKH

MeToabl OLIEHKH

1K 2.1. OcyuiecTBisTh
YCTAHOBKY M HACTPOIKY
OT/EJIbHbBIX
MPOrpaMMHbBIX,
MpOrpaMMHO-
annapaTHbIX CPeICTB
3aIUUThI HHPOPMALIMH,

JleMOHCTpHPOBATH YMEHHS U
MPaKTHYECKUE HABLIKH B
yCTaHOBKE M HAaCTPOiKe
OT/IEIbHBIX MPOrPAMMHbIX,
[POrpPaMMHO-anmnapaTHbIX
CPEACTB 3aLMThl
nHpopmarn

TeCTHPOBAHUE,

HK3AMCH KBaIM(PUKALIMOHHbII,
skcriepTHoe Habuo/ieHne
BBITIOJHEH S 1a00PAaTOPHbBIX
pador,

sKcriepTHOe HabI0AeH e
BBITIOJIHCHHUS [TPAKTHYECKHUX
pabor,

OLICHKA PeleHns
CHTYALlMOHHBIX 3a/1a4,
OLIEHKa Mpouecca u
Pe3yJabTAaTOB BbIMOJIHEHMS
BU10B paboT Ha IPaKTHKE

[1K 2.2. OGecneunBaTh
3aUTy HHPOPMALIUK B
aBTOMATU3MPOBAHHbIX
cHcTeMax OTAEbHBIMH
NPOrpaMMHbBIMH,
[IPOrpaMMHO-
anmnapaTHbIMH
CPEeACTBAMM.

JleMOHCTpUPOBATh 3HAHUSA
yMeHHUs B 00ecrneueHnu
3alMThl MHGOPMaLUK B
aBTOMATH3UPOBAHHBIX
CHCTEMAX OT/ICJIbHBIMH
[IPOrpaMMHBIMH,
[POrpaMMHO-arnnapaTHbIMH
CpeacTBaMH

TECTHPOBAHUE,

9K3aMeH KBaIU(PUKALMOHHbIH,
9KCIepTHOE HAOIII0/IeHH e
BBITIOJIHEHH S J1a00PATOPHBIX
pabor,

sKcrepTHoe Halulto/1eHHe
BBITIOJIHEHUS [TPAKTHYECKHX
pador,

OLICHKA PCILCHUS
CHTYALIMOHHBIX 3a/1au,
OLIEHKA Mpouecea 1
pe3yJIbTaTOB BbINOJHECHHUS
BUJIOB padOT Ha NPaKTHKE

[TK 2.3. OcytuecTsisTh
TeCTHPOBAaHHE QYHKIUH
OT/ICNbHBIX
IPOrPAMMHBIX U
MpOrpaMMHO-
arnmapaTHBIX CPE/ICTB
3alUTBl KHPOPMALIHH,

BrinosnHenwe repedns pabort
[10 TCCTHPOBAHUIO (YHKIIUH
OTACJbHbBIX MPOrPaMMHBIX U
IPOrpaMMHO-aNIapaTHbIX
CPEJICTB 3allHThI
nHpopmaIn

TECTUPOBAHMNE,

9K3aMCH KBaTH(PUKALMOHHBIH,
IKCrepTHOE HAOII0IeHHE
BBITTOJIHEHUS JTAGOPAaTOPHBIX
pador,

IKCTIEPTHOE HAOIII0/IeHNE
BBITIOJIHCHUS TTPAKTHYCCKUX
pador,

OLICHKA peLIeHHs
CUTYALIMOHHBIX 3a/1au,
OlICHKA fpouecca 1
Pe3yJIbTaTOB BHITIOJHEHWS
BH/10B paboT Ha IpaKTHKE




[1K 2.4. OcyecTBasTh
00paboTKy, XpaHEeHHE U
nepeaavy uHpopmannn
OI'PaAaHUYEHHOTO J10CTYIIA.

[TposiBiIsITH 3HAHWS, HABBIKK H
yMeHHs B 00paboTKe,
XPaHCHHH U TIepe/iauc
MH(pOPMALK OTPAHUYEHHOTO
aocryna

TECTHPOBAHHKE,

9K3aMEH KBaTU(PHUKAIIMOHHbIH,
IKCIICPTHOE HADIIIOICHHUC
BBITTOJIHEHUS J1Ta00PAaTOPHBIX
pabor,

HKCIICPTHOE HAOIIIOICHHE
BBITIOJIHEHHUS ITPAKTHUECKHUX
pador,

OLICHKA PCILICHMA
CHTYALIMOHHBIX 3a1a4,
OLICHKA ITporecca u
pe3y/bTaTOB BbINOJHEHHS
BH/I0B paboT Ha MPaKTHKE

[1K 2.5. YHuutoxars
nH(opMaLHio 1
HocuTeau HH(OpmMaLuu ¢
MCIO/Ib30BAHHUEM
NPOTrPaMMHBIX U
MpPOrpaMmMHO-
annapaTHblX CPC/ICTB.

JleMOHCTpalHs alropuT™Ma
nposeaeHus padbor no
YHHUTOKEHHIO HH(OpMaLKH
1 HocuTesIei nHpopMaLHH ¢
MCTTOTb30BAHUEM
NpOrpaMMHBIX U
MpOrpaMMHO-anmapaTHbIX
CpeicTB

TeCTHPOBAHHUE,

IK3aMEH KBANH(HKALIMOHHbBIN,
9KCIIepTHOE HAbII0AeH e
BBIIIOJIHEHHS J1aOOpaTOPHBIX
pabor,

9KCIepTHOE HabJI0IeHHe
BBITIOJTHCHUS TTPAKTHYECKUX
pabor,

OLICHKA pelleHHs
CHTYaLMOHHBIX 3a/au,
OLIEHKa mpouecca 1
pC3yJILTATOB BBIMOTHCHHS
BHM/10B padOT Ha NMPAKTHKE

[TK 2.6. OcytecTsisTh
PETHCTPALINIO OCHOBHBIX
coOBITHIT B
ABTOMAaTU3MPOBAHHbIX
(MH(pOPMALIMOHHBIX)
CHCTEMaX, B TOM 4YHCIIE C
MCIIOIb30BAHUEM
MPOrpaMMHbIX U
NnporpaMmMHoO-
annaparHbiX CPe/ICTB
oOHapyXKeHMUs,
NpeAyNnpeKIAeHUs 1
JTMKBHIaLAH
MOCTIe/ICTBHH
KOMITBIOTEPHBIX aTaK.

[TposiBisiTH 3HAHNA U YMEHHSI
B 3aILIMTC
ABTOMATH3HPOBAHHbBIX
(MHPOPMAIIMOHHBIX ) CHCTEM
¢ UCTOJTb30BAHUCM
NPOrpaMMHbIX U
MpOrpaMMHO-anTapaTHbIX
cpeacTB 0OHAPYKEHHS,
npeaynpexaeHus u
JTUKBUIALIMH TTOCITEICTBUI
KOMIIbIOTEPHbIX aTaK

TECTHPOBAHHE,

9K3aMCH KBaTM(PUKAIIHOHHBIN,
sKcnepTHoe HabaAeHHe
BBITTOJTHCHUS JIA0OPATOPHBIX
pador,

IKCriepTHOE HAbII0AeHHE
BBITIOJTHEHUS TTPAKTHUYECKUX
pador,

OLIEHKA peLueHus
CUTYaLIMOHHBIX 3a/1au,
OLIGHKA Mpouecca u
PEe3yILTATOB BHITIOTHEHWS
BUIOB pabOT Ha IpaKTHKe

DOpMbI M METO bl KOHTPOJISE M OLEHKH PE3yabTaToB 00YUCHHs J0JAKHbI O3BOJIATH
MpoBepATh Yy O0YYaloMXCs HE TOJBKO COPMHPOBAHHOCTH  HPO(ECCHOHAIBHBIX
KOMIETEHIMI, HO M Pa3BUTHE OOLIMX KOMIETEHIMH 1 00eCeunBaIOLINX UX YMEHHH.

Pesynbrarsl
(0cBOEHHbIE 001IHe

OCHOBHBIE TOKA3ATEIH
OLIEHKH pe3ybTaTa

DopMbI M METO/1bI
KOHTPOJISI U OLEHKH




KOMIIETEHIMH)

OK 01. Beibupars criocoOsbl
pelieHus 3aaay
npogeccHoHaIbHOIM

NS TeTbHOCTH, TIPUMEHUTETBHO K
pas3InYHbIM KOHTEKCTAM.

pacro3HaeT 3aady w/uiaM npobiaemy B

Mpo¢eCCHOHANIBHOM ~ W/MJIM  COLIMAIbHOM
KOHTEKCTE;

AHATM3UPYET 3a1avdy W/uin mnpobiemy wu
BBLCIISET ed COCTaBHbBIE 4aCTH;
ompezenseT  ATanbl  PEIIeHHs  3a1auM;
BBISIBJISICT u s dexTuBHO uier
uH(OpMaLHIO, HEOOXOMMYIO 1S

perueHus 3a1a4u U/ uim npobembl;
COCTABJISET IJIaH JCHCTBUS;

OIIPEACTISCT HEOOXOAMMBIC PECYPCHI;
BJIaJIEeT aKTyaJlbHbIMU METOIaMH PaboThl B
npohecCHOHATBHOM M CMEKHbIX chepax;
peann3yer COCTABJIEHHbIN TJ1aH;

OUEHMBACT  Pe3yabTaT M [OCACACTBUSA
CBOMX JICHCTBHMH (CaMOCTOSTC/ABHO MIJIK €
MOMOLbIO HACTABHHUKA)

OK 02. OcyuiecTBiasiTh MOMCK,
QHAJTM3 U HHTEPIIPETAIHIO
nHpopmManuu, HeoOX0AUMOM J11s
BBITIOJTHEHWS 3a/1a4
pohecCHOHATbHOMN
JIeSITE/IbHOCTH.

onpezaensier  3aaauu U1 MOUCKa
HH(pOpMaINH;
orpezenseT  HEOOXOAMMbIE  MCTOYHHUKH
wHOpMaLn;
IUTaHUPYeT nporecce TIOUCKA,;
CTPYKTYPUPYET [0J1Y4aeMYI0
UH(OpPMAIHIO;
BbiJesieT Haubojee 3HAYMMOE B IlepevHe
UH(popmaLnm;
OLIEHMBAET TPAKTHUECKYI0  3HAYMMOCThH

pPEe3yJIbTAaTOB ITOMUCKA;
O(bOpMIIHeT PE3YILTATHI MTOUCKA

OK 03. [Tnanuposath 1
pecaM30BbIBaTh COOCTBCHHOC
npogeccuoHaibHOe 1
JTMYHOCTHOE pa3BUTHE.

OmpezenseT AaKTyalbHOCTh HOPMATHBHO-

MPaBoOBON JIOKYMCHTAIHH B
npogeccnoHanbHOI JIeATEeNbHOCTH, |
MPUMEHSET  COBPEMEHHYIO HAYUHYIO

PO eCCHOHATBHYIO TCPMHHOJIOTHIO;
Olpe/essieT W BbICTPAMBAET TPACKTOPHH
podeccuoHaIbHOro pa3BUTHS H
camMoo0Opa3oBaHusl

OK 04. PaboTatb B KOJIJIEKTUBE U
Komanae, 3pPeKTuBHO

OpraHu3oBbIBaeT paboTy KOIEKTHBA M
KOMAaH/Ibl;

B3aMMO/ICHCTBOBATD C B3aMMO/ICHCTBYCT c KOJIIEramu,
KOJUIEraMH, pyKOBOJICTBOM, PYKOBOJICTBOM,  KJIIMEHTAMH B XOJ€
K/IMEHTaMH. npoecCHOHANbHOI AeATeIbHOCTH

OK 05. OcyuiecTB/IsTh YCTHYIO M | FPAMOTHO ~ H3JIaraeT  CBOM  MBICIH U
MUCbMEHHYIO KOMMYHHKALIMIO HA | o(opmiiseT JIOKYMEHTbI no
rOCYapCTBEHHOM $SI3bIKE C npogeccroHanbHOM TeMaTHKe Ha
Y4ETOM 0COOEHHOCTEN rOCY/JapCTBEHHOM  f3bIK€,  IPOSABJIACT

COLMAJIBHOTO U KYJIbTYPHOTO
KOHTCKCTA.

TOJICPAHTHOCTL B pa6OLl€M KOJIJICKTHBE

OK 06. IlpogBisaTh rpak1aHCKO-
MATPHOTHYECKYHO MO3HLHIO,
JI€MOHCTPUPOBATH OCO3HAHHOE
TOBE/ICHUEC HAa OCHOBC

OITHCBIBACT 3HAYMUMOCTEL CBOECH Tpodeccun
(CreunasbHOCTH)

Wurepnperaums
pe3yabTaToB
HaOMt0IeHui 3a
JEeSTETbHOCTBIO
oOyuatouierocs B
npoLecce OCBOCHHUS
oOpa3zoBaresbHOM
[IPOrpaMMbl

DKCrepTHOe
HaOJII0/ICHUE U OLICHKA
Ha 1abopaTopHO -
HPAKTHYECKUX
3AHATHSIX, [TPH
BBIMOJIHEHUH PadoT Mo
yucOHOW 1
MPON3BOIACTBEHHOI
[paKTHKaM

DK3ameH
KBaJIM(PUKALUOHHbIN




0011e4enoBeYeCKUX LIEHHOCTEH.

OK 07. ConelicTBoBaThH cobro1aer HOPMbI IKOJIOIMUECKOH
COXPaHEHHIO OKPY/KaAIOILEH 0e301acHOCTH:
cpelibl, pecypeocOepeKeH o, onpezensier HarpaBJICHUs
3 PeKTHBHO ACHCTBOBATE B pecypcocOepeKeHus B pamKax
Upe3BbIYAMHBIX CUTYaIUsX. po(eCCUOHANBHOM  JIEATEILHOCTH 110
CIelHaJIbHOCTH
OK 08. Mcnonb30BaTh CPEACTBA | MUCMOJIb3YET (U3KYILTYPHO-
(Gu3HUeCKOM KyIbTYpBI JUIs 03JI0POBHTEIILHYIO  JICATEIBHOCTh  JUTA
COXPAHCHHSI M YKPCTUICHHS VKPEIUICHHST  3[10pOBbsSl,  JOCTHIKCHHS
3/10pOBbS B MpoLecce JKU3HEHHBIX M MPO(ECCHOHAIBHBIX LIENICH;
1po(hecCHoHaIBLHOM MPUMEHSIET  PAlMOHAIBHBIC  MPHEMBI
JICSITEIbHOCTH | 10/yIepKaHHe JIBUTaTeIbHbBIX byHKIMH B
HEOOX0AMMOr0 yPOBHSI npo¢)ecCHOHaNBHOM JIeSATENLHOCTH;

(bI/I3H‘lCCKOI71 TMOATOTOBJICHHOCTH.

MOJIB3YETCS  CPEACTBAMH  MPO(UIAKTHKH
MepeHanpsuKeHUst  XapaKTepPHbIMK V1S
JAHHOI CIEeHaTbHOCTH

OK 09. Ucrnoab3oBaTh

l/lH(bepMaLlHOHHbIe TEXHOJIOTHH B

npodeccuoHaIbHOM
JICATEIILHOCTH.

[PUMCHSACT CPEACTBA  WHPOPMALIMOHHBIX
TEXHOJIOrHH Jist peLueHmns
npoeccroHanbHbIX 3a/1a4;

MCIOJIB3YCT COBPEMCHHOC  IPOrPaMMHOC
obecreueHne

OK 10. TTonb3oBaTkCs
npoeccuoHanbHON
JIOKYMCHTALMCH Ha
roCy/1apCTBEHHOM M
MHOCTPAHHOM SI3bIKC.

MoHUMaer o0umii CMBbIC]T 4eTKo
NPOU3HECEHHBIX BbICKa3bIBAHUH Ha
M3BCCTHBIC TeMbl (MpodeccHoHanbHbie U
ObITOBbBIE), MOHMUMAET TEKCThI Ha 0a3oBbIe
npodeccoHaNbHbIC TCMBI;

y4acTByeT B JMAJOrax Ha 3HAKOMbIE
obue W MnpodecCHOHANbHBIE  TEMBI,
CTPOMT MPOCTHIC BbICKA3bIBaHMs 0 cebe U 0
coel npodecCHOHATBLHON AEATENbHOCTH,
KpaTko OOOCHOBBIBACT M OOBACHAET CBOM
acicTBus  (TCKYLIME M TUIAHUPYCMBbIC),
MULIET MPOCTbIE CBS3HBIE COOOLIEHHS Ha
3HAKOMblE UK UHTEpecyroLme
MpogecCHOHAILHBIC TCMbI




INPUJIOKEHUE 3

K paboueil mporpamme nmpogecCHOHaIbHOTO MOTYJIS

MJJAHUPOBAHHUE YYEBHbBIX 3AHATUHN C UCITOJIb30BAHUEM
AKTUBHbBIX U UHTEPAKTUBHbIX ®OPM U METO/I0OB OBYYEHMWSI

CTYJAEHTOB
Ne AKTHBHBbIE H
Kon
n/n MHTEPAKTUBHbIE
Tema yyeOHoro 3ausiTis (hopmupyembIx
L (hopMBI H METOABI &
KOMIETEeH U
o0y4eHust
l. MeTobl co3/1anus 0€30MacCHbIX CHCTEM VYpok npezenrauus | OK 01-10, TTK 2.1-

2.6
Z. MeTob! 3aMThl HHGOPMAIIMU Ha OTUYK/1aeMBIX CeMHUHap OK 01-10, IIK 2.1-
nocutensx. lndposanne. 2.6
3. M3yuenue TpeboBaHMH O 3amuTe HHPOPMALIMH, HE Peurenue OK 01-10, TTK 2.1-
COCTABJISIIOLIEH rOCyapCTBEHHYIO TaliHy. M3ydyenune | mpakTuueckoii 2.6
meroauyeckux Jokymento @CTIK 1o 3a/1a4um
MPUMEHEHHUIO Mep 3aLHThI. L -
4. OCHOBHBIE METO/IbI KPUITTOAHAITN3A. Pabora B m/rpynmax | OK 01-10, TTK 2.1-
Kpunrorpapuueckue ataky. B 126 N
5. AJITOPUTMBI PaCIPCACICHUSA KITHOUCH ¢ Ypok ¢ anemenramu | OK 01-10, TTK 2.1-
MPUMEHEHHUEM CHMMETPHUYHBIX 1 aCHMMETPHYHbBIX npolaeMHOro 26

cxem Ilporokonbl ayrentudukannu. Bzanmuas

ayreHTH(puKaus. OJTHOCTOPOHHSAS ayTeHTH(PUKALHS

00yueHwus




JUCT AKTYAJIM3AIIMA PABOYEN ITPOI'PAMMBI
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