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1. OBIIASI XAPAKTEPUCTHUKA PABOYEM ITPOT'PAMMBI

IMPO®ECCHUOHAJIBHOI'O MOAYJIA

IIM.02 BAIIUTA UHO®POPMAIIUU B ABTOMATHU3NPOBAHHbBIX CUCTEMAX
IMPOI'PAMMHBIMUHU ITPOTPAMMHO-AIIITAPATHBIMU CPEICTBAMHUX

1.1. Ob6saacTh NPpUMEHEHHUS TPOrPAMMBI

Pabouas mporpamma mnpodeccuoHambHOro Moxayns (namee mporpamma — I[IM) sBisieTcs dYacThbio
OCHOBHOM o0OpasoBarenbHOW mporpamMmbl 1o crenuainbHocTH 10.02.05 Obecnieuenne wHOpMAIMOHHOMN
0€301acCHOCTH aBTOMATH3WPOBAHHBIX CHUCTEM YIIIyOJIeHHOW MOAroToBkH, paszpaboranHoir B I'BIIOY «I'K .
Co1zpanm».

Pabouas mporpamma cocTaBisieTcs 1Isl 04HOM (HopMbI 00yUeHHUSI.
1.2. lleab 1 3a7a4M MOYJIS1 — TPeOOBAHMSA K Pe3yJIbTaTaM 0CBOEHHS MOYJIs:

[To pesympraram ocBoenus I[IM. 02 3ammra wuHQOpManuu B aBTOMAaTU3MPOBAHHBIX CHCTEMax
IPOrPaMMHBIMU U TPOTPAMMHO-AINIMAPATHBIMU CPEJCTBAMU Yy OOYYarOIIUXCs TOJKHBI ObITh C(POPMUPOBAHBI

obpasoBaTenbHbIe pe3ynbTaTsl B coorBeTcTBUU ¢ PI'OC CIIO:

B pesynbraTte ocBoeHHs TPO(HECCHOHATEHOTO MOYJISI CTYJCHT JOJKEH:

HNmetb YCTQHOBKHM, HACTPOWKHM MPOTPAMMHBIX CpPEACTB 3allUThl HMH(pOpMAIMU B
HpaKanec](Hif[ aBTOMaTHSHpOBaHHOﬁ CUCTEME,

o0ecrieyeHns 3alIUThl ABTOHOMHBIX aBTOMAaTH3UPOBAHHBIX CHCTEM MPOTrPaMMHBIMU
U IPOrpaMMHO-aNNapaTHbIMU CPEACTBAMU;

TECTUPOBAaHUS (PYHKIUI, AMArHOCTHKA, YCTPAHEHHUS OTKAa30B U BOCCTAaHOBJICHHUS
paboTOCIOCOOHOCTH MPOrpaMMHBIX M MPOrpaMMHO-AIApaTHBIX CPEICTB 3aLIUTHI
uHpOpMaLNK;

pemenus 3amad 3amuthl oT HCJ[ x wmHbOpMamuu OrpaHMYEHHOTO JOCTyIa C
NOMOIIBIO  TPOTPAMMHBIX U MPOTPAMMHO-ANIAPATHBIX  CPEACTB  3aIUTHI
nHpopmanuu;

OPUMEHEHHUS  DIEKTPOHHOH  MOMNUCH, CHUMMETPHUYHBIX W  aCHUMMETPHUYHBIX
KPUNTOTrpapUUECKUX alTOPUTMOB U CPEACTB MN(POBAHUS TaHHBIX;

yuéTa, 00pabOTKH, XpaHEHUsI U Tepefadn MHPOPMAaIUH, s KOTOPOU YCTaHOBIICH
PEXUM KOH(DUICHIINATBHOCTH;

paboThI ¢ MOJCHCTEMaMU PETUCTPALU COOBITHIA;

BBISIBJICHHSI COOBITUI M MHIIMJICHTOB 0€30MMaCHOCTH B aBTOMATU3MPOBAHHOM CHCTEME.

OmnbIT




yMeTb

yCTaHAaBJIMBaTh, HACTPaWBaTh, MPHMEHATh NPOTPAMMHBIE H  IPOTPaMMHO-
anmapaTHbIe CPeNICTBA 3aUTUThHl HHGOPMAITUY;

yCTaHABJIMBATh M HACTPAMBATh CPEACTBA AHTUBUPYCHOM 3aIllUTHl B COOTBETCTBUU C
PEIbIBISIEMBIMU TPEOOBAHUSIMU;

TUarHOCTHPOBATh, YCTPaHATh OTKa3bl, oOecrneunBarh pPabOTOCTIOCOOHOCTh U
TECTUPOBATh QYHKIIMH MPOTPAMMHO-AMIAPATHBIX CPEACTB 3aIIUTH HHpOpMAILIHH;
NPUMEHATh TPOTPAaMMHBICE M TPOTPAMMHO-aNmNapaTHBIE CPEACTBAa ISl 3aIIUTHI
uH(popMaluu B 6a3ax JaHHBIX;

NPOBEPSATh  BBHIMOJIHEHWE  TpeOoBaHWA 1O  3ammre  WHQOpMAmuu  OT
HECAHKIMOHUPOBAHHOTO JOCTYMA MPHU aTTeCTallud OOBEKTOB MH(POpPMATH3AIUU TIO
TpeOOBaHUIM 0€30NaCHOCTH HH(GOPMAIIIH;

OPUMEHSTh MaTEeMaTHUYeCKH amnmapar s BBIMOJHEHHS KPUNTOTPaPUUIECKHX
npeoOpa3oBaHMA;

HCIIOJIb30BaTh TUIOBBIE MPOTPaMMHBIE KpUNTOorpaduueckue CpeacTBa, B TOM YHCIIE
AJIEKTPOHHYIO MOJIITHUCH;

MPUMEHSTH CPEICTBA TAPAHTUPOBAHHOTO YHHUUTOXKEHUS WH(OPMAIINY;
yCTaHaBJINBATh, HACTPAUBATh, IPUMEHSTH IPOrPAMMHEBIC U TIPOTPAMMHO-
anmapaTHbIe CPelICTBA 3alTUThHl HHGOPMAIUY;

OCYIIECTBIISATh MOHUTOPHHT M PETUCTPAIMIO CBEICHUH, HEOOXOAUMBIX JIJISI 3AIIUTHI
00BEKTOB HWH(pOpPMATH3AIMK, B TOM YHCIE C HUCIOJIB30BAaHHEM IMPOTPAMMHBIX U
IPOTPaMMHO-aNapaTHBIX CPEICTB OOHAPYKEHUS, IPEIYIPEKACHUS U JINKBH AN
MOCIICACTBHI KOMITBIOTEPHBIX aTak

3HAThb

OCOOCHHOCTH M CIIOCOOBI MPUMEHEHHUS MPOTPAMMHBIX M IPOTPAMMHO-aNNapaTHBIX
CPEICTB 3amuThl HHQOpPMAIMK, B TOM 4YHUCJIE, B OMNEPANMOHHBIX CHUCTEMaX,
KOMITBIOTEPHBIX CETSX, 0a3ax JaHHBIX;

METOJIBI TECTHUPOBaHUS (YHKIUNA OTACNBHBIX MPOTPAMMHBIX U IPOTPAMMHO-
anmapaTHbIX CPEJICTB 3alUThHl HHPOPMAITUH;

TUTIOBBIC MOJIENI YIPABIEHUS JIOCTYIIOM, CPEICTB, METOJOB U MPOTOKOJIOB
UIEeHTU(DUKAIIMN U ayTeHTH(UKAIIIH;

OCHOBHBIE TIOHSTHSI KPUNTOTpadud W THUIOBBIX KPUNTOrpaQUUECKUX METOJOB U
CPEJICTB 3alIUTHl HH(POPMAITUH;

OCOOCHHOCTH M CMOCOOBI MPUMEHEHUS! MPOTPAMMHBIX U MPOTPaMMHO-ANIapaTHBIX
CPEJICTB TapaHTHPOBAHHOTO YHHUYTOXKECHHUS WH()OPMAIINH;

TUTIOBBIC CPEICTBA M METOABl BEIEHUS ayAuTa, CPEICTB U CIIOCOOOB 3alTUTHI
uHGOpPMAlMM B JIOKAIBHBIX BBIYACIUTEIBHBIX CETSX, CPEJACTB 3alIUTBI  OT
HECAHKIMOHUPOBAHHOTO JOCTYTIA.

BapuarusHas 4acts!

[To pesympraram ocBoeHust [IM.02 3amura wHbOpMANMK B aBTOMATH3WPOBAHHBIX CHCTEMax
IPOrPpaMMHBIMU U TPOTPAMMHO-AINIMAPATHBIMU CPEJCTBAMU Yy OOYYarOIIUXCsS TOJKHBI ObITh C(POPMUPOBAHBI
BapUaTUBHBIE 00pa3oBaTelbHBIE PE3YJIbTATH,
CTaHJapTa.

C nenpto peanusanuu TpeboBaHui mpodeccuonanpHoro crangapra 06.030 «Crenmanuct Mo 3aimTe

uHpOopMaIuu

TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEMax M CeTAX», S5 ypOBeHb KBalH(UKanuu

KBAJTM(UKAIIMOHHBIX 3aIIPOCOB MPEANPUATHI/ PETHOHANBHOTO PHIHKA TPY/a, 00YyUaIOIIUNACS TOJKEH:

HMETb HpaKTI/I‘{eCKI/Iﬁ OIIbIT:

OpPUCHTHPOBAHHBLIC Ha BBIIIOJIHCHUC HpO(bGCCI/IOHa.HBHOI‘O



TEKYIIUWA, B TOM YHCJIE aBTOMATU3MPOBAaHHBIH KOHTPOJb (yHKIHoHupoBaHus CCCD ¢ ycTaHOBICHHBIMU
MOKa3aTeNsIMU;
TEeKYyIIMi, B TOM 4YHCIE aBTOMAaTU3UPOBAHHBIKH KOHTPOJIb (PYHKIMOHUPOBAHUS C YCTAaHOBJICHHBIMU
MOKAa3aTeIsIMU  MPOTPaMMHBIX, MPOTPAMMHO-AMIIAPaTHRIX (B TOM dHCIe KpuUnTorpaguueckux) u
TeXHUYECKUX cpeacTB v cucteM 3amutbl CCCO ot HCJI;
BHeceHHEe u3MeHeHud B Hactpoiikm CCCD, mporpaMMHBIX, MPOTPAaMMHO-aNMNapaTHBIX (B TOM YHCIE
Kpunrorpaguieckux), TeXxHuuaeckux cpeacts u cuctem 3amutel CCCO ot HCJL 6e3 npepsiBaHus mporecca
uX (QYHKIIMOHUPOBAHHUS;
BOCCTaHOBJICHHE Tpollecca (PYHKIMOHUpOBaHUA T1ocie cboeB u oTkazoB CCCD, mnporpaMMHBIX,
MIPOrPaMMHO-AMIAPATHBIX (B TOM YHCJIE KPUMNTOTPaAdUUIECKUX), TEXHUYECKUX CPEICTB U CUCTEM 3aIIUTHI
CCCD ot HC;
BOCCTAHOBJICHHE 3HaueHWU Tmokazatenei GynkuonupoBanus CCCD, mnporpaMMHBIX, MPOrPaMMHO-
anmaparHbIX (B TOM YHCJI€ KPUNTOTpapHUECKUX ), TEXHUYECKHX cpeacTB u cucteM 3ammtbl CCCD or HC/.
yMeThb:
MPOBOJUTh TEKYIIUA KOHTPOJL TOKazaTtened wu mporecca ¢ynaknuonupoBanus CCCD, a Ttakxke
MIPOrPaMMHBIX, POrpaMMHO-aNIapaTHRIX (B TOM YHUCIIE KPUNTOrpapUUecKux) U TEXHUYECKUX CPENICTB U
cucteMm 3amutbl CCCO ot HC/I, mpeaycMOTpEHHBIN PErIAMEHTOM UX AKCILUTYaTallNu;
BBINOJIHATH TPEAYCMOTPEHHBIE B TEXHUUECKOW JOKYMEHTAIuu paboTsl Mo u3MeHeHuto Hactpoek CCCD, a
Tak)Ke MPOrPaMMHBIX, MPOrPAMMHO-AINIAPATHBIX (B TOM YHCIE KPUOTOrpahUUECKUX) W TEXHUYESCKHX
cpenctB u cuctem 3amuTel CCCH ot HC/I;
MPOBOANUTH TMPEAYCMOTPEHHBIE pErjaMeHTOM paboThl MO BOCCTAHOBJICHHMIO IIpoIlecca U IapaMeTpoB
¢ynkumonupoanuss CCCD, a Takke NpPOrpaMMHBIX, NPOTPaMMHO-ANIApaTHbIX (B TOM 4YHCIeE
KpUNTOTpaPUIECKUX) U TEXHUYECKUX cpencTB u cuctem 3amutel CCCO ot HC/I.
3HATh:
Tunsl, OCHOBHBIE XapaKTEPUCTUKH CpPEACTB H3MEPEHUMH M KOHTPOJS Ipolecca U IapaMeTpoB
¢dbyaxkunonupoBanus CCCDO, a Takxke cpencts u cuctem 3amuTel CCCO ot HC/;
IIOCJIE0BATEIBHOCTD AEHCTBUM B 1ensax u3MeHeHus: HacTpoek CCCD, a TakKe CPEeNCTB U CUCTEM 3aILUTHI
CCCD ot HC/I 6e3 mpepsiBanus npouecca ux (pyHKIIMOHUPOBAHHUS;
MOCTIeIOBATENbHOCTh JCUCTBUI B IENIAX BOCCTAHOBJICHMS Mpoliecca U MapamMeTpoB (yHKIMOHHPOBAHUS
CCCD, a rakxe cpencts u cucreM 3amutsl CCCO ot HC/;
OpraHU3aIMOHHBIC MEPHI 1O 3aIUTe HHPOPMAIUH;

HOpPMAaTHBHBIC TPABOBBIC aKThI B 00JIACTH CBS3H, MHPOPMATU3AINH U 3aIIUTHI HHPOPMALIUH.



1.3. Kotu4yecTBO 4acoB Ha 0CBOeHHE MPOTrPaMMbl NPO(eCCHOHAIBLHOT0 MOIYJIsl

Bup yueOHoil 1esiTeIbHOCTH

O0BEéM yacoB

paboma Hao KypcosvbiM NPOeKmoM,
oopmnenue omuemos Kk npaKkmu4eckum pabomam

O06beM o0pa3oBaTeIbHOM MPOrpaMmel (Bcero) 699
Harpy3ska Bo B3anMojeiicTBHH ¢ NpenoaaBarTejieM 659
B ToMm uncrne:
Teopernueckoe oOydeHUE 66
JlaGopaTopHbie pabOThI U MPAKTHYECKHUE 3aHATUS 240
Koncynperamnuu:
ITo MJIK 02.01 6
ITo MJIK 02.02 6
Mo MJIK 02.03 6
[IpomexxyTrouHas arrectauus
ITo MJIK 02.01 6
Mo MJIK 02.02 6
ITo MJIK 02.03 6
Kypcosas pabota (mpoekr)
ITo MJIK 02.01 30
YueOHast mpakTHUKa 108
[Ipon3BoiCTBEHHAs IPAKTHKA 72
[IpomexyTounas arrectanus B popme sK3aMeHa
KoHcynpTamus k sk3aMeHy (KBaTu(OUKAIHOHHOMY) 6
DK3aMeH (KBaTu(UKAITMOHHBIN ) 6
CamocTosiTeJIbHAasi pa6oTa cTyaeHTa (BCero) B TOM YHCJIE: 29




2. PE3YJIBTATBI OCBOEHUS ITPO®ECCUOHAJIBHOTI'O MOAYJISA
B pe3ynbrate n3ydeHust mpoecCHOHaTBHOTO MOIYJISE 00y4YarOIIHUecs TOJKHBI OCBOUTh OCHOBHOM BH]T
JesITeIbHOCTH 3alIiTa HHPOPMALMU B aBTOMATU3UPOBAHHBIX CUCTEMAaX MPOrPAMMHBIMH U IPOTPAMMHO-
anmapaTHbIMU CPEACTBAMU M OBJIAJICTh COOTBETCTBYIOIIMMH eMy poeccroHanbHbIMU KomrieTeHIusiMu (I1K),
ykazanabiMu B @I'OC CIIO 10.02.05 O6ecnieuenne nHGOpMaImOHHON 0€30IMaCHOCTH aBTOMAaTH3UPOBAHHBIX

cUCTeM, IiepeyeHb NpodeCcCHOHATbHBIX KOMITETEHIIN:

Kon HanmMeHnoBaHue BUAOB JEATETLHOCTH M MPOGECCHOHATHHBIX KOMITETEHIIUN

B/ 2 3ammra wuHGOpMAUMHM B ABTOMATH3MPOBAHHBIX CHCTeMax MPOrPaMMHBIMH H
NPOrpaMMHO-aNNAPATHLIMH CPeACTBAMH

IIK 2.1. | OcyuiecTBasTh YCTAHOBKY ¥ HACTPOWUKY OTJENBHBIX IMPOTPAMMHBIX, IPOIPAMMHO-
anmapaTHbIX CPEACTB 3aIlIUThl HHPOPMALIUH.

IIK 2.2. | OGecrieunBaTh 3aMUTy HHPOPMAIMU B ABTOMATH3UPOBAHHBIX CHCTEMAX OT/ICIbHBIMU
IIPOrpaMMHBIMH, IIPOIPAMMHO-AIIIAPATHBIMU CPEICTBAMM.

IIK 2.3. | OcyuiecTBsITh TECTUPOBAHUE (PYHKIMI OTAEIBHBIX TIPOrPAMMHBIX U IIPOrPAMMHO-
anmapaTHbIX CPEACTB 3aIlIUThl HHPOPMALIUH.

IIK 2.4. | OcymectBsaTs 00pabOTKyY, XpaHSHHE U Mepeady HHPOPMALUK OTPAaHHIEHHOTO JOCTYIIA.

[IK 2.5. | Yauuroxars nHGOPMALMIO ¥ HOCUTEIH UH(OOPMALIMHU C UCIIOIL30BAHMEM POrPAMMHEIX
IPOTPaMMHO-aIapaTHBIX CPEICTB.

IIK 2.6. | OcyuiecTBIsATL PErUCTPALMIO OCHOBHBIX COOBITHI B aBTOMATH3UPOBAHHBIX
(MHGOPMAITMOHHBIX ) CHCTEMAaX, B TOM YHCIIC C UCITOIb30BAHUEM MPOTPAMMHBIX 1
IIPOrpaMMHO-aNNapaTHBIX CPEACTB OOHAPYKEHUS, TPEIYIPEXKACHUS U JTUKBH AU
HOCHQI[CTBI/Iﬁ KOMITLIOTCPHBIX aTaK.

PesynpraTtoM OCBOCHHSI NPO(PECCHOHATBHOTO MOJIYJS SBISETCS OBJAJACHUE TPYIOBOW (yHKIMEH
poheCCHOHATTLHOTO CTaHAaPTA:
- obecnieueHune OecriepedoitHor paboTel CCCD, a Takke MPOrpaMMHBIX, MPOTPAMMHO-aNMapaTHBIX (B

TOM YHCJIe KpUNTOrpadUuecKux) U TEXHUYECKUX CPEICTB U cucTeM ux 3ammtsl oT HC/I.

B npornecce ocBoenus [IM obydatomiuecs: JOJKHBI OBIaieTh 0omumu komnereHusmu (OK):

Kon HanmeHoBaHMe BHIOB 1eATEIbHOCTH H NPO(PECCHOHAIBHBIX KOMITETCHIMT

OK 01. | BeiGupats croco0Osl pemeHus 3aaad npohecCuoHaIbHON MeATeTbHOCTH, TPUMEHUTEIBHO
K Pa3JINYHBIM KOHTEKCTaM.

OK 02. | OcymiecTBisTh OUCK, aHAIM3 M HHTEPIIPETAINI0 HHPOpMaIuu, HEOOXOMMOMN TSt
BBITTOJTHEHUS 33]1a9 TIPOPECCUOHATBHOM e TETLHOCTH.

OK 03. | [InanupoBaTh M peaanu30BbIBaTh COOCTBEHHOE MPOGECCHOHATHHOE U TUIYHOCTHOE
pa3BHTHE.

OK 04. | PaGoTraTh B KOJUICKTHBE U KOMaH/e, 3PPEKTUBHO B3aUMOACHCTBOBATH C KOJJIETaMH,
PYKOBOJICTBOM, KIIMEHTAMHU.

OK 05. | OcymiecTBasTh YCTHYIO M MUCbMEHHYI0 KOMMYHUKAIIMIO Ha TOCYJapCTBEHHOM SI3bIKE C
y4eTOM 0COOEHHOCTEN COLIMAIBLHOTO U KYJIBTYPHOTO KOHTEKCTA.
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OK 06.

IIposABIATE Ipak1aHCKO-NIATPUOTUYECKYIO MO3HUIINIO, IEMOHCTPUPOBATH OCO3HAHHOE

MOBE/ICHNE HA OCHOBE TPAJAMITUOHHBIX OOIIEYEIIOBEUYECKUX IEHHOCTEH, TPUMEHSITh
CTaHJApThl aHTUKOPPYINIIMOHHOTO TOBEACHUS

OK 07. | ConelicTBOBaTh COXpPAaHEHHIO OKPYXKAIOIIEH Cpeibl, pecypcocoepekeHuto, 3¢ HEKTHBHO
JEWCTBOBATh B UPE3BbIYANHBIX CUTYAIUSX.

OK 08. | Mcnonp3oBaTh cpeacTBa (hU3NUECKON KyIbTYPHI ISl COXPAHEHUS U YKPEIUICHUS 37J0POBbS
B TIpo1iecce MpohecCHOHAIBHOM JesITeIbHOCTH U MOIIepKaHne HEOOXOIMMOT0 YPOBHS
¢bu3nyecKoil MoAroTOBIEHHOCTH.

OK 09. | Ucnonws3oBaTh HHPOPMAITMOHHBIE TEXHOJIOTHH B MPO(ECCUOHATBLHOMN IS TEIbHOCTH.

OK 10. | ITomb3oBaThCs MpohecCHOHATBLHON TOKyMEHTAlUeH Ha TOCYAapCTBEHHOM U HHOCTPAaHHOM
SI3BIKAX.

OK 11. |HMcnonb3oBaTh 3HaHUS MO0 (PHHAHCOBOM IPaMOTHOCTH, TIIAHUPOBATH

NPEINPUHIMATENBCKYIO IEATEIBHOCTD B IPO(ecCHOHaNbHOI chepe.
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3. CTPYKTYPA U COAEP KAHUE IPOPECCUOHAJIBHOI'O MOAYJIA
3.1 TemaTnyeckuii nu1aH NpopheccuoOHAIBLHOI0 MOAYJIS

3anarus Bo B3aNMOJEHCTBHH C

Koap npenoaasareJieM, 4ac. =
npogeccn Cymmap O0yuenune no M/IK, B uac. IpakTuku =2 Camoc
OHAJILHBIX HaumeHoBaHust HbIii - < YVyebHas Mpoussoxcr E TosTen
, 00umx pasaeios 06LeM | Teoper Kypco | £ |E § BeHHasl =
JIaGoparo 5 |8 = z= | bHaid
KOMIIETeH | Tpo(eccHOHATBHOIO HAIPY3K | pyeckoe parTop BIX = - (ecam s
LM MOAY IS H,49ac. 06VueH HBLIX U a6oT 2 ;‘ 5 npeaycMoTpe = = pabora
3aHATHH TOB) S g = paccpenotot | g ©
2 |2 eHHas £
NPaKTHKA)
1 2 3 4 5 6 7 9
IIK1.2 Paznea 1. [Ipumenenue 150 28 12 30 6 6 8
IPOTPAMMHBIX H
POTrPaMMHO-AIAPATHBIX
CpPEZCTB 3alIHUTHI
HH(pOpPMAIUH
IIK 1.1-1.3 | Pa3nexn 2. [IpumeHeHue 465 76 236 12 12 108 21
KpUNTOTpapuIecKux
CPEICTB3AIIUTHI
uHdopmaruu
[Ipon3BoaCTBEHHAS 72 12
NPaKTHUKA
Dk3ameH 12 12
(kBaTH(PUKAITMOHHBIH ) 10
poeCCHOHATBHOMY
MO/TYJTIO
Beero: 699 104 308 30 [ 18 18 108 72 12 29
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3.2 Conepxanue 00yueHus o npodeccuoHAILHOMY MOAYJII0

HaunmeHnoBanme Koast
pa3zesioB Coaepixkanue yueOHOro MaTepuaJa, JJadopaTopHbie padoThbl M NPAKTHYECKHE Ob6bemuacos KOMIIETEHI]
npogdeccuoHAJIBLHOI0 3aHATHS,CAMOCTOSITE/IbHASL padoTa 00y4yarierocs, KypcoBasi ui,
mony.s (IIM), paGora (IpoeKT) dopmuposa
MEKIH CIUILTHHAPHBI KO:K;;X
x kypeos (MAK) u CIOCOOCTBY
Tem €T JJIeMeHT
nporpamMmm
bl
1 2 3
Paznen 1. [IpuMeHeHne NPOrpaMMHBIX M IPOTPAMMHO-ANNAPATHBIX CPEACTB 32U THI HHGoOpMaun
M/IK.02.01. IlporpaMmMHbIe M IPOrPaAMMHO-ANINAPATHBIE CPEACTBA 3aAIUTHI HH(pOPMAIIUU
Tema 1. OCHOBHBbIEC NPUHIUIIBI IPOTPAMMHOI U POrPAMMHO-ANNAPATHOM 3alIUTHI HHGOPMAIUHT 11K 2.1-2.6,
OK 01-11
Tema 1.1. Conep:xanue 2
IIpeamer u [Ipeamer u 3a1a4u MpOrpaMMHO-AINAPATHON 3aIIUTHI HTHPOPMALUU
3a1a4Hu OcHOBHBIE MOHATHS TPOrpaMMHO-aNNapaTHON 3aUTH UHPOpMaLUK
nporpaMmMHoO- Knaccudukanus MeTo10B U CpeACTB MPOTpaMMHO-aINapaTHON 3aIIKUThl HHPOpMaITUu
anmapatHou
3alUThI
uHopManun
Tema 1.2. Conepxanue 2
Cranaaprsl HopmatuBHbIe IpaBOBbIE aKThl, HOPMATUBHBIE METOANUYECKHUE JOKYMEHTBI, B COCTaB KOTOPBIX
0e3omacHOCTH BXOJIAT TpeOOBaHMS U PEKOMEHIAIIUU 110 3alUTe HH(POPMALMK TPOTPAMMHBIMH U IPOTPAMMHO-

anmapaTHbIMU cpefcTBaMu. [Ipoduiy 3aumThl MPOrpaMMHBIX M IPOrPaMMHO-aINApaTHBIX CPECTB
(MEXCETEeBBIX SKPAHOB,

CPEACTB KOHTPOJISI CheMHBIX MAllIMHHBIX HOCUTENEH HH(OpMAIK, CPEICTB TOBEPEHHOM 3arpy3KH,
CPeACTBAHTUBUPYCHOMH 3aIlIUTHI)

CranaapTsl 10 3a1uTe THPOPMALIMH, B COCTaB KOTOPBIX BXOJAT TPeOOBaHUS U PEKOMEHALINH 110
3aIuTe
UH(OpPMALIMU IPOTPaMMHBIMHU U IPOTPAMMHO-ANIapaTHBIMH CPEJICTBAMHU.

JlabopaTopHbie padoThl

He npenycmorpeno
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IIpakTHYecKkne 3aHATHA

1. | O630p HOPMATHUBHBIX MTPABOBBIX AKTOB, HOPMATUBHBIX METOHUECKHUX TOKYMEHTOB T10
3ammuTe HHPOPMAIIHU,B COCTaB KOTOPBIX BXOASIT TPEOOBAHUS M PEKOMEHIAINH TI0 3aIUTe
H(}OpMalliy TPOrpaMMHBIMH U IPOrPaMMHO-aNMapaTHBIMU CPEACTBAMHU

2. | Pabora ¢ comepkaHuEeM HOPMAaTUBHBIX TPABOBBIX AKTOB.
3. | O630p crannaproB. PaboTa ¢ copep:kaHueM CTaHIapTOB
Tema 1.3. Conepxanne 2
3ammieHHas ABToMaTH3anus npoiecca 00padboTku HHGopMauu
aBTOMaTH3UPOBAaH [ToHsITHE aBTOMaTH3UPOBAaHHOM CHCTEMBI.

Had CUCTreMa

OcobeHHOCTH ABTOMATU3HUPOBAHHBIX CUCTEM B 3allTUIICHHOM HMCIIOJTHCHWH.

Ocuosuble BUAGI AC B 3alUIIEHHOM UCIIOJIHEHUH.

MeTtoapl co3manns 0€30MacHbIX CUCTEM

Meto0510THs MPOEKTUPOBAHUS TAPAHTUPOBAHHO 3amuieHHbIX KC

JMcKkpenoHHbIE MOJETU

ManpgaTtHble MoaeIn

JlabopaTopHbie paboThl

He npenycmorpeno

IIpakTHyeckne 3aHATHSA 20
4 VYuer, 06paboTka, XxpaHeHue u nepenada nadopmaru B AUC
5) OrpaHudeHue JOCTyIa Ha BXOJ B CUCTEMY.
6. Nnentudukanys u ayreHTH(UKAINS TOJIb30BaTeNeH
7 Pasrpanuuenue nocrymna.
8 Perucrparust coObITHi (ayaur).
9 KoHTposb 11eT0CTHOCTH JAaHHBIX
10. | YHHUYTOXEHHE OCTATOYHON WH(MOpMAITUN
11. | Ynopasnenue nonutukoit 6e3onacuoctu. llabaonsl 6e30nacHoCcTH
12. | Kpunrorpaduueckas 3amuTa. O630p nporpamm muQpoBaHus JAHHBIX
13. | YopaBnenue nonutukoit 6e3omnacHoctu. [1la6imonsr 6e30macHoCcTH
Tema 1.4. Copepixanue 2
JlecTaGuaIn3upyIonie VcTouHnku aecTabuIM3upyOIEero BO3AeHCTBUS Ha OOBEKThI 3aIUTHI
e BO3IeiicTBHE Ha CniocoOsI BO31eCTBHUS HA MH(OPMAITHIO
00LeKTHI3AMUTDI [TpuumnHbI 1 ycI0BUS AeCTAOMIM3UPYIOLIETO BO3ICHCTBUS HA HHPOPMALIUIO

JlaGopaTopHblie padoThI

He npenycmotpeno
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IIpakTHYecKue 3aHATHA 4
14 \ Pacnipenenenre kaHaIOB B COOTBETCTBUU C UCTOYHHKAMHU BO3JICUCTBUS HA MH(POPMAIIHIO
Tema 1.5. Conepxanne 2
IpHHIHIbI [ToHsATHE HECAaHKIIMOHMPOBAHHOT'O JOCTYNA K HH(OpMAIK
IIPOrpaMMHO- OcHosHble OAX0AH! K 3amuTe nHGopMarmu ot HCJL
ANNAPATHOM3AIATHI Opranuzanus goctyna K (aitinaM, KOHTPOJIb I0CTYyIa U pa3rpaHHueHHe JOCTYIa, HePapXUIeCKUN
undopMamum ot JOCTYI K ¢aitnam. @ukcanus qoctyna K Qaiiaam
HECAaHKLIMOHHPOBaH ﬂOCTyrI K JaHHBIM CO CTOPOHBI ITponecca

HOT'0 JI0CTyNna

OcobeHHOCTH 3alIMTHI JaHHBIX OT u3MeHeHus. [ludpoBanue.

JlaGopaTopHblie padoThI

He npenycmotpeno

IIpakTnyeckune 3aHATUSA

2

15 | Opranuzanus goctyna K Qaiiaam

16 | O3HakOMJIEHHE C COBPEMEHHBIMH NMPOTPAMMHBIMHU M TIPOTPAMMHO-AIIAPaTHBIMHU CPEJICTBAMH
zamutel oT HCJI

Tema 2. 3anra aBTOHO

MHBIX aBTOMATU3UPOBAHHBIX CUCTEM

I1K 2.1-2.6,
OK 01-11

Tema 2.1. OcHOBEI

3aIUTBIABTOHOMHBIX
ABTOMATU3UPOBAHHBIX

CHUCTEM

Conepxanue

Pabota aBToHOMHOI AC B 3alTUIIICHHOM PEXUME

Anroputm 3arpy3ku OC. IlItaTHble cpencTBa 3aMbIKaHUS CPEbI

Pacmmpenue BIOS kak cpencTBo 3aMbIKaHUS IPOTPAMMHOM CPEJIbI

CucreMsl Tuma JNeKTPOHHBIN 3aMOK. D3 ¢ IPOBEPKOM LIETOCTHOCTH ITpOrpaMMHOi cpenbl. [lonsaTue
AM/I3 (noBepeHHas 3arpy3Ka)

[IpumeHeHue 3aKiaI0K, HaPaBJICHHBIX Ha CHIDKEHHE AP PEKTUBHOCTH CPECTB, 3aMBIKAIOIIUX
cpeny.

JlabopaTopHbie paboThI

He npenycmorpeno

IIpakTnyeckune 3aHATUSA

He npenycmotpeno

Tema 2.2.3anmura
NMpPorpamMm ot
U3ydeHmust

Conepxanue

2

N3yuenue u obpaTHOe npoektupoBanue [10

Crnioco6s1 n3yuenus I10: ctatnyeckoe v JUHAMUYECKOE N3YUYEeHUE

3a1auu 3aIIUTHI OT U3YYCHUS U CTIOCOOBI X PEIICHUS

3amura OT OTJIagKH.

3ammra oT Au3acceMOIMpPOBaHUS

3amuTa OT TPACCUPOBKH IO MPEPHIBAHUSM.

14




JlabopaTopHbie paboThI

He npenycmorpeno

IIpakTnyeckune 3aHATUSA

He npenycmotpeno

Tema 2.3.
Bpenonocnoe
nporpaMMHoe
odecrneyeHue

Conepxanue

2

BpenonocHoe nmporpaMmHoe oOecrieueHre Kak 0COOBIN BT pa3pyIAIOMIUX BO3ICHCTBUI

Knaccudukanmst Bpe1oHOCHOTO MporpaMMHOro obecrnieuenus. Cxema 3apaxkeHusi. CpeacTsa
HEeUTpaTU3aluu
BpegonocHoro I10. [Ipodunaktrka 3apaskeHus

[Mouck cienoB aktuBHOCTH BpeporocHoro I10. Peectp Windows. OcHOBHBIE BETKH, COIEPIKaIINE
uH(popmaruio o BpegoHocHoM I10. [Ipyrue o0beKTHI, copepkaiue HHPOPMAIIHIO O
BpeaonocHoMm 10, daiiner prefetch.

Bot-netsl. [Ipuanuun GpyHkumonnpoBanus. MeToabl oOHapyKeHUs

Knaccudukanus anHTuBupycHbIX cpeacTB. CUTHATYPHBIN U ABPUCTHYECKUI aHATIN3

3anmTa OT BUPYCOB B "pydyHOM pexume"

OCHOBHBIE KOHIIETIIIMY IOCTPOEHUS CUCTEM aHTUBUPYCHOM 3aILUThI HAa IPEAIPUIATAN

JlaGopaTopHblie padoThI

He npenycmotpeno

IIpakTHYeckue 3aHATHS 2
17 [Tpumenenus cpencTs uccnenoanus peectpa Windows aiist HaX0KACHUS CIIC/IOB
AKTUBHOCTH BpegoHocHoro [10
Tema 2.4. 3ammura Coaep:xanue 2

NporpaMm u
JAHHBIX OT
HECAHKIIMOHMPOBAH
HOTOKONHUPOBAHMSA

HecankumonupoBanHoe konupoBaHnue nporpamm kak tan HCJL

IOpuanyeckue acreKkTbl HECAaHKIIMOHUPOBAHHOTO KOMMPOBaHuUs IporpaMM. OO1iee MOHATHE 3alIUThI
OT KOIIMPOBAHMS.

[Ipusszka [1O k annapaTHOMY OKPYXEHHIO U HOCUTEIISM.

3alMTHBIE MEXaHU3MBI B COBPEMEHHOM IpOorpaMMHoOM obecrieucHnn Ha npumepe MS Office

JlaGopaTopHblie padoThI

He npenycMmoTtpeno

IIpakTH4eckue 3aHATUA 4
18 3amuTta “HQOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHUS C UCIIOIb30BAHUEM
CHeIHaTM3UPOBAHHBIX IPOTPAMMHBIX CPEJICTB
19 3alMTHBIE MEXaHU3MBI B iputoskenusx (aa mpumepe MSWord, MSExcel, MSPowerPoint)
Tema 2.5. 3amura | Conep:xkanue 1

HHopManuu Ha
MAIIMHHBIX
HOCHTEJIAX

[TpoGnema 3anuThl OTYYKIaeMbIX KOMITOHEHTOB [[9BM.

Mertoap! 3aUThl HHQOPMAIMK Ha OTYyXAaeMbIx Hocutessix. Llnudposanue.

CpencTBa BOCCTaHOBJICHUS ocTaTouHON nHpopManuu. Co3aanue moceKTopHeix 0opazos HXKM/I.

JlaGopaTopHblie padoThI

He npenycmoTtpeno
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IIpakTH4eckue 3aHATUA

10

20 | IlpumeHeHME cpeCcTBa BOCCTAHOBJICHUSI OCTATOYHON HH(pOpManuK Ha mpuMepe Foremost nim
a”ajora
21 | IlpuMeHeHue CenUaIn3UPOBAHHOTO TPOIPAMMHO CPEJICTBA /Il BOCCTAHOBJICHHUS yIaleHHBIX
dbaiinoB
22 | IlpumeHeHue nmporpamm it 6€3BO3BpaTHOTO YAAJCHHs JaHHBIX
23 | Ilpumenenue mporpamMm i U(PPOBAHKS TaHHBIX HA ChEMHBIX HOCUTEIISX
24 | IlpumMeHeHHEe  CpEINCTB  BOCCTAHOBJIIGHUS  OCTaTOYHOM  mHpopMamuu B CylneOHBIX
KPUMMHAIMCTUYECKUX KCIEPTH3axX W IPHU paccieloBaHMM MHLUAEHTOB. HopmaTtuBHas Ga3a,
JIOKYMEHTHPOBAaHHUE PE3YyJIbTATOB.
25 | be3Bo3BparHOe yjaneHue JaHHbIX. [[pHHINTIBI M ITOPUTMBI.
Tema 2.6. Conepxanne 1
AnnapaTtHble TpeboBaHus K anmapaTHbIM CPEJCTBAM HICHTHU(PHUKAINY U ayTeHTH(PHUKAIIMY TI0JIb30BaTENEH,
cpeacTea PUMEHSIEMBIM
naeHTHUKANNHT B O3 u AIIM/13
ayTeHTHQUKANHH Ycrpoiicta Touch Memory
1oJIb30BareJiei JlabopaTopHbie padoThl He npengycmorpeno
IIpakTnyeckune 3aHATUSA He npenycmoTtpeno
Tema 2.7. Conep:xanue 1
Cucrembl COB u COA, otnnuus B pyakiusx. OcHoBHble apxuTekTypbl COB
00HapY:KeHUs Hcnonb3oBanue cereBbix cHUGDepoB B kauectBe COB
aTtak u AnnapatHbiii komnoneHt COB
BTOPIKEHU I ITporpammuslii komnonenT COB

Monenu cucreMbl 0OHapy)eHus Brop:keHui, Knaccudukanuus cucrem oOHapyKeHUsT BTOPIKEHUH.
Ob6Hnapyxenue curaryp. O6HapyxeHue anoMasuii. Jlpyrue Meto el 0OHapy>KEHHsI BTOPKEHUH.

JlaGopaTopHblie padoThI

He npenycmoTtpeno

IIpakTHYeckue 3aHATHS 2
26 | MonenupoBaHue NMpoBeCHUS aTaku. M3ydeHne HHCTpYMEHTAIbHBIX CPEACTB OOHAPYKEHHS
BTOPKEHUI
Tema 3. 3amura nHGOPMAIUHU B JIOKAJBHBIX CETAX
Tema 3.1. OcHOBBI Conepxanue 1 I1K 2.1-2.6,
MOCTPOCHHUS OK 01-11
3aIM IeHHbIXCeTell Ceru, paboTaromiye Mo TEXHOJIOTHH KOMMYTAIlUU TaKeTOB

Crex npotokosioB TCP/IP. OcoGeHHOCTH MapIIpyTH3AIINH.

HlITatHble cpeacTBa 3ammThl HHGOpManuu creka nporokonos TCP/IP.
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CpencrBa nACHTH(PUKAIMH U ayTeHTU(HUKAIIMY Ha Pa3HBIX YpoBHX mpotokoia TCP/IP,
JOCTOMHCTBA, HEJOCTATKU, OTPAHUYCHHS.

JlabopaTopHbie paboThI

He npenycmorpeno

IIpakTnyeckune 3aHATUSA

He npenycmoTtpeno

Tema 3.2.
CpencrtBa
OpraHu3aluu
VPN

Conepxanue

1

BuptyanbHas yactHast ceTb. OyHKINU, HA3HAYCHUE, TPUHIUI TOCTPOEHUS

Kpunrorpaduueckue u Hekpunrorpapuieckue cpeacrsa opranuzanuu VPN

VYerpoiictBa, o6pazyromniue VPN. Kpunromapmpytuzarop u KpuntoGuisTp.

Kpuntopoytep. IIpuHuumnel, apXxuTekTypa, MOJENb HapyIIUTENs, TOCTOMHCTBA U HEJJOCTaTKU

Kpuntodunetp. [IpuHLIHNIIBL, apXUTEKTYpa, MOJENIb HAPYIIUTENS, JOCTOMHCTBA U HEAOCTATKU

JlabopaTopHbie paboThI

He npenycmorpeno

IIpakTnyeckune 3aHATUSA

2

27 ‘ PasBepreiBanue VPN

Tema 4. 3amura nHpoOpMaLMHU B CeTAX 0011Ero 10CTyNna

I1K 2.1-2.6,
OK 01-11

Tema 4.1.
Oo0ecneyenue
0e30macHOCTH
MeEKCETEeBOro

B3aUMOeHCTBHUA

Conep:xxanue

MeToap! 3amuThl HHGOPMAIK TpHU padoTe B CETSIX OOIIET0 AOCTYIIA.

MeskcereBbie skpanbl Tuma firewall. loctonHcTBa, HETOCTATKH, peaTu3yeMble TOTUTHKH
0e30MmacHOCTH

Ocuosuslie Turmsl firewall. Cumverpruunsie u Hecummerpuunbie firewall.

VYpogsens 1. [lakeTHble PUIBTPEI

Yposens 2. GuiibTpanus cryx0, MOMCK KIIOYEBBIX CJIOB B TeJIe AKETOB Ha CETEBOM YPOBHE.

VYpogens 3. Proxy-cepBepa NpuKIaIHOTO YPOBHS

OnHoxocToBBIC U MyJbTHXOCTOBBIC firewall.

ApPXUTEKTYPHI U BHIMOIHIEMbBIX (PYHKIIHIHA

OCHOBHBIE THITBI apPXUTEKTYp MyIbTHX0CTOBBIX firewall. TpeboBaHus K KaKIOMy XOCTY HCXOIS U3

TpebGoBanusi o cepTUHUKAIINN MEKCETEBBIX YKPAHOB

JlaGopaTopHble padoThI

He npenycmoTtpeno

IIpakTHYecKue 3aHATHA

2

28 | Usyuenue u cpaBHenue apxutektyp Dual Homed Host, Bastion Host, Perimetr

29 | N3ydeHue pa3inyHbIX CIIOCOOOB 3aKPHITHS "OMACHBIX" TOPTOB

Tema 5. 3ammuTa nuHopmanuu B 6a3ax JaHHBIX

I1K 2.1-2.6,
OK 01-11

Tema 5.1.

| Conepxanue
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3ammTa
uHopMmanuu B
0a3axIaHHLIX

OcHoBHBbIE TUIIBI YTPO3. MOJENb HApYIINUTENS]

CpenactBa uaeHTUPUKAIMHN U ayTeHTU(UKAIUU. Y TIpaBIeHHUE JOCTYIIOM

CpencTBa KOHTPOJIS LIETIOCTHOCTH MH(popMaIuu B 6a3zax JaHHBIX

CpencrtBa aynura v KOHTpOJIs O6e3onacHocTy. Kpurepun 3ammuiieHHOCTH 6a3 JaHHBIX

[IpumeneHnne kpuntorpaguIecKux CpeCTB 3aUTh HHPOPMAIHK B 6a3aX JaHHBIX

JlaGopaTopHble padoThI

He npenycmoTtpeno

IIpakTHyeckne 3aHATHSA 2
30 | U3yuyenue mexanusmos 3ammtel CYBJ] MS Access
31 | Usyuenwne mrarHbix cpencts 3aumTel CYBJ] MSSQL Server
Tema 6. MOHUTOPHHT CHCTEM 3alIUTHI I1K 2.1-2.6,
OK 01-11
Tema 6.1. Conepxanne 1
MoHuUTOPHUHT [TonsiTe 1 060CHOBaHKE HEOOXOAMMOCTH MCTIOIH30BAHUS MOHUTOPUHTA KaK HEOOXOIUMOM

CHUCTEM 3allUThI

KOMIIOHCHTBI CUCTCMBbI 3allIMThI I/IH(bOpMaI_[I/II/I

OcobeHHoCTH (pUKCAIMK COOBITHIA, TOCTPOCHHBIX Ha PAa3HBIX MPUHIIMIIAX: CETH C KOMMYTaIHeH
COeIMHEHHUH, CeTh ¢ KoMMyTaruei makeros, TCP/IP, X.25

Knaccudukanus orciexnBaeMbix coobITHii. OCOOEHHOCTH MOCTPOEHUS CUCTEM MOHUTOPHHTA

HcTounuku nHGopMauu 111 MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATUCTHYECKHUE XapaKTEPUCTUKHI

Tpaduka yepes MO, mpoBepKa pecypcoB OOIIETO MOJIH30BaHHUS.

Knaccudukanus cereBbIX MOHUTOPOB

CucTeMbl yrpaBiieHus COOBITHIMI HHPOpPMaInoHHoi 6e3omacuoctu (SIEM).
0630p SIEM-cucrem Ha MUPOBOM M pOCCUHCKOM PBIHKE.

JlabopaTopHbie paboThl

He npenycmorpeno

IIpakTHYeckue 3aHITHS 4
32 | V3yyeHue U CpaBHUTEIIbHBIN aHAIU3 PACIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha IMPUMEpE
RealSecure, SNORT, NFR wiu npyrux aHaiaoros
33 | [IpoBenenue ayaura JIBC ceTeBbIM CKaHEPOM
Tema 6.2. U3yuyenue Copep:xanue 2

Mep3alUThI
uHpopManumn B
HH(pOpMALMOHHBIX
cucTemMax

N3yuenune TpeboBaHuii 0 3anuTe HHGOPMAITHU, HE COCTABIISIONIEH TOCYAapCTBEHHYIO TaHy.
N3yuyenne Mmeronnueckux 1oKkymMmeHToB @CTOK 1o npuMeHeHUIo Mep 3alUThI.

JlabopaTopHbie paboThI

He npenycmorpeno

IIpakTnyeckune 3aHATUSA

2

34 | Beibop mep 3ammTsl HHOOpPMAIUH IS UX pean3aui B ”HGOPMAIIMOHHON cucteMe. Beioop
COOTBETCTBYIOIIUX MPOTPAMMHBIX M TPOrPAMMHO-AIMAPATHBIX CPEJICTB U PEKOMEHIAIHIA IO
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UX HAaCTPOMKE.

Tema 6.3. U3yuenne Conepxanue -
COBpPEeMEeHHbIX JlaboparopHsbie padoThbl He npenycmoTtpeno
NPOrpaMMHO- IIpakTHyeckue 3aHATUS 10
annapaTHbIX 35 | YcraHoBKa 1 HacTpoiika KOMIUIEKCHOTO cpezcTBa Ha npumMepe SecretNetStudio (yueOnast
KOMILJIEKCOB. JMIIEH3US) WU IPYTUX aHAJIOTOB

36 | YcraHoBKa M HacTpoOiiKa MPOrpaMMHBIX CPEJCTB OILICHKH 3alMIICHHOCTH U ayIuTa
UH(POPMALIMOHHOM 0€30MacHOCTH, 3yueHue (PyHKIUI 1 HACTpOKa pexKMMOB pabOTHl Ha
npumMepe MaxPatrol 8 unu gpyruxaHajioros
37 | Uzyuenne tTunoBsix pemenuii s noctpoenus VPN nHa npumepe VipNet i apyrux
aHaJIOTOB
38 | M3yyeHue COBpeMEHHBIX CUCTEM aHTHBHPYCHOW 3allIUThI HA IPUMEPE KOPIOPATUBHBIX
pemenuit KasperskylLab nnu npyrux anamaoros
39 | Uzyuyenue ¢pynkunonana u obmnacteit npumeHenus DLP cucrem Ha mpumepe
InfoWatchTrafficMonitor nim npyrux anaaoros
KypcoBoii npoekT 30
IIpuMepHasi TeMaTHKA KYPCOBBIX IPOEKTOB
1. Onenka >pPeKTUBHOCTH CYIIECTBYIOLUIMX MPOIPaMMHBIX M MPOTrPaMMHO-AMMAPATHBIX CPEJICTB 3allMThl MH(MOPMALUU C
IIPUMEHEHHUEM CNIEHUAIN3UPOBAHHBIX HHCTPYMEHTOB U METOJI0B (MHIMBUAYAIbHOE 3aJaHHE)
2. O030p U aHaTTU3 COBPEMEHHBIX MTPOrPAMMHO-AIIAPATHBIX CPEACTB 3aLUIUTHI HH(POPMAUK (MHIUBHyaIbHOE 3a/IaHHE)
3. Br16op onTuManbHOTO CpeaCTBA 3aUIUTHI HH(OpMAIMK UCX0s U3 Metoandeckux pekomenaarmii ®CTOK u nmerommxcst
MCXOJIHBIX JTAaHHBIX (MHIUBUAYAILHOE 33JaHKE)
4. TlpumeHeHHE MPOrpaMMHO-AMIAPATHBIX CPEJICTB 3AIUTHl HHPOPMALIUHN OT Pa3IMYHBIX THUIIOB YIpo3 HA MPEAIPUATHH
(MHIMBUyaTbHOE 33/IaHUE)
5. TIpoGnema 3anuThl HHGOPMAIIUK B 00JIAYHBIX XpaHuwnax nanaeix u [{O/]ax.
6. 3ammrTa cpex BUPTyaJln3aluu
TemaTuka camocrosiTe1bHOM padoTsl npu usydennu MJIK.02.01 8

1

2.
3.
4
5

. MI3yueHne HOBBIX TEXHOJOTHM XpaHeHUsI HHPOPMAaLIUU

CraTtucTuKa M aHAJIU3 KPYIHBIX yTeUeK MH(POPMALIUH 3a TOA

[Touck nHpOpMaLINK O HOBBIX BHJIaX aTaK Ha MH(POPMALMOHHYIO CUCTEMY

O0630p COBpEMEHHBIX MPOTPAMMHBIX M IPOTPAMMHO-aNIIAPATHBIX CPEICTB 3aIUTHI

CpaBHUTENBHBII aHAJIN3 COBPEMEHHBIX POTPAMMHBIX U TPOrPAMMHO-ANIAPATHBIX CPEACTB 3aALUTHI
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6. Cucremarnyeckas npopabOTKa KOHCIIEKTOB 3aHATHI, y4eOHON U CIIeUaIbHOW TEXHUYECKON JUTEpaTyphl (10 BOIPOCaM K
naparpadam,riaBaM y4eOHBIX TOCOOUI, COCTABICHHBIM MPEIOAABATEIIEM )
7. TloaroroBka K MPaKTHYECKHMM pabOTaM C MCIOIb30BAHMEM METOAMYECKHX PEKOMEHMAIN mperoaaBarens, opopMiIeHue
MPAKTUYECKUXPAOOT, OTYETOB K UX 3aILUTE.
8. Pabora Hax KypcoBbIM MpoeKTOM (paboToil): IUIaHUPOBAaHHE BBIIOJHEHHUS KYpPCOBOTO MPOEKTa, OIpEeNeeHUE 3ajad
paboThI,M3y4YCHUE JIUTEPATYPHBIX HCTOYHUKOB, MPOBEICHHUE IPEAPOCKTHOTO HCCIICAOBAHNS.

KouncyabTanuu 6
IIpomexyrounas arrectanusa no MJ/IK.02.01 B Buae s3x3ameHa 6
Pasnen 2. [IpumeHenne kpuntorpapuueckux cpeacTB 3alUTHI HHPpOpMALNH

M/K.02.02. Kpuntorpadpuieckue cpeacTsa 3aliuThl HH(pOpMaIUU

BBenenne Copep:xanue 2

[Ipeamer u 3agaun kpunrorpaduu. Mcropus kpunrorpaduu. OCHOBHBIC TEPMHUHBI

JlabopaTopHbie paboThl

He npenycmorpeno

IpakTnyeckue 3aHATHS

He npenycmorpeno

Tema 1. MaTemaTH4ecKHe OCHOBBI 3a1UThI HHGOpMAaLIUH

11K 2.4,
OK 01-11

Tema 1.1.
MaTtemaTH4ecKHe
OCHOBBI
Kpunrorpagpuu

Conepxanue

DneMEHTBI TEOPUHM MHOXKECTB. [ 'pyIIIbl, KOJbIIa, MOJIS.

Hemumoctsb uncen. [Ipusnaku genumoctu. [IpocTeie u cocTaBHbIE YUCTA.

OcHoBHas Teopema apudmeruku. Hanbonpmuit obumii nenutens. B3aumMuonpocTeie yncia.
Anroputrm EBxknuaa s Haxoxaenust HO/I.

OtHomenus cpaBHuMocTU. CBoiicTBa cpaBHeHU. MoaymsipHas apugMeTuKa.

Kunaccel. [lonnas u npuBenennas cucrema BoruetoB. Oynkuus Oinepa. Teopema Depma-Oiinepa.
AnTOpUTM OBICTPOTO BO3BEJCHUS B CTENEHB 110 MOIYIIIO.

CpaBHeHus niepBoii creneHu. JInneitHble Tno(anTOBB ypaBHEHUS. PacInpeHHbIN alropuTM
EBxummna.

Kwuraiickas Teopema 00 ocTaTkax.

[TpoBepka uncen Ha MPOCTOTY. AJTOPUTMBI T€HEPAITUU MPOCTHIX Yucen. MeToa MpoOHBIX JACICHUM.
Pemero Dpatocdena.

Paznoxxenue uncina Ha MHOKUTENU. ANropuT™bl hakropuzanun. Paxropuzauus Oepma. Meron

[Tomnapaa.
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AnropuTMbI TUcKpeTHOTo JorapudmupoBanus. Merox [Tomrapaa. Meron [loppa.

Apudmerndeckre onepanuy Haja O0IbIIUMH YHCIAMH.

DIMUNTHYECKUE KPUBBIE M UX MPHIIOKEHHS B KPUIITOTpaduu.

JlaGopaTopHblie padoThI

He npenycMmoTtpeno

IIpakTnyeckue 3aHATHS

18

1 [Tpumenenue anroputma EBknuaa nis Haxoxaenuss HOJl. Pemenne nuHeHHBIX TMO()AHTOBBIX

ypaBHEHUU

2 [IpoBepka yncen Ha IPOCTOTY

3 Pemenue 3anay ¢ aneMeHTaMu TEOPUU YUCEN.

Tema 2. Knnaccuueckasi kpuntorpagus

11K 2.4,
OK 01-11

Tema 2.1.
MeTtoasbl
Kpunrorpagpuye
CKOr03alIUThI
uHpopMaumn

Conepxanue

Knaccudukarist OCHOBHBIX METOZOB KpUNTOrpadUECKOi 3alUThl. MeTOabl CHMMETPHYHOTO
mudpoBaHus

[udpst 3amensl. [Ipocras 3amena, MHOToaIpaBUTHAS MTOACTAHOBKA, TPOIIOPIIMOHAILHBIN TIHQP

Mertoap! nepectaHoBKH. Tabin4Has nepecTaHOBKa, MapLIpyTHAs IepECTaHOBKA

["ammupoBanue. ['aMMupoBaHre ¢ KOHEYHOM U OECKOHEYHOW raMMaMu

JlabopaTopHbie paboThl

He npenycmorpeno

IIpakTHYecKkne 3aHATHA

16

4 [IpumeHeHne KIacCu4ecKux MUQppPOB 3aMEHBI

5) [IpumeHeHne KIaccu4ecKux MuppoB MepecTaHOBKU

6 IIpuMeHeHne MeToja raMMUPOBAHUS

Tema 2.2.
Kpunroanaau3

Conepxanue

OcHoBHbIE MeTOABI KpunTOaHanu3a. Kpunrorpaguueckue aTaku.

Kpunroraduyeckas cTolkocTb. AGCOMOTHO cTOlKKe Kpuntocuctemsl. [Ipuniuner Kupkxoddcea

[IepcrieKTUBHBIE HANIPABICHUs KPUIITOAHAIN3a, KBAHTOBBIA KPUIITOAHAIIUS.

JlabopaTopHbie paboThl

He npenycmorpeno

IIpakTHYecKkne 3aHATHA

20

7 KpunToananus mudpa npoctoit 3aMeHbl METOJIOM aHaIN3a YaCTOTHOCTH CUMBOJIOB

8 Kpunroananus kinaccuueckux mmu@poB METOI0M MOJIHOTO nepedopa KIroden

9 Kpunroananus mudpa Buxunepa
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Tema 2.3.
IHorouynsbie mU@pPbI
U FeHepaTopbl

Conepxanue yueOHOro MaTepuaJia

OcHOBHBIE IPUHITUIIBI TOTOYHOTO b poBanus. [Ipumenenue renepatopos [1CY B kpunrorpadum

Mertoap! nosryueHus reeBaociydaitupix nocienosarenbaocted. JIKI, meron @ubonayuu, MeTos

MCEeBAOCTYYANHBIX BBS.
aunces JlabopaTopHbie paboThI He npengycmorpeno
IIpakTHYeckne 3aHATHSA 8
10 | [Ipumenenne metonoB renepanuu [1CY
Tema 3. CoBpeMeHHasi KpunTorpagus 11K 2.4,
OK 01-11
Tema 3.1. Coaepixkanue yueOHOIro MaTepuasa 3
Koxuposanue Komuposanue undopmarmu. CUMBOIILHOE KoaupoBanue. CMBICIIOBOE KOJUPOBaHUE. MeXaHu3amms
HHpopManuu. mmdposanus. [IpeacraBnenue napopmanmu B 1sondaHoM koje. Tadmuma ASCII
Komnborepusaumst  ["Konmprorepnsanus mmbpoBanus. ANmapaTHOE U IPOrPaMMHOE mHdpoBanie CTaH apTH3AIHS
wudposanus. IPOrPaMMHO-AINIAPATHBIX KPUNTOrPahUIECKUX CUCTEM M CPEACTB. M3ydeHne COBPEMEHHBIX
IIPOTPAMMHBIXH aIMapaTHBIX KpUNTOrpadhUIEeCKUX CPEIICTB
JlaGopaTopHblie padoThI He npenycMmoTtpeno
IIpakTHYeckne 3aHATHSA 18
11 | KongupoBanue undopmauu
12 | [IporpammHas peanu3anus KIacCHYECKUX MHPPOB
13 | 3yueHue peain3anuu KJIACCUYSCKUX MUEGPOB 3aMEHBI U IEPECTAaHOBKH B MPOrPaMMe
CrypTool wiu anaore.
Tema 3.2. Conepxanue yueOHOro MaTepuaJia 3
CummeTpuynbIe O6uue cBenenusi. CTPYKTypHAs CXeMa CHMMETPUYHBIX KPHIITOTPA(QUUECKUX CHCTEM
CHCTEMBI
T —— OreuectBennbie anroputMbl Marma u Kysneunk u crangaptel [OCT P 34.12-2015 u TOCT P
34.13-2015. Cummerpuunsie anroputMbl DES, AES, TOCT 28147-89, RC4
JlabopaTopHbie paboThl He npengycmorpeno
IIpakTHYeckne 3aHATHSA 10
14 | U3ydeHue mporpaMMHON peain3aliil COBPEMEHHBIX CHMMETPHYHBIX IIH(POB
Tema 3.3. Coaepixkanue yueOHOIo MaTepuasa 3
AcHMMeTpHYHbIE Kpunrocucremsl ¢ oTKpbITHIM KitodoM. HeoOparumocTs cucrem. CTpykTypHast cxema mudpoBaHus
CHCTEMBI

C OTKPBITBIM KIIFOYOM.
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mudpoBaHus DJIEMEHTBI TEOPUH YHCEN B KPUNTOTPA(UH C OTKPBITBIM KITFOYOM.
JlaGopaTopHblie padoThI He npenycMmoTtpeno
IIpakTHYeckne 3aHATHSA 16
15 | IlpumeHeHHe pa3InYHbIX ACHMMETPHYHBIX AJITOPUTMOB
16 | M3yueHue mporpaMMHOI peann3aii aCHMMETPUYHOTO anroputMa RSA
Tema 3.4. Coaepixkanue yuyeOHOro MmaTepuaJia 3
AyTeHTHOHKANHSA Aytentudukamusa naaabx. O6mme nouatus. JI1. MAC. OHoHANpaBIeHHBIE XeI-()YHKIUH.
MaHHBIX. AJropuT™Mbl HH(PPOBOH MOIMHUCH
JJIeKTpoOHHAasl JlaGopaTopHbie padoThI He npeycMoTpeHo
ToAmuen IIpakTnuyeckne 3aHATHSA 16
17 | [IpumeHeHHe pa3TUYHbIX QYHKIUH XSIIUPOBAHMS, aHATH3 OCOOCHHOCTEN XemIen
18 | I[Ipumenenne kpunTorpadUIECKUX aTak Ha Xell-() yHKIIHH
19 | N3yueHue mporpaMMHO-aNmapaTHbIX CPEJICTB, PEATU3YIOIINX OCHOBHBIE (pyHKIUN D11
Tema 3.5. Conepxanue yueOHOro MaTepuaJia 2
AJITOpPUTMBI AJITOpUTMBI pacrpee/iCHUs KIFUYel ¢ TPUMEHEHHEM CHMMETPUYHBIX H ACHMMETPHUYHBIX CXEM
o0MeHa KiI0Yei u IMporokonsl ayreHTudukanmu. Bzanmuas ayrentudukaist. O THOCTOPOHHSS ayTeHTUDUKAINS
POTOKOJIBI JlaGopaTopHbie paGoThI He mpegycmorpeno
ayTeHTH(HKALHHI IpaKkTHYecKHe 3aHATHS 16
20 | IIpumenenue nportokoina Auddu-Xemmmana st oOMeHa kiroyamMu mudpoBaHus.
21 | M3y4yeHue NpuHIMIIOB pabOTHI MPOTOKOJIOB ayTEHTU(DHUKALIMHU C UCTIONB30BAaHUEM JJOBEPEHHOM
CTOpOHBI Ha puMepe npotokona Kerberos
Tema 3.6. Conepxanue yueOHOro MaTepuaJia 3
Kpunrozamura Ab6onentckoe mudposanue. [TakerHoe mudposanue. 3anuTa MEHTPa FTEHEPAIIUHT KITFOUCH.

uHopManuu B
ceTsIX mepeaavun
AAHHBIX

Kpunromapmpyruzatop. [laketnsrit punstp

JlabopaTopHbie padoThl

He npenycmorpeno

IIpakTnyeckne 3aHATHSA 8
22 | Kpunrorpaduueckas 3amura O€CIIpOBOAHBIX COSMHEHUH B ceTsax crangapta 802.11 c
ucnonb3zoBanuem npotokosoB WPA, WEP.
Tema 3.7. 3amura Coaepixkanue yueOHOIro MaTepuasa 3
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uHgopmauum B

[TpuHUIMTIBI GYHKIMOHUPOBAHUS AIEKTPOHHBIX IJIATEKHBIX CUCTEM. DIIEKTPOHHBIE IIACTUKOBBIE

3JIEKTPOHHBIX kapThl. [lepcoHanbHbIi HAEHTUDUKALMOHHBIA HOMED.
IJIATEKHbIX JlabopaTropHbie padoThl He npengycmorpeno
cHCTeMax IIpakTHYeckue 3aHATHSA 12
23 | [IpumeHeHue ayTeHTU(UKALIUY IO OTHOPA30BBIM MapoJisiM. Peanuzanus aaropuTMoB CO3/IaHUs
OJIHOPA30BBIX I1APOJIEH
24 | Tlpumenenue kpunTorpaduIeCKUX MPOTOKOJIOB ISl 0OecredeHus: 0€30MaCHOCTH JICKTPOHHOM
KOMMEPLIUU
Tema 3.8. Conepxanue yueOHOro MaTepuaJia 2
Komnkrotepnas CxpbiTas nepenada HHPOPMALUK B KOMITBIOTEPHBIX cucteMax. [IpoOiema ayreHTHGHUKALN
cTeraHorpagus MYJIbTUMEANHHON nHPOpMaLuu. 3aluTa aBTOPCKHUX TPaB.

Metoap! KOMITBIOTEpHOM cTeranorpaduu. Llndpossie BoasiHbIE 3HAKH. AJITOPUTMBI BCTPAaUBAHHS
I1B3

JlabopaTopHbie paboThl

He npenycmorpeno

IIpakTH4eckue 3aHATHSA 10
25 | O630p u cpaBHUTENBHBIN aHanu3 cymecTBytomuiero 10 st BerpanBanus LIB3
26 | Peanm3anus mpoCcTeUIINX CTETaHOTPAPUIECKUX alITOPUTMOB

TemaTuka camocrosiTenbHON padoTsl npu u3yyenun MJIK.02.02 16

1. Hcropus pa3BuTHs Kpuntorpapuu
2. TlporpammHuas peanu3amnusi KJIacCHUYeCKUX mudpos

© o N~

OnTuMu3aIus METO0B YaCTOTHOTO aHAJIM3a MOHOAI(aBUTHBIX MIH(POB.
[TporpaMMHas peanu3aius KIacCHUecKux mudpos

MeToabl MeXaHU3aluU MTUPPOBAHHS

[udposoe npencrapnenue pazaudHbx GopM nHGoOpMauu

AHanu3 COBpEMEHHBIX CHMMETPUYHBIX KPUIITOAITOPUTMOB

Anamuz COBPCMCHHBIX aCUMMCETPHUYHBIX KPUIITOAJITOPUTMOB
[IporpammHas peanu3anus COBPEMEHHBIX KPUIITOAITOPUTMOB

10. CpaBHUTENBbHBIN aHATU3 QYHKIMHN XEITUPOBAHUS
11. AyrenTudukaims cooOnIeHII

12. 3akoHOMaTETHCTBO B 00JACTH KPUTITOTpadUIECKOM 3alIUThl HHGOpMAITUH

13. [lepcriekTUBHBIC HANIPaBIICHUS KpUNTOrpaduu
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Kouncyabrauuu 6

IIpome:kyrounas arrecrauus mo M/[K.02.02 6

M/IK 02.03 KopnopaTuBHasi 3a1lUTa OT BHYTPEHHUX YIPo3 HH(POPMALMOHHOIT 0€30MaCHOCTH

Tema 1. KopnopaTuBHasi 3alIlUTAa OT BHYTPEHHUX YIPo3 HH(OPMAIMOHHOH 0€30MaCHOCTH 11K 2.4,
OK 01-11

Tema 1.1. YcranoBka, | Coagep:kanue y4eOHOro Mmarepuajia 20

KOHQUTrypUpOBaHUE U
yCTpPaHeHue
HEUCIpaBHOCTEH B
cucreme
KOPNOpPaTHUBHOIT
3alUTHI OT
BHYTPEHHHMX Yrpo3

CereBoe okpyxeHue. CeTeBble MPOTOKOJIBI. METOIbI BBISIBICHUS U TIOCTPOCHUS IMYTEW IBUKEHUS
uHpopManuu B opranuzanuu; [10Xoab1 K MOCTPOSHUIO CETH M KaK CETeBbIE YCTPOMCTBA MOT'YT OBIThH
HACTPOCHBI 11 9PPEKTHBHOTO B3aMMOICHCTBUS. THITBI CETEBBIX YCTPOUCTB. PazHOOOpasue
ONCpaOHHbIX CUCTCM, UX BO3MOKHOCTH C TOYKU 3PCHUA UCIIOJIB30BAHUS TTOJIB30BATCIIAMUA U JJIA
pa3BEPTHIBAHUSI KOMIIOHEHTCHCTEM 3alUThI OT BHYTPEHHUX yrpo3; [Iporecc BriOOpa moaxoasmmx
JpaiiBEpOB M MPOrPaMMHOTO 00eCIIeueHus ISl pa3HbIX TUIIOB alllapaTHBIX CPEACTB U
OTIEpPAI[MOHHBIX CUCTEM; MephI MPeI0CTOPOKHOCTH, PEKOMEHIyeMbIe K MPUHATHIO MIEepe]T
ycraHoBko# 110 nnn 0OHOBIIEHHEM CUCTEMBI; DTanbl yCTAHOBKHU CUCTEMBI KOPIIOPATUBHOMN 3aIIUTHI
OT BHYTPEHHUX Yrpo3. OTINYMS pa3NIuYHbIX BEPCUN CUCTEM KOPIOPATUBHON 3alUTHI OT
BHYTPEHHHUX YI'pO3; HA3HAYCHUE PA3IIMYHBIX KOMIIOHEHT BEPCUM CUCTEM KOPIIOPATUBHOM 3aILUThI OT
BHYTPEHHUX YTPO3; TEXHOJOTUH IPOrpaMMHOM U anmapaTHOW BUPTYaIH3aI1H.

JlaGopaTopHblie padoThI

He npenycmoTtpeno

IIpakTH4eckue 3aHATHS 32
1 KongurypupoBanue cereBoit UHPPACTPYKTYpPbI

2 YcraHOBKa M HACTPOMKA CUCTEMBI KOPIIOPATUBHOM 3aIUTHI

3 Nmuranus nporecca yreuku KOH(GUISHIIUATEHON HHGOpMAITII

4 [ToaroroBka oT4eTa Mo OIEHKE pabOTOCTIOCOOHOCTH CHCTEMBI

Tema 1.2.
TexHomornu
areHTCKOIro
MOHUTOPHHTA

Conepxanue yueOHOro MaTepuaJia

18

OYHKIMU areHTCKOro MOHHMTOpWHTa; OOmIMe HACTPOWKM CHCTEMBI areHTCKOTO MOHHTOPHHIA;
Coenunenue ¢ LDAP-cepsepom m cunxponusamus ¢ Active Directory; Ilonmutuku areHTCKOTO
MOHUTOPHHTA, OCOOEHHOCTH HX HAcTpoiiku; (OCOOEHHOCTH HACTPOEK COOBITHH areHTCKOTOo
MOHHUTOpPHUHTA; MeXaHU3MBbI TUAarHOCTHKH

areHTa, MMoJIXO/Ibl K 3aIUTE areHTa.

JlaGopaTopHblie padoThI

He npenycMmoTtpeno

IIpakTH4eckue 3aHATUA

36

5) MexaHu3MBbl pabOThI areHTCKOT'0 MOHUTOPUHTA
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6 Pa3paboTka ¥ mpuMEHEHHE MOJUTUK ar€HTCKOT0 MOHUTOPUHTA JUTsl pAOOTHI C HOCUTEISIMU U
YCTPOMCTBAMU
7 PazpaboTka W mpuMeHEHHE MOJUTHUK areHTCKOr0 MOHUTOPHHTA I paOoTHI ¢ (haitiamu
8 Pabora c uckimroueHuIMHU
CamocrosiTesbHast padora 5

Cucremarndeckast mpopadOTKa KOHCIIEKTOB 3aHATHN, y4eOHOH U CTICITUATIBbHOM TEXHUYECKOM JIUTEpaTyphl (110 BOITPOCaM K
naparpadgam,riiaBaM y4yeOHbIX TOCOOUH, COCTABICHHBIM IPENOIaBaTesIeM)

[ToaroroBka K MpakTUYECKUM pabOTaM C MCIOIb30BAaHHEM METOIUYECKUX PEKOMEHAALN IpenoaaBares, opopmieHue
MPAKTUYECKHUX pabOT, OTYETOB K UX 3aIIHTE.

Kouncyabrauuu 6
IMpome:xkyrounas arrecrauus mo M/[K.02.03 6
YueOHasi NpaKTUKA: 108

— IIpumeHeHne MPOorpaMMHBIX U MPOTpaMMHO-aNIapaTHRIX CPEeACTB oOecnieueHns: HHGOPMalMOHHON 0€30MacHOCTH B
ABTOMATHU3MPOBAHHBIX CHCTEMaX

— JlmarHocTHka, yCTpaHEeHHE OTKa30B U 0OecrieueHre paboTOCIIOCOOHOCTH MPOrPaMMHO-AITIAPATHBIX CPEACTB 00ECIICUCHUSI
MH()OPMALIMOHHONOE30TaCHOCTH

— Onenka 3¢ (HEeKTUBHOCTH MPUMEHIEMBIX ITPOTPaMMHO-ANMapaTHBIX CPEJICTB obecreueHrsi HHOPMAIIMOHHON 0€30MacHOCTH

— CocraBlieHHE JOKYMEHTAIIMHU 110 Y4eTy, 00paboTKe, XpaHEHHUIO U Tiepeaade KoHDuaeHIHAIbHON HH(OpMaITuu

— MHcnonp3oBaHue nporpaMMHOTro o0ecriedyeHus it 00pabOTKHU, XpaHEHHS U Nepeadn KOHPUISHIMATbHON nHpopManun

— CocrareHue MaplipyTa U cOcTaBa IpOBEACHHS Pa3INYHBIX BUJOB KOHTPOJIbHBIX MMPOBEPOK MPHU aTTeCTALUN
00BEKTOB,IIOMEIIEHUH, TPOrpaMM, aJrOPUTMOB.

— YcTpaHeHue 3aMeUYaHtil o pe3ysbTaTtaM MPOBEPKHU

— AHanu3 ¥ cOCTaBJICHUE HOPMATUBHBIX METOJIMUYECKUX JOKYMEHTOB 110 00€CTIeYeHNI0 HH(POPMALIMOHHOM 0€3011acHOCTH
MIPOrPaMMHO-AMNIMAPATHBIMU CPEJICTBAMH, C YIETOM HOPMATUBHBIX MPABOBBIX AKTOB.

[IpumeHeHne MaTeMaTUYECKUX METOAOB I OLICHKH KaueCcTBa M BbIOOpA HAMITYUIIEro MPOrpaMMHOIO CPECTBA

— Hcnonp3oBaHue TUMOBBIX KPUOTOIpaUUECKUX CPEACTB U METOJIOB 3aIUTHI MH()OPMALIUY, B TOM YHCJIE U AJIIEKTPOHHON

MOJINUCH

IIponsBoacrBenHast npakTuka mo I11M.02 72
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Buasbi pador
— AHanu3 NPUHIIATIOB TOCTPOEHUS CUCTEM WH(OPMAITMOHHOM 3aIMTHI TPOU3BOICTBEHHBIX MOAPA3ICICHUN.

— TexHudeckas SKCIUTyaTalys 3JIEMEHTOB IIPOrPaMMHOM U allapaTHOM 3aIUTHI ABTOMATU3UPOBAHHOM CUCTEMBI.

— Yyactue B TMarHOCTUPOBAHHH, YCTPAHEHHH OTKAa30B U 00eCIIeYeHNH paboTOCIIOCOOHOCTH MPOTrPaMMHO-
anmapaTHbIX cpecTBoOecneueHrst HH(POPMAIIMOHHOM 0€301MacHOCTH;

— Ananu3 3 PeKTUBHOCTH TPUMEHSIEMBIX TIPOrPAMMHO-AMAPaTHRIX CPEACTB o0ecnedeHus1 HH(POPMaIMOHHON
0€30MaCHOCTH BCTPYKTYPHOM TOJpa3IeIICHIUH

— YyacTue B o0ecriedyeHun yuera, 00pabOTKH, XpaHEHHU U Tiepeadn KOH(PuIeHIIMaIbHONW HH(pOpMaIun

- HpI/IMeHeHI/Ie HOPMATUBHBIX IMPABOBLIX dKTOB, HOPMATHBHBIX MECTOAUYCCKHUX JOKYMCHTOB I10 O6€CH€‘-I€HI/IIO
WH(POPMAIIMOHHOI0€30TaCHOCTH TIPOTPAMMHO-AIIAPATHBIMK CPEJICTBAMHU TIPH BHIIOJIHEHUH 33]1a4 TIPAKTUKH.

JKk3aMeH (KBAJIN(PUKANUOHHBII) M0 NPo¢ecCHOHATBHOMY MOIYJII0

12

Bcero:

699
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4. YCJ10BUS PEAJIM3ALIUU ITPOT'PAMMBI
HPOPECCHUOHAJIBHOI'O MOAYJA
4.1 TpeGoBaHUSA K MUHMMAJIbHOMY MAaTEPHAJIbHO-TEXHUYECKOMY 00ece4eHH 0

Peanuzamus nporpammer [IM.02 3amura uHbOpMaum B ABTOMATU3UPOBAHHBIX CHCTEMaxX
MPOrPaMMHBIMH U MIPOTPAMMHO-AIIIAPATHBIMU CPEJCTBAMH TPEOYET HANUYMs Y4eOHBIX KaOMHETOB —
JIEKUMOHHBIE aYAUTOPUHU C MYJIbTUMEIUWHBIM 000pyAOBaHHEM; JIA0OpaTOPUH «HH(POPMAIIMOHHBIX
TEXHOJIOTUH, MPOTPaMMHPOBAHUS 1 0a3 JTaHHBIX, CETEH M CHCTEM Tepenayr HHPOpMAaIIHH, TPOrPaAMMHBIX
Y IPOrpaMMHO-aIMapaTHBIX CPEICTB 3aIUTHI HH(OPMAILTUN».

Ob6opynoBanue yueOHOro kabuHeTa M pabOYMX MeECT KaOWHETa — JIEKLMOHHAs ayIUTOPUS:
mocagouHbix Mect - 30, pabouee MecTO TMpenoaaBaTesi, MPOCKTOpP, MEPCOHAIBHBIA KOMIIBIOTED,
KOMIUIEKT IPE3EHTalU.

O6opynoBanue naboparopun «HDOPMAITMOHHBIX TEXHOJOTHUH, NPOrpaMMHpPOBaHMs U 0a3
JAHHBIX, CETeH M CUCTEM Mepenadn WHGOpMaIlMH, MPOrPAaMMHBIX M MPOrPaMMHO-ANMapaTHBIX CPEICTB
3amuThl THQOPMAITUU» U PA00YMX MECT J1TaOOpaTOPHH:

— pabouyre MecTa CTyI€HTOB, 000pYyI0BaHHbIE IEPCOHAILHBIMU KOMITbIOTEpaMHU;

— pabouee MECTO IPero1aBaTels;

— y4eOHO-METOIUYECKOE 00eCIIeYeHUE MOTYIIS;
— KOMIUIEKT MPE3EHTAalIHII;

— AaHTUBHUPYCHBIE IPOTrPaMMHBIE KOMIUIEKCEI,

— TporpaMMHO-ammapaTHbeie cpeactBa 3anmuThl nHGopmaruu ot HCJI, 610kupoBKU moCTyma u
HapylIEeHUs LETOCTHOCTH;

— CpeACTBa YHHUTOKEHHUS OCTaTOUYHOM MH(OpMAIMK B 3alIOMUHAIONIUX YCTPOUCTBAX;
— MporpaMMHbIE CPEACTBa KPUNTOTpaduIecKon 3aluThl HHPOPMAIUH.
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4.2 UndopmannonHoe odecrieyeHne 00yueHus1 (IepeueHb pEeKOMEHIYEMbIX YU€OHBIX U3IaHHIA,
HNHTepHEeT-pecypcoB, TOMOJIHUTEILHOMN JIUTEPATYPHI)
OcCHOBHbBIE HCTOYHUKH
s mpenogaBareneit
1. Bapuue C.I'., T'onuapoB B.B., CepoB P.E. OcHoBbI coBpeMeHHO# Kkpumnrorpadguu: yuel.

[Tocobue. — M.: T'opsiuas nunus — Tenekom, 2017.- 175 c.

2. Jymxwun A.B., bapcykoB O.M., Kpaemor E.B., CmaBHoB K.B. Ilporpammuo-amnmapaTHbie
cpenctBa oOecrieueHuss wHGopMarmoHHoi Oe3omacHocTh: yueb. Ilocobme. — M.: Topsiuas nuHHS —
TenexoMm, 2016.- 248 c.

3. Hosuxos B.K. Opranuzaiimorsoe u mpaBoBoe odecrneueHne nHpopmMarmoHHo 6e3onacHocT: B
2-x yactax. Yacte 1. [IpaBoBoe oGecriedenne nHpopmMannoHHOH Oe3onacHoctu: yued. [locobue. — M.:
MUOT, 2013. - 184 c.

4. HosukoB B.K. Opranusamnmonsoe u mpaBoBoe o0ecredeHue nHpopMannonHoi 6ezonacHoctu: B
2-x gactax. Yacts 2. OpranuzarpionHoe odecrneueHne nHHOpMalnOHHON 0e30macHOCTH: yued. mocobue.
-M.: MUDT, 2013. - 172 c.

5.  OpranuzanoHHO-TIPaBOBOE oOecreueHne HHPOPMAITMOHHON Oe30macHOCTH: yueld. mocodue s
CTy. yupexaeHuit cpen. npod. oopazosanus/ E.b. benos, B.H. IIpxkeropnunckuii. — M.: U3narensckuit
HeHTp «Akagemus», 2017. — 336¢

6. HMBanoB M.A., UyrynkoB W.B. Kpunrorpapuueckue MerTonsl 3amuThl HHPOpPMALKUU B
KOMITHIOTEPHBIX CHCTEMaxX M ceTsAX. YdebHoe mocooue - Mocksa: MUDU, 2012.- 400 c. PekomeHnmoBaHo
YMO «Sneprabie ¢u3MKa M TEXHOJOTHH» B KauyecTBE y4eOHOTO MOCOOHWS I CTYACHTOB BBICIIHX
y4eOHBIX 3aBEJICHUIA.

7. Andépos A.IL, 3y6oB A.1O., Ky3pmun A.C., Yepémymkun A.B. OcHoBbl kpuntorpadpuu (yueo-
Hoe mocobue). - M.: I'emmoc APB, 2005. — rpu¢p MunucrepctBa oOpasoBanusi P® mo rpymme
CrienMaibHOCTEN B 00J1aCTH MHPOPMALIMOHHOM 0€3011acHOCTH

8. MenbnaukoB B.I1., Kneitmenos C.A., Ilerpakos A.M.: MH}opmarmonHas 6e30macHOCTb U 3aIluTa
uHpopmanuu M.: Akagemus, - 336 c. — 2012
9. Illanwsrun B.®. 3amura nHbOpManMKi B KOMITBIOTEPHBIX cucTeMax u cersax M3a-Bo: JIMK Ilpecc,
- 2012
10. Karopun 1O.®., PazymoBckuii A.B., CnuBak A.M. 3amura uHQOpPMAUU TEXHHUUECKUMHU
cpeactBamu: Yuebnoe mocoodue / [lox penaxiueii FO.®. Katopuna — CI16: HUY UTMO, 2012. — 416 c.
Jnst cTyAeHTOB

1. bBapuues C.I'., T'onuapo B.B., CepoB P.E. OcHoBbl coBpemeHHOW Kpuntorpadum: yueod.
[Tocobue. — M.: T'opsiuas nunus — Tenekom, 2017.- 175 c.

2. Jymxun A.B., BapcykoB O.M., Kpasuos E.B., CnaBnoB K.B. IlporpammMuo-anmnapaTHble
cpenctBa oOecrieueHuss WHPOpPMAIMOHHON Oe3omacHoctu: ydeb. [Tocobme. — M.: Topsiuas nuxus —
Tenexom, 2016.- 248 c.

3. Hosuxos B.K. Opranuzaiimorsoe u mpaBoBoe odecrneueHne nHpopmMarmoHHo 6e3onacHocT: B
2-x yactsax. Yacte 1. [IpaBoBoe oOecneuenune mHpopmarmonHo 6e3onacHocTH: yued. I[Tocobue. — M.:
MUDT, 2013. - 184 c.

4. HosukoB B.K. Opranuszanunonsoe u npaBoBoe od0ecrieyeHre nHpopMaMoHHON 6e3onacHocTh: B
2-x gacTsax. Yacte 2. OpranuzanroHHoe odecrieueHre nH(HOpMaImoOHHOM 0€30MmacHOCTH: yuel. mocodue.
—-M.: MUDT, 2013. - 172 c.

5. OpraHuzanoHHO-TIPaBOBOE oOecredeHrne MHHOPMAITMOHHOM 0e30MacHOCTH: y4el. mocodue ist
CTyn. yupexnaenuit cpen. npod. oopaszoBanus/ E.b. benos, B.H. [Ipxxeropiuackuii. — M.: U3narenbckuit
HeHTp «Akagemus», 2017. — 336¢
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http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95
http://techbook.ru/book_list.php?str_author=%D0%94%D1%83%D1%88%D0%BA%D0%B8%D0%BD%20%D0%90.%D0%92
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D1%81%D1%83%D0%BA%D0%BE%D0%B2%20%D0%9E.%D0%9C
http://techbook.ru/book_list.php?str_author=%D0%9A%D1%80%D0%B0%D0%B2%D1%86%D0%BE%D0%B2%20%D0%95.%D0%92
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%BB%D0%B0%D0%B2%D0%BD%D0%BE%D0%B2%20%D0%9A.%D0%92
http://www.iqlib.ru/search/author.visp?name=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%20%D0%9C.%D0%90
http://www.iqlib.ru/search/author.visp?name=%D0%A7%D1%83%D0%B3%D1%83%D0%BD%D0%BA%D0%BE%D0%B2%20%D0%98.%D0%92
http://www.iqlib.ru/publishers/publisher/2E8D62D948D8454A81119C1E552F17DE
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95
http://techbook.ru/book_list.php?str_author=%D0%94%D1%83%D1%88%D0%BA%D0%B8%D0%BD%20%D0%90.%D0%92
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D1%81%D1%83%D0%BA%D0%BE%D0%B2%20%D0%9E.%D0%9C
http://techbook.ru/book_list.php?str_author=%D0%9A%D1%80%D0%B0%D0%B2%D1%86%D0%BE%D0%B2%20%D0%95.%D0%92
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%BB%D0%B0%D0%B2%D0%BD%D0%BE%D0%B2%20%D0%9A.%D0%92

6. HeanoB M.A., UyrymkoB MW.B. Kpunrtorpabuueckume ™meTronasl 3amuThl HHPOPMAUA B
KOMITBIOTEPHBIX CUCTEMAaX U CeTsIX. YuebHoe nocodue - Mocksa: MUDU, 2012.- 400 c. PexomennoBaHO
YMO «Snepubie (u3MKa U TEXHOJIOTHM» B KadecTBe y4eOHOrO MOCOOWS AJisi CTYACHTOB BBICIINX
y4eOHBIX 3aBEJICHUM.

7. Andépor A.IL., 3yooB A.1O., Ky3emun A.C., Uepémymkun A.B. OcHoBbl kpuntorpadun (yueo-
Hoe mocobue). - M.: I'emmoc APB, 2005. — rpud MunucrepctBa obpazoBanus P® mo rpymme
CrienuagIbHOCTEN B 007aCTH HHGOPMAITMOHHOW 0€301TacCHOCTH

8. MenbsuuxoB B.I1., Knetimenos C.A., IletpakoB A.M.: MapopmanronHast 6€30MacHOCTb U 3aliuTa
nHpopmarnuu M.: Akagemus, - 336 c. — 2012

9. Illanprun B.®. 3amura nHGpOpMALUU B KOMIIBIOTEPHBIX cucTeMax u cetsx M3n-so: JIMK Ilpecc,
- 2012

10. Karopun 10.®., Pazymosckuit A.B., CnmBak A.M. 3amura wuHbOpMAIUU TEXHUYECCKUMH
cpenctBamu: YueOHoe mocooue / [Tox penakuumeii KO.®. Katopuna — CI16: HUY UTMO, 2012. — 416 c.

JlonotHUTE/IbHbIE HCTOYHUKU:
Jns mpenogaBareneit
1. TloropenoB b.A., CauxoB B.H. (pen.). CnoBaps kpunrorpa@uveckux TEpMHUHOB. - M.:

MIIHMO, 2006. CnoBaps kpunrorpaduueckux TepmutoB. [Tox pen. b.A. Iloropenosa u B.H. Cauxosa.
- M.: MIUHMO, 2006 r

2. ®enepanbhbiii 3akoH OoT 27 uions 2006 r. Ne 149-d3 «O6 unpopmanmu, WHGOPMAITMOHHBIX
TEXHOJIOTHUSIX U O 3aIllUTe HHPOPMAIUI.

3.  ®enepanpublii 3akoH oT 27 nrost 2006 1. Ne 152-D3 «O nepcoHaNIbHBIX JAaHHBIX ).

4.  ®epepanbubiit 3akoH 0T 27 nekadpst 2002 r. Ne 184-D3 «O TeXHUYECKOM PETyTUPOBAHUN.

5. @epepanbnbiii 3ak0oH oT 4 mas 2011 r. Ne 99-03 «O nuieH3UpPOBaHUH OTACTHHBIX BHUIOB
JESITeTbHOCTH.

6. ®enepanpubiii 3akoH ot 30 gexabpst 2001 r. Ne 195-03 «Koxnekc Poccuiickoii @enepaunu 06
aJIMUHHUCTPATUBHBIX MPABOHAPYIICHUIX .

7. VYxa3 Ilpesunenra Poccuiickoit ®eneparuu ot 16 aBrycra 2004 r. Ne 1085 «Bompocsr
denepanbHOi CyKOBI IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO.

8.  VYka3 Ilpesunenta Poccuiickoit ®@enepauuu or 6 mapra 1997 r. Ne 188 «OO0 yrBepx)aeHuu
MepeyHs CBEACHUI KOH(DUIEHITNAIBHOTO XapaKTepay.

9.  Vkaz Ilpesunenra Poccuiickoii deneparmu ot 17 mapra 2008 1. Ne 351 «O Mepax o oGecrieueHuio
nHpopManmonHoit Oe3zomacHocT Poccuiickoit depepanuu MPU  UCIOIB30BAaHUKM  WH(OPMAIMOHHO-
TEJIEeKOMMYHUKALIMOHHBIX CETEH MEXTyHAPOIHOTO HH()OPMALIMOHHOTO OOMEHAY.

10. TlonoxxeHue o cepTUUKAIMU CPEICTB 3alIUThI MHPOPMAIMH. Y TBEP)KIECHO TMOCTAHOBICHUEM
[TpaButenscTBa Poccuiickoit @eneparuu ot 26 utons 1995 r. Ne 608.

11. CocraB u copepkaHUe OPraHU3ALMOHHBIX U TEXHUYECKHX MeEp M0 00ecreuyeHHIo 6e30MacHOCTH
MEePCOHANBHBIX NaHHBIX TpH HX 00paboTke B MH(POPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JTaHHBIX.
VYrBepxnaens! npukazom @CTIK Pocenn ot 18 despans 2013 r. Ne 21.

12. Meps! 3amuTel HHQOPMAIIMKE B TOCYAAPCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMaX. Y TBEPKICHBI
OCTIK Poccun 11 depans 2014 1.

13. AnmunuctpatuBabli persiameHT DPCTOK Poccnm 1o mpenocTaBiIeHHIO TOCYAapCTBEHHOM
YCIIYTHU 10 JTUIEH3UPOBAHUIO JESITENBHOCTH MO TEXHUYECKON 3aIIuTe KOH(PHUISHINANbHON HH()OPMALIUH.
VYrBepxkaen npukazom DCTIOK Poccun ot 12 uromns 2012 r. Ne 83.

14. AnmvunuctpatuBabli persiameHT DPCTOK Poccnm 1o mpemocTaBiIeHHIO TOCYAapCTBEHHOM
YCIAYrd 10 JIHMIIEH3MPOBAHUIO JEATEIBHOCTH IO pa3paboTKe W TPOM3BOJCTBY CPEACTB 3aIIMTHI
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KoHpuIeHMaapHoi nHdopmaru. Y1BepxaeH npukazoM ®CTOK Poccun ot 12 urons 2012 1. Ne 84.

15. CnernuanbHpie TpeOOBaHUS W PEKOMEHAAMHM 1O TEXHUYECKOW 3amuTe KOH(UIESHIIMAIBHON
unpopmanuu (CTP-K). YTBepxnens! npukazom ['octexkomuccun Poccun
ot 30 aBrycra 2002 r. Ne 282.

16. TpebGoBanmss o 3ammTe WHHOPMAIIMK, HE COCTABISIONICH TOCYAapCTBEHHYIO TaiiHYy,
COJIEpXKAIICiCcsl B TOCYIAapCTBEHHBIX WH(OPMAIMOHHBIX CHCTeMax. YTBepkIeHbl mnpukazom DCTIK
Poccun ot 11 ¢eBpans 2013 r. Ne 17.

17. TpeGoBanus o 3amuTe WHGOPMAIMH, COAEpHKalIelcs B MHPOPMAIIMOHHBIX CUCTEMax OOIIEero
nosib3oBaHud. Y1BepxaceHsl npukazamu ®Ch Poccun u ®CTIK Poccun

Jnst ctyaeHToB
1. TloropenoB b.A., CaukoB B.H. (pen.). CnoBapp kpunrtorpaduyeckux TEpMHHOB. - M.:
MIIHMO, 2006. CnoBaps kpunrorpaduueckux TepmutoB. [Tox pen. b.A. Iloropenosa u B.H. Cauxosa.

- M.: MIHHMO, 2006 r
2. Mepsbl 3anmThl HHPOPMAIMK B TOCYIApCTBEHHBIX MH(POPMAIIMOHHBIX CHCTEMaX. Y TBEPKIACHbI

OCTIK Poccun 11 despans 2014 1.

3. CneuuanbHble TpeOOBaHUS M PEKOMEHJAIMM MO TEXHUYECKOW 3aluTe KOH(PHUACHLIHATHHOU
nndopmanuu (CTP-K). YTBepxaens npukazom ['ocrexkomuccuu Poccun
ot 30 aBrycra 2002 r. Ne 282.

4. TpebGoBanust o 3ammre HHGQOpPMAIMK, HE COCTABIAIONICH TOCYJAapCTBEHHYIO TalHY,
coJiepKalieiics B TOCYIapCTBEHHBIX HMH(OPMAIMOHHBIX cHCTeMax. YTBepxkaeHbl npukazom DPCTIK
Poccuu ot 11 deBpamns 2013 1. Ne 17.

5. TpeboBanus o 3amurte WHGOpPMAIUHU, CoJEpKamelcs B MHOOPMAITMOHHBIX CHUCTEMaX OOIIEeTo
nonbs3oBanus. YTBepxkaeHbl npukazamu ®Ch Poccun 1 ®CTIK Poccun

6. denepasbHas cykb0a MO TEXHUYECKOMY H 3KcmopTHOMY KoHTpomto (DPCTIK Poccun)

www.fstec.ru

7. WHudopmannoHHO-CIIpaBOYHasl CHCTEMa 10 IOKyMEHTaM B 007aCTH TEXHHUUECKOW 3aIUThI
uHpopmanuu Www.fstec.ru

8. OOpa3oBarenbHble MOPTAIBl O pa3IMYHBIM HANpaBICHUSM OOpa30BaHUS M TEMaTHKE
http://depobr.gov35.ru/

9. CnpaBouHo-mipaBoBas cuctema «Koncynbrant [Limrocy www.consultant.ru

10. CnpaBouHo-nipaBoBas cuctema «I apant» » www.garant.ru

11. denepanbusblii nopran «Poccuiickoe oopazoBanue Www.edu.ru

12. denepanbHbIi paBoBoii moptai «HOpuaudeckas Poccusi» http://www.law.edu.ru/

13. Poccwuiickuit 6nomerpudeckuii mopran Www.biometrics.ru

14. ®denepanpublii noptan «MHPOPMAIMOHHO- KOMMYHUKAIIMOHHBIE TEXHOJOTUU B
obpaszoBanumn» htpp\\:wwwe.ict.edu.ru

15. Caiit Hayunot#i anekTponHo# 6ubamotexun Www.elibrary.ru
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4.3 O0mue TpeOGOBaHUS K OPraHHU3aluHu 00Pa30BATEJBLHOIO NpoLecca

Ocoenue [IM 02 3ammura uHpopmaruu B ABTOMATU3HPOBAHHBIX cucTemMax
IPOrpaMMHBIMH U TIPOTPAaMMHO-ANIapaTHBIMU CPEACTBAMU TPOU3BOJUTCA B COOTBETCTBHHM C Y4eOHBIM
wianoM 1o cnenuaidbHocTH 10.02.05 Obecneuenne MHPOPMAMOHHONW O€30MACHOCTH aBTOMATH3UPOBAaHHBIX
CUCTEM U KaJIeHAapHBIM IpadukoM, yTBepkaAeHHbIM nupekTopom OO.

I'paduk ocBoenus [IM 02 3ammra nHpopmarun B ABTOMATU3UPOBAHHBIX CHCTEMax
IPOrPpaMMHBIMU U TIPOTPaMMHO-aNIMapaTHBIMUA CPEICTBAMM MPEIIOJaraeT MOCIeI0BaTeIbHOE OCBOCHUE
MJK 02.01 IIporpammHble W NpOrpaMMHO-amIapaTHble CpeacTBa 3amuThl uHpopmammu, MJK 02.02
Kpunrorpaduueckue cpencrsa 3amutbl nuapopmanuun MJIK 02.03 KoprnopaTuBHas 3ammra OT BHYTPEHHHUX
yrpo3 MHPOPMAIMOHHON O€30MacHOCTH, BKIIOUYAIOMUX B ce0s KaKk TEOPETHYECKHE, TaK U JabopaTOpHO-
MPAKTUYECKHUE 3aHATHS.

Ocgoenmnto [IM 02 3amura  uHQOpMaLUU B aBTOMAaTU3UPOBAHHBIX cucreMax
MPOrpaMMHBIMM ¥ TNPOTrpaMMHO-aNMapaTHBIMU CPEICTBAMHU IPEALIECTBYET 00sf3aTeIbHOE U3YyYeHHE
yaeOnbix gucturiuH OI1.02 Opranu3annoHHO-TIpaBOBOE oOecredeHue HH(POPMAIMOHHON Oe30MacHOCTH,
OI1.03 OcHOBBI ANTOPUTMHU3ALUHU U IPOTPAMMUPOBAHMUSL.

B nporniecce ocBoenus [IM 02 3amwura wuHpopmaruu B aBTOMAaTU3UPOBAHHBIX CHUCTEMAX
MPOrpaMMHBIMH ¥ NPOTPaMMHO-ANIMapaTHBIMU CpPEACTBAMHM MPEIIONAraercs MPOBEACHUE TEKYIIETro
KOHTpOJISI 3HAHWH, YMEHUW y oOydJaromuxcs. BwImogHeHWe NPaKTUYECKUX 3aHATHA paboT SBIsSETCS
o0s3aTennbHON 71 Beex oOyuarommxcs. Hannume oneHok mo mpaktudeckuMm 3aHsatusMm (I13) sBisiercs ams
KaXJ/I0TO CTy/IeHTa 00s3aTeNbHBIM. B cilyuae oTCyTCTBHS OLEHOK 3a I3 CTyAeHT He JomycKaeTcs 10 cIadu
KBaATM(UKAITMOHHOTO K3amMeHa 1o [1IM.

C uenpl0 OKa3aHMsSI TOMOIIM OOYYalOIIMMCA TPU OCBOCHHUU TEOPETUYECKOTO0 M MPAKTUYECKOTO
MaTepHala, BBIMOJIHEHUS CaMOCTOSATENBbHOM paboThl pa3pabaThIBAIOTCS Y4eOHO-METOANYECKHE KOMILICKCHI
JUISL CTY/IGHTOB (KEHCBHI CTY/IEHTOB).

C uenpi0 METOIUYECKOTo OOecreueHus MPOXOKICHUS y4yeOHON W/WIHM MPOU3BOACTBEHHON NPAKTHKU
(mamee - YII/TIII), BBIMOTHEHUS KYypCOBOTO IPOEKTA pa3padaThIBAIOTCS METOAUYCCKHE PEKOMEHIAIMH IS
cryzaenTos 1o BeimonHenuto KP/KII, npoxoxaenuto YIT/IIIL

[Tpu ocBoennu [IM KOHCYIBbTAaLIMU MPOBOASTCS COTTIACHO rpaduKa MpOBEACHUS KOHCYIbTAUN
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5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA
MMPO®ECCHUOHAJIBHOI'O MOAYJIAA

Pe3yabTaThl
(ocBOEeHHBIE
npogdeccuoHaJIbHbIE
o0ume KOMIeETeHIMHU)

OCHOBHBbIE MOKA3AaTEJTH OIleHKH
pe3yjabTara

®opMbI 1 METOABI
KOHTPOJIAA M OLlEHKH

MK  2.1. OcywmecTtBiiarh | JleMOHCTpUpOBaTH YMEHHUS U | TECTHUPOBAHME,

YCTAaHOBKY M HACTPOMKY [IpaKTUYECKHME  HaBBIKM B | dK3aMeH KBaJM()UKAIIMOHHBIM,

OTIENBHBIX  MPOTPAMMHBIX, [YCTAHOBKE " HACTPOUKE | IKCIEPTHOE HaOro1eHNe

MPOrpaMMHO-  alMapaTHBIX [OTAEIbHBIX MIPOrPaMMHBIX, [BBIITOJIHEHUS TPAKTUYECKUXPaOOT,

CpeACTB 3alUTHI [IPOTrPAaMMHO-ANIMAPATHBIX OLIEHKA PpEIICHUS! CUTYaIlMOHHBIX

MH(pOpMaLINH. CPEICTB 3alUThl HHOpMAMK 3a7a4,  OIEHKa  Ipouecca U
pE3yJbTaTOB  BBIOJIHEHUS BHJIOB
paboT Ha MTPaKTHUKE

MK 2.2. O6ecneunBath | JleMOHCTpUpOBaTh 3HAHUS M | TECTHMPOBAHUE,

3amuTy ~ WHQOpManuMM B [YyMEHHS B o0ecreueHnn | 3K3aMeH KBaTM(DUKAITMOHHBIMH,

ABTOMATH3UPOBAHHBIX BaIUTHI uHpopMaun B | DKCIIEPTHOE HaOro1eHNe

cUCTeMax OTJICIbHBIMU [@ABTOMATHU3UPOBAHHBIX BBIMIOJTHEHUS TPAKTUYECKUXPadoT,

IPOTPaMMHBIMH, crucTemax OTJCIBHBIMU | OICHKA pPEIICHHs CUTYAIlHOHHBIX

[POrpaMMHO- ammnapaTHbIMU [IPOTPAMMHBIMH, MPOTrPaMMHO- ajad,  OLEHKa  Ipolecca U

CpeACTBaMHU. armapaTHBIMUCPEICTBAMH pE3yJbTaTOB  BBIOJIHEHUS BHJIOB
paboT Ha MTpaKTHUKE

[IK 2.3. OcymectBuats | BeimonHenne mepeyHsi paboT | TeCTHpPOBaHUE,

TECTUPOBAHUE GyHKIMH [0 TECTUPOBAaHHIO (PYHKIUH | SK3aMeH KBaTH(UKALMOHHBIH,

OTJIENbHBIX MPOTPAMMHBIX M |[OTAEIBHBIX MPOTPAMMHBIX M | 3KCIEPTHOE HabI0IeHue

[POTPaMMHO-  aMlapaTHBIX [IPOTrPaMMHO-AMNapaTHBIX BBITTOJIHEHUS TPAKTHYECKUXPa0oT,

CpEICTB 3aIUTHl [CPENICTB 3aUIUTHl UHPOPMALlUK | OIEHKA pELICHUS CHUTYallHOHHBIX

UH(pOpMAaLINH. 3ajad,  OLEHKa  TIpolecca U
PE3yJIbTaTOB  BBINIOJHEHUS BUIOB
paboT Ha MMpaKTHKe

[MK 2.4. OcymectBisath | [IposiBnATh 3HaHUSA, HABBIKA U | TECTUPOBAHME,

00paboOTKy, XpaHEHHE U [yMEHHs B 00pabOTKe, XpaHECHHH | HK3aMEH KBaJIM(UKAITMOHHBIH,

nepeaady nHpopManmu M mepenade  HMHPOPMAIUM | IKCIEPTHOE HaOJIIOICHUE

OrpaHUYCHHOI'0 JOCTYIIA.

OTrpaHUYCHHOIOA0CTYIIa

BBITTOJIHEHUS TPAKTHYECKUXPa0oT,
OLICHKA PEIICHUS] CHTYaIlMOHHBIX
3ajad,  OLEHKa  Ipolecca U
PE3yJIbTaTOB  BBIIOJHEHHS BHUJIOB
paboT Ha MMpaKTHKe
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[TK 2.5. Yauuroxars | JlemoHcTpanus aNropuT™Ma | TECTUPOBAHUE,

UHPOPMALIMI0O M HOCUTENU [IPOBEICHHS pabot 1O | PK3aMEH KBaJIM(UKAITMOHHBIH,

nHopmarun C [YHHUYTOXEHHUIO WH(OpMAIMU W | SKCIEPTHOE HaOJIIOICHUE

MCIIOJIb30BaHUEM HocuTeNnell  MH(POpPMAaLUU  C [BBINOJHEHUS MPAKTHUYECKUXPaboT,

MPOrPaMMHBIX U [MCIOJIb30BaHUEM OLICHKAa pEelICHUs CUTYallMOHHBIX

POTPAaMMHO-  aNlapaTHBIX [IPOTPaMMHBIX M MPOrpaMMHO- 3afay,  OIEHKa  Ipolecca |

CPEICTB. QnmapaTHbBIX CPEICTB PE3yJIbTaTOB  BBINIOJHEHUS BUIOB
paboT Ha MMpaKTHKe

MK  2.6. OcywectBuiars | [IposBiATh 3HaHUS U YMEHUSAB | TECTUPOBAHMUE,

pErucTpaluio OCHOBHBIX (alllUT€ aBTOMATHU3WPOBAHHBIX | AK3aMEH KBaIM(DPHUKAIIMOHHBIH,

COOBITHIA B [(MHGOPMAIMOHHBIX) CHCTEM C | 3KCIEPTHOE HaOI0IeHNE

ABTOMATHU3HUPOBAHHBIX MCIIOJIb30BaHUEM BBIMIOJTHEHUSI TPAKTUYECKUXPaOoT,

(MH(OPMAITMOHHBIX ) MPOTPAMMHBIX M TNPOTPAMMHO- | OIICHKAa PELICHHUS CHUTYallMOHHBIX

CUCTEMaX, B TOM YHCJIE C [aIlllapaTHBIX CpPEeICTB [Bajay, OILIEHKa  Ipolecca H

MCIIOJIb30BaHUEM OOHapyKeHUS, pE3yJbTaTOB  BBIMOJIHEHUS BHJIOB

MPOrPaMMHBIX U [peaynpexIeHus U [paboT Ha MpPaKTUKE

[POTPaMMHO-  amIapaTHBIX [THKBUIAIUU MOCTIEICTBHM

CpEICTB OoOHapyXeHHs], [KOMITbIOTEPHBIX aTaK

MpeIynpexIeHUs u

IMTUKBUIALIMA TTOCJIEACTBUMN
KOMITBIOTEPHBIX aTaK.
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6. JUCT UBSMEHEHHWH U JOIIOJTHEHU,
BHECEHHBIX B PABOUYIO TIPOTPAMMY IPO®ECCHUOHAJBHOI'O MOY.JISI

Ne Jdata BHeceHust BHecéHHble U3MEHEHUS Ne
n/n U3MEeHEeHUsl CTPaHHULBI
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1. JIACT AKTYAJIN3AIIMA PABOYEH ITPOT'PAMMBI

2.

Hara
aKTyaJlu3anuu

Pe3ynbTarhl akTyanuzanuu

®UO u noammck IHIIA,
OTBETCTBCHHOI'O 3a
aKTyaJTH3aIuio
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MPUJIO)KEHHUE 1
K paboueii mporpamme [IM

TIM.02 3amuTa vadGopMalii B ABTOMATU3UPOBAHHBIX CUCTEMAX

OpOorpaMMHBIMH H ITPOrpaMMHO-alMnapaTHbIMH CPEACTBaAMU

IJIAHUPOBAHUE YUYEBHBIX 3AHATHUI
C UCITIOJIb3OBAHUEM AKTUBHBIX U UHTEPAKTUBHBIX ®OPM

N METOJ0OB OBYUEHUSA
Ne AKTHBHbIE H Kox
n/n Tema yyeOHoOro 3aHaTHS HHTEePAKTHBHBIE opMEpyeMBIX
¢opmbl 1 MeTOABI pMUPYeMBD
ofyuens KOMIeTeHI U

1. Mertonas! co3ganusa 0€30MacHbIX CUCTEM Ypok npesentamus | [IK 2.2

2. MeTtoibl 3aUThl UHHOPMAITUU HAa OTIYKIAEMBIX CEMUHap OK 04, OK 09, TIK
Hocutensix. lludposanue. 24

3. W3ydeHnne TpeOOBaHM O 3anuTe HHOOPMALIUHU, HE Pemenwne OK 01, 02,03, 09,
COCTaBJIAIOLIEHN rOCYAapCTBEHHYIO TaliHy. M3yueHune | mpakTHuecKon I1K 2.3
Metoanueckux qokyMmeHToB @CTIK no 3aJa4u
MPUMEHEHUIO MEp 3aIIUTHI.

4, OCHOBHBIE METOJIBI KPUTITOAHAIIHA3A. Pa6ota B M/rpynmax | OK 01, 02, 03, 04,
Kpunrorpaduueckue ataxu. 09,1IK 2.1

S. AJNTOPUTMBI pacripeieICHus KITIouei ¢ Ypok ¢ anementamu | OK 01, 02, 03, 04,
IPUMEHEHUEM CUMMETPUYHBIX M ACHMMETPUYHBIX poOJIEMHOTO 09, [IK 2.6
cxem [Iporokonsl ayreHTrdUKauu. B3anmuas o0yJeHus

ayreHTHuKarus. OTHOCTOPOHHSS ayTeHTU(UKAITUS
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MNPUJIO)KEHHUE 2
K paboueii mporpamme npodeccruonanbHOro Moaysst ocHoBHoM yactu ®I'OC CITO

Benomoctb cooTHeceHUs1 TPeOoBaHMA MPOGeCcCHOHATBHOI0 CTAHAAPTA 10 npodeccuu

06.030 «CnenmaaucT 1o 3aluTe HHPOPMALMH B TeJIeKOMMYHHUKAMOHHBIX CHCTEMAX H CeTAX», 5 ypoBeHb kBaiupukanun u ®I'OC CI1O
no cnenuagbHocTu 10.02.05 O6ecneyenne MHPOPMANMOHHON 0€30MIACHOCTH ABTOMATH3UPOBAHHBIX CHCTEM

OGodmenHas TpynoBasi pyHKINs
(ITPOPECCUOHAJIBHBIN

Bua npodeccnonanbHoi 1eATeILHOCTH

CTAHIAPT) (®r'0C CI10)

®opmynupoBka OTD:

®dopmynuposka BII/I: 3amura nHbOpMaIiiK B aBTOMaTU3UPOBAHHBIX

Brimonnenue komiuiekca mep mo odecrneyenuto ¢pynkuuonupoanus CCCD | cuctemax nporpaMMHBIMHU U TPOrPaMMHO-AINApaTHBIMU CPEICTBAMH

(32 MCKJIIOYEHHEM CeTell CBSI3M CHEIUAIbHOIO Ha3HAUYEHUs) U CPEICTB UX

3amuThl oT HC/J

TpynoBsie pyHKITUN

[TK

Obecnieuenune Oecniepeboiinoit padorer CCCD, a Ttaxke mporpammubix, | [TK 2.1, [IK 2.2, TIK 2.3, TIK 2.4, TIK 2.5, TIK 2.6

IPOrpaMMHO-aIapaTHBIX

TEXHUUYECKUX CPEACTB U cucTeM ux 3amuThl oT HCJI

(B TomM dumcie KpunTorpadpuUyecKux) U

Pe3yabTarsi,
3asiBJIeHHbIE B
npodeccuoHaIbHOM
CTaHIapTe

Oopa3zoBareabnbie pe3yiabTarsl ®I'OC CITIO no IIM

Ha3anue T®
ObecrieueHue
Oecniepe0oitHOil  pabOThI
CCCDO, a TaKxke
POTPaMMHBIX,
MIPOrPaMMHO-
anmapaTHeix (B TOM
qucle
Kpunrorpa@uieckux) u

TCXHUYCCKUX CPCACTB U

[IK 2.1 OcyiiecTBasTh YCTaHOBKY u HAaCTPOUKY OTAEJIBbHBIX MPOrPAMMHBIX, TPOTPAMMHO-
anmapaTHbIX CPEICTB 3aIIUTHI HHPOPMALIUH.

1K 2.2 O6ecrieunBath 3aUTy HHPOPMALIMU B aBTOMAaTU3UPOBAHHBIX CUCTEMaX OTJEIbHBIMU MPOTrPAMMHBIMU, TPOrPAMMHO-
anmnapaTHbIMU CPEACTBAMHU.

1K 2.3 OcymiecTBasATh TECTUPOBaHUE (PYHKINI OTEIBHBIX MPOTrPAMMHBIX U POTPAMMHO-ANIAPATHBIX CPEICTB 3aIUTHI
uHpOpMaLnH.

1K 2.4 OcymecTBasaTh 00pabOTKy, XpaHEeHHE U Tepeady HH(OPMAIMH OTPAHUIECHHOTO JJOCTYIIA.

[IK 2.5 YHuuToXath HHGOPMAIMIO U HOCUTENH HH(GOPMAIIMKU C UCIOJIb30BAaHUEM MPOTPAMMHBIX M TTPOrPaMMHO-AIapaTHBIX
CPEACTB.

1K 2.6 OcymecTBIATh pEerUCTPAIMI0 OCHOBHBIX COOBITHI B aBTOMAaTU3UPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEMAX, B TOM YHCIIE
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Pesyabrarsl,
3asiBJIeHHbIC B
npogeccuoHaAILHOM
cTaHaapre

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

CHUCTEM HX 3alluThbl OT

HCJT

C HCHOJBb30BAHHMEM IPOTPAMMHBIX M IPOrPAMMHO-ANIAPATHBIX CPEACTB OOHAPYXKEHHs, MPEAYNPEXKICHUS W JUKBUIALUU
ITOCJICACTBUI KOMITBIOTEPHBIX aTaK.

TpynoBble nelicTBUA

IIpakTnyeckuii ONbIT

3ajaHusi HA NPAKTUKY

CamocTrosiTesibHasi padoTa

Tekywmuii, B TOM 4HCIE
ABTOMATU3HPOBAHHBIN
KOHTPOJIb

(G YHKIIMOHUPOBAHUS
CCCO C
YCTaHOBJICHHBIMU
MOKa3aTeIsIMU

YCTaHOBKH, HaCTPOUKHU
IIPOrpaMMHBIX CpeACTB
3amMThl  MHPOpPMALUU B
ABTOMATU3UPOBAHHOMN
CUCTEME;

oOecrieueHus 3aIUTEI
aBTOHOMHBIX
aBTOMaTU3MPOBAHHBIX

CHCTEM MpPOrpaMMHBIMH U
MIPOrpaMMHO-
anmapaTHbIMU CPEACTBAMU;
TECTUPOBaHUA  (YHKIIUH,
JIMAarHOCTHKA, YCTpPaHEHUs
OTKa30B M BOCCTAHOBJICHUS
paboTocrnocoOHOCTH
MIPOrPaMMHBIX U
IIPOrpaMMHO-aNnapaTHBIX
CpEICTB 3aIUTHI
uH(pOpMaINH;

pelIeHns 3aa4 3aluThl OT
HCA k  undopmanuu
OTPaHUYEHHOTO JOCTYyIa C
MIOMOIIIBIO TIPOTPAMMHBIX U
MPOrpaMMHO-AIIapaTHBIX
CpeAcTB 3aLTUTHI
nH(popManuu,

IIPUMEHEHHUS] DJIEKTPOHHOU

[lpumeHeHne MPOTPaMMHBIX M IIPOTPAMMHO-
anmapaTHBIX CpencTB obecrieueHus
UH(POPMALIMOHHOM 0€3011acCHOCTH B

ABTOMAaTH3UPOBAHHBIX CHCTEMaX
—JlnarHocTrka, yCTpaHEHHE OTKa30B M olOecriedeHre

paboTtocrocoOHOCTH MIPOTPaMMHO-aITapaTHIX
CpencTB o0ecrieueHus nHGOPMAITMOHHON
0e30macHOCTH

—Onenka 3¢ (HeKTUBHOCTH MIPUMEHSAEMbIX

MPOrPaMMHO-AIAPATHBIX CPEICTB OOECTIeUeHUs
nH(pOpPMaAITMOHHOM 0€30MMacHOCTH

—CocraBiieHue  JOKYMEHTAIlUU  TI0
o0OpaboTke, XpaHEHHUIO "
KOH(UICHIMATEHON nHpOpMaIu

—Hcnonb30BaHre MPOrPaMMHOTO
s o0pabOTKH, XpaHEHHS W
KOH(UICHIMATBEHOU HH(OpMAITUN

—CocraBiieHue MapuipyTa U COCTaBa IpPOBEICHUS
Pa3TUYHBIX BUAOB KOHTPOIBHBIX MPOBEPOK MPHU
aTTecTallud OOBEKTOB, MOMEIICHUN, MPOTPaMM,
ITOPUTMOB.

yuery,
nepenaue

oOecrieueHus
nepe1avyn

—YCcTpaHeHMEe  3aME4aHudl 10  pe3yjbTaTaMm
IIPOBEPKHU
— AHammM3 M COCTaBICHME  HOPMATHBHBIX

MCETOONYCCKUX HOOKYMCHTOB IIO 00ecIeYeHn O
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. VI3y4yeHue HOBBIX TEXHOJIOTUIA

XpaHeHus: HHPOpMaLUU
CrarucTrka v aHaIHu3 KPYIHBIX
yTedyeKk HH(pOopMaIum 3a roj
[Tonck nH(pOpMAIK O HOBBIX BUAAX
aTak Ha MH()OPMAITMOHHYIO CUCTEMY
O0630p COBpEMEHHBIX IPOTPAMMHBIX U
IPOTrPaMMHO-aNIapPaTHBIX CPEACTB
3aIIUTHI

CpaBHUTENBHBII aHanu3
COBPEMEHHBIX  MPOTPAMMHBIX U
MPOrPaMMHO-AIIAPATHBIX ~ CPEACTB
3aIUTHI

CucremaTnveckas popadoTKa)
KOHCIIEKTOB 3aHATHH, Y4eOHOH U
cIelranbHON TEXHUYECKOU
auTepatypel (Mo BompocaM K|
naparpadam, rJIaBam y4eOHBIX
IMoCcoOui, COCTaBJICHHBIM
MPENO/IaBaTEIIEM )

[ToaroroBka K MPAKTHYECKUM
pabotam c UCII0JIb30BaHHUEM|
METOJINYECKUX peKoMeHAalui
MpenoaaBaTels, odopmiteHne

MPAKTUYECKUX padOT, OTYETOB K HX
3alluTe.




Pesyabrarsl,
3asiBJIeHHbIC B
npogeccuoHaAILHOM
cTaHaapre

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

MOJIMUCH, CHUMMETPUYHBIX
u aCUMMETPUYHBIX
KpUNTOTpaprueCKuX
QITOPUTMOB U CPEICTB
M (poBaHus TaHHBIX;
yuéra, 00paboTKH,
XpaHEeHUsT W  Tepeaadu
nH(popManuu, s KOTOPOM
YCTaHOBIICH peXUM
KOH(PHUACHITMATHHOCTH;
paboTel ¢ MOACHCTEMaMH
pErucTpanuy COOBITHIA,
BBISIBJICHHUSI ~ COOBITHH U
MHIUICHTOB 0€30MacHOCTH B
aBTOMAaTU3UPOBAHHOMN
CUCTEME.

nH(pOpManMOHHOW 0€30MacHOCTH TPOTrPaMMHO-

anmnapaTHbIMU CpeacTBamH, c y4eToM
HOPMATUBHBIX MTPABOBHIX aKTOB.

[Ipumenenne MaTeMaTHYEeCKUX METOJOB  JIJIs
OLIGHKM KadecTBa W BBHIOOpa HAMIIyYIIETro
IPOrPaMMHOTO CpEACTBa

- - Hcnons3oBanue TUIOBBIX

KpUNTOrpapuuecKux CpesCTB U METOOB 3allIUTHI
uH(poOpMallid, B TOM YHCIE M BJIEKTPOHHOMU
MOJITUCU

- AHanu3 TPUHLHUIIOB TMOCTPOEHUS CHCTEM
WH(OPMAIIMOHHON 3aIlUThl TPOU3BOACTBEHHBIX
MIOAPA3/ACIICHUN.

- TexHuueckass d3KCIUTyaTalus
IIPOrpaMMHOMN u anmnapaTHOu
ABTOMATHU3UPOBAHHOW CHUCTEMBI.

- VYdacTue B JTMarHOCTHPOBAHUH,
yCTpaHEHUH OTKa30B u obecrieueHnn
paboTOCIOCOOHOCTH  MPOrPaMMHO-AINIAPATHBIX
CpencTB obecrieueHus nH(pOPMaITMOHHOMN
0e30IMacHOCTH;

- AHanmu3  3(h(PEKTUBHOCTH MPUMEHSIEMBIX
MPOrpaMMHO-AIMAPATHRIX CPEICTB 00ecreYeHUs
nH(pOpPMAITMOHHOW 0E30MaCHOCTH B CTPYKTYPHOM
HOJpa3/IeIIeHuN

- VYyacTtue B oOecnieueHru ydera, 00padoTKH,
XpaHEeHUsT W TMepenadn  KoH(UIEHIMAIBHON
uHpopmaruu

[IpuMeHeHHe HOPMATUBHBIX TIPABOBHIX aKTOB,
HOPMATUBHBIX METOAMYECKUX JIOKYMEHTOB IO

9JICMCHTOB
3alllUThI
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8.

10.

11.

12.

13.
14.

15.

16.

17.

18.

19.
20.

Pabota Ham KypcOBBIM IPOECKTOM|
(paboToii): TJTAHUPOBAHKE
BHITIOTHEHUSI  KYpCOBOTO  MPOCKTA,
oIpeieNIeHue 3aa9 pabOThI, U3yUCHHE

JTUTEPaTyPHBIX HCTOYHUKOB,
MIPOBEACHUE MPEANPOEKTHOTO
UCCIIETOBaHUS

Hcropus pa3Butus Kpunrorpadpuu
IIporpammHas
KJIacCCHYeCKHUX mudpoB
OnTtuMuzanuss METOAO0B YacTOTHOIO
aHaJIM3a MOHOAI(ABUTHBIX MIU(PPOB.

peanusanus

IIporpammHas
KJIacCCHYeCKHUX mudpoB

Meroapl MexaHU3aKMK TTH(HPOBAHUS

peanusanus

Hudposoe MIPEACTABICHUE]
pa3nuyHbIX (HopM HHOpMAITHH
AHanu3 COBPEMEHHBIX
CUMMETPUYHBIX KPUIITOAJITOPUTMOB
AHanus COBPEMEHHBIX
ACUMMETPUYHBIX KPUIITOAJITOPUTMOB
IIporpammHas peanusanus
COBPEMEHHBIX KPUITOAITOPUTMOB
CpaBHHUTENbHBIH  aHaMM3  QYHKIHUHA
XEIINPOBAHUS

Aytentudukaims cooOmeHmit

3aK0HOIATEIHLCTBO B o0OJactH




Pesyabrarsl,
3asiBJIeHHbIC B
npogeccuoHaAILHOM
cTaHaapre

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

obecrieueHn0 WHPOPMAITMOHHON 0e30MmacHOCTH
POrpaMMHO-AMIMAPATHBIMA ~ CPEACTBAMH  IIPH
BBITTIOJTHCHUU 3a/1a4 ITPAKTHUKN

Heo0xonumbie yMeHuUs1

YMmenue

IIpakTuyeckue 3axaHus

[IpoBoauTH TeKYIIUH
KOHTPOJIb ITOKA3aTelied U
mporecca
(GyHKIIMOHUPOBAHUS
CCCDH, a TaKXe
MPOTPaMMHBIX,
MIPOrpaMMHO-
anmnapaTHbIX
qyucIe
KpUNTOTpapUUECcCKuX) H
TEXHUYECKUX CPEACTB U

(B TOoM

cucteM 3amutel CCCO
OT HC/,
IPEAYCMOTPEHHBIN
periiaMeHToM X
AKCILTyaTaIluu
BrmonssaTh
MPEeIyCMOTPECHHBIE B
TEXHUYCCKOM
JOKYMEHTAIlMl  paboThI
10 U3MEHEHUIO HACTPOEK
CCCDH, a TaKKe
MIPOTPaMMHBIX,
MIPOrPaMMHO-

[TpuMeHsTH POrpaMMHBIE
YCTaHABJIMBAThH U
HACTpamBaTh CPEICTBA
AHTUBUPYCHOU 3alIUTHI B
COOTBETCTBHH C
MPeIbSBISIEMBIMU
TpeOOBaHUSIMU,
JUarHOCTHPOBATh,
YCTpaHATh OTKAa3Hl,
obecrnieunBaTh
paboTOCIIOCOOHOCTh |
TECTHPOBATH GYHKLIUU
MIPOrpaMMHO-aIaPaTHBIX
CPEICTB 3aIIUTHI
nHpOpMAIINY; IPUMEHSTh
MpPOrpaMMHEIE U
MPOrpaMMHO-aIapaTHbIE
CpeICTBa IS 3AIIUTHI
nHpopMmaiuu B 6azax
TAHHBIX; IPOBEPATH
BBITIOJTHEHHE TPeOOBaHUH
10 3aIuTe HHPOPMAITUHU OT
HECAHKIIMOHHUPOBAHHOTO
JOCTYIIA TP aTTeCTaI[IN

00BbeKTOB HHGOPMATH3AITUN

1o TpebOBaHUSIM

Kpunrorpaduueckas 3amura. O630p mporpamMmm
mu(poBaHus TaHHBIX

VYnpasnenue noautukon 6ezonacHocTy. [11abmons!
0e30MmacHOCTH

Pacrnipenenenuie kaHanoB B COOTBETCTBUU C
HMCTOYHUKAMU BO3JICHCTBHS HA MHPOPMAITUIO
O3HaKOMJIEHHE C COBPEMEHHBIMU MTPOrPaMMHBIMH
¥ IPOrpaMMHO-aMNMapaTHEIMK CPEICTBAMHU 3aIUTHI
ot HC/]

[TpumeHeHne CpeCTB BOCCTAHOBIICHUS
0CTaTOYHOW MH(POPMAIINH B CYACOHBIX
KPUMHUHATHCTUYECKUX IKCIIEPTU3aX U TIPH
paccienoBanuu nHIUAEHTOB. HopmatuBHas 6a3a,
JOKYMEHTHUPOBaHUE Pe3yIbTaTOB
MoaenupoBaHue npoBeaeHus ataku. M3yuenune
WHCTPYMEHTAILHBIX CPEICTB OOHAPYKECHUS
BTOPKEHUI

N3ydeHne coBpeMEeHHBIX CUCTEM aHTUBUPYCHOM
3alUThl HA IPUMEPE KOPIOPATUBHBIX PEIICHUN
KasperskyLab wmu npyrux ananoros.
Kpunroananus mudpa Buwkunaepa

[Tpumenenne kpunTorpaguuecKux aTak Ha Xell-
byHKIHIH.

N3ydenne mporpaMMHO-aIIapaTHbIX CPEICTB,
peanu3yronux ocHoBHbIE GyHKIUH OI1.
[Tpumenenne ayTeHTU(UKAINH IO OTHOPA30BBIM
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21.

22.

23.

KpUNTOrpapuueckon 3allUTBI
nHpopmarun

[lepcnekTHBHBIE HaTpaBJICHUS
Kpunrorpapuu

CucremaTnieckas popadoTKa)
KOHCIIEKTOB  3aHATUH, Y4eOHOH U
CIelranbHON TEXHUYECKOU
auteparypel (Mo BompocaM K|
naparpadam, rJ1aBam y4eOHBIX
IMOCOOui, COCTaBJIECHHBIM
MPENo/IaBaTeIeM).

[TonroroBka K NPaKTUIECKUM
pabotam c HCII0JIb30BaHHUEM|
METOAMYECKUX pEeKOMeHanuH|
MpenoaaBaTels, odopmiieHne

MPAKTUYECKUX paboOT, OTUETOB K HX
3alluTe.




Pesyabrarsl,
3asiBJIeHHbIC B

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

npogeccuoHaAILHOM
cTaHJapTe
anmapaTHeix (B ToM | Oe3omacHoCTH napossM. Peanu3zaius anropuTMoB CO3aHUS
qucle nH(popMaLnu; OJIHOPA30BbIX MapOJIeH.
KpunrTorpaguueckux) U | MPUMEHSTh [Tpumenenne kpunTorpapuuecKux MPOTOKOIOB
TEXHUYECKUX CPEICTB U | MaTeMaTWyecKui  ammapar | i oOecrieuyeHus: 6€30MacHOCTH IEKTPOHHON
cucreM 3amuTtel CCCD | mis BBITIOJIHEHUSI | KOMMEPLUH.
or HCJ] KpUNTOTPpaPUIECKUX
npeoOpa3oBaHMIA;
[TpoBoauThH UCIOJIb30BATh TUIIOBbBIE
MPEeIyCMOTPECHHBIE MPOrpaMMHBIE
periiaMeHToM PaboThI MO | KpUNTOrpapuIecKre
BOCCTAHOBJICHHIO CpeIcTBa, B TOM 4HCIE
mpolecca U MapamMeTpoB | 3JIEKTPOHHYIO MOJIHUCE;
(G YHKITMOHUPOBAHUS MPUMECHSITh CpencTBa
CCCD, a TaK»Xe | FapaHTUPOBAHHOTO
MPOrPaMMHBIX, YHUUYTOXKECHUS HHPOpMAIIHH;
MIPOrpaMMHO- YCTaHABIIUBATb,
anmapaTHeIX (B TOM | HaCTpaWBaTh,  IMPUMCHSTH
qucle MPOrpaMMHBIE U
KpunTorpaguueckux) U | MporpaMMHO-  allllapaTHBIE
TEXHUYECKHX CpPEJICTB U | cpelacTBa 3aIUTHI
cucreM 3amuTel CCCD | nnpopmanmu;

or HCJI

OCYILIECTBISATH MOHUTOPUHT U
pPErUCTpalHIO CBEICHUM,
HEOOXOIMMBIX JJIs1 3aLUTHI
00BEKTOB MH(POPMATU3AINH,
B TOM YHCIIE C
HCII0JIb30BaHUEM
MPOrpaMMHBIX U
MIPOrPaMMHO-AIIAPATHBIX
CPEJICTB OOHAPYKEHUS,
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Pesyabrarsl,
3asiBJIeHHbIC B
npogeccuoHaAILHOM
cTaHaapre

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

MpeAyNpexRACHUS U
JIMKBUOAIINH TTOCIIECACTBHH
KOMITBIOTEPHBIX aTaK

Heo0xoquMbIe 3HAHUSA

3HaHue

Tembl

Tumel, OCHOBHEIC
XapaKTEPUCTUKU CPEICTB
W3MEpPEHUII W KOHTPOJS
npoiiecca M IMapaMeTpoB
(G YHKIIMOHUPOBAHUS
CCCD, a Taxxe cpencrs
u cucteM 3amtel CCCHO
ot HCJI

ITociaenoBaTenbHOCTD
NEUCTBUHI B LEIISIX
U3MEHEHUS HaCTPOEK

CCCD, a Takxke cpelcTB
u cuctem 3amuTel CCCH
ot HCJI 6e3 mpepriBanwmst
mpoiecca ux
(G YHKIIMOHUPOBAHUS

IlocienoBaTenbHOCTE
JeficTBUM B LEeIsX
BOCCTAaHOBJICHHS
mporecca u IMapameTpoB
(G YHKIIMOHUPOBAHUS
CCCD, a Takxke CpelcTB
u cucteM 3amtel CCCHO
ot HCJI

OCOOCHHOCTH U  CIIOCOOBI
MIPUMECHCHHUS
MIPOTPaMMHBIX "
MIPOrPaMMHO-AIIAPaTHBIX
CpeAcCTB 3aIUTHI
uHpOpMaIMY, B TOM YHCIIE,
B OTIEePAIMOHHBIX
CUCTEMaxX, KOMITBIOTEPHBIX
ceTax, 0azax JaHHBIX;
METO/IBI TECTUPOBAHUS
byHKIHI OTIEIbHBIX
MPOrPaMMHBIX u
MIPOTPaMMHO- aIapaTHbIX
CpEICTB 3aIUTHI
nH(popManuu,

TUTIOBBIC MOJIeTTH
yIIpaBJICHUS TOCTYIIOM,
CPEICTB, METOJIOB u
MIPOTOKOJIOB
UICHTH(DUKAITIT u
ayTeHTH(UKAIIIH;
OCHOBHBIC TOHSITUS
KpUNTOTpaQUH U TUIIOBBIX
KpUNTOTpaprueCcKuX
METOIOB u CpencTB
3alIUThl HH(OPMAIIHH;

[IpuHIMIIBI TPOTpaMMHO-anapaTHON3aUThI
nH(OpMALINY OT HECAHKIIMOHUPOBAHHOTO JTOCTYTIA
3amuTa nporpamMm 1 JaHHBIX OT
HECaHKI[MOHUPOBAHHOTOKOTTUPOBAHUS

3amuTa nHGOPMAIIUN Ha MAITMHHBIX HOCUTEIISX
CucremMbl 0OHAPYKEHUS aTaK UBTOPKCHHIMA
Ob6ecneueHNne06e30macCHOCTH MEXCETEBOTO
B3aMMO/ICUCTBUSA

N3ydenue mep 3amuThl HHGOPMALIUY B
MH()OPMALIMOHHBIX CHCTEMaX

MeTop1 KpUNTOrpapuuecKOro3amuThl
uHpOpMaIuu

AyTteHTudukanys 1aHHbIX. DJEKTPOHHAS TOJIUCH
TexHOMO0ruu areHTCKOro MOHUTOPUHTA
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Pesyabrarsl,
3asiBJIeHHbIC B
npogeccuoHaAILHOM
cTaHaapre

OopaszoBareasnsblie pesyabrarsl ®I'OC CIIO o IIM

OpranuzanoHHbIE MEpbI
10 3aImuTe HHGOpMaIuu

HopmatuBHbIE mTpaBOBBIE
aKTBl B 00JIaCTH CBS3H,
uHpOpMaTU3aLUU U
3aImuThl HHGOPMAITUH

O0COOEHHOCTH M CIIOCOOBI
MPUMCHCHHS
MIPOrPaMMHBIX u
MIPOrPaMMHO-AITITAPaTHBIX
Cpe/CTB
rapaHTUPOBAHHOTO
yHI/I‘ITO)KeHI/IH
nH(popManuu,
TUITIOBBLIC CpeI[CTBa 1 METOJbI
BEJICHUS ayJUTa, CPEJICTB U
CIIOCOOOB 3aIlMTHI
MH(OPMAIIUY B JIOKAJTLHBIX
BBIYUCIIUTCIBHBIX CCTAX,
CPEJICTB 3aIUTHI OT
HECAaHKIIMOHHUPOBAHHOTO

JOCTYTIA.
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